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ABSTRACT

The mass transition to remote work, which triggered the quarantine and then military actions on the territory of Ukraine, led to
new challenges to increase the level of information protection. In addition, permanent information and cyber-attacks create a
persistent danger to physical and information systems. This, in turn, requires a clear understanding of the level of information
security of various organizations, especially for critical infrastructure. An important component of the organization's information
security is the information security culture of all participants in internal information processes. Such kind of influence is usually
called the Human Factor. The paper’s aim reveals with two goals. The first goal is the information processes functional modeling of
the information security culture level assessment automation as a part of the overall organization’s security system. The second part
consists in the information security system of project (ISSoP) maturity model development to provide the vital level of trust to
organization within project activities. The functional model of system development presents a number of separate processes: the
formation of questionnaires, data collection, and assessment of information security culture at the personal, department and
organizational levels. Defined input and output data, mechanisms, models, methods and control elements for each process. This
model can be included as a component of the system for determining the level of the common organization's information security
system. The maturity stages of the information security culture in a project include different Info-Sec activities at various stages of its
life cycle. Such kind of activities need to be taken into account while developing organization's information security systems.
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INTRODUCTION At the same time, organizations whose
activities allow remote work of employees try to
maintain all or most business processes at the
previous level. And project activity is not an
exception.

Note that in contrast to the normal activities of
the organization, remote work for projects is more
common, as projects are implemented in most cases
with the involvement of external participants, but
information security issues are almost not included
to the basic standards of project management.

A few years ago, remote work was a common

practice for a few. Then COVID-19 quarantine
forced a mass transition from offices to homes.
Work from home office became even more relevant
for Ukrainians during the full-scale invasion of the
Russian Federation. Such a drastic change returned
to the game all risks eliminated mostly in corporate
networks. The main reason is the lack of security
equipment in the home network, which is so
expensive and inaccessible to the regular user.
Let's mention about using personal laptops for LITERATURE REVIEW
business purposes and we’ll obtain the most
vulnerable information security system (ISS) rather
equal to its absence.

This issue attracts research attention in various
domains. E.g., the study [1] defined the importance
of information security in software development
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the delivery of functional requirements and a
reduction in structured and linear development
styles. The authors highlight the importance of agile
security practices centering around individuals and
culture and contributes to the literature by providing
a representation of agile security practices that
encompasses a broad range of focal areas.

In turn, Robert J. Ellison in work [2] pointed
that the need for information security of the project
is justified with fact that Software errors can be
introduced by disconnects and miscommunications
during the planning, development, testing, and
maintenance of the components. The likelihood of
disconnects and miscommunications increases as
more system components have to satisfy security
requirements. The author claims that project
managers  should  consider the  additional
communications requirements, linkage among life-
cycle activities, and the potential usage environment
as these items relate to security needs.

As Eva Short noticed: “Understanding phishing
attacks, promoting better password management and
the basics of encryption are all things employees
should be educated about if a company wants them
to make better choices in this regard” [3]. Moreover,
she outlines the cyber safety is similar to the road
safety: “eminently practical information that every
person living in society needs to know” [3].

The global COVID-19 quarantine, on the one
hand, provoked intensive adaptation to new working
conditions and served as a push for the transition to
remote work in “digitized” domains. On the other
hand, the anxiety associated with remote access
vulnerabilities occurred. Understanding these threats
has led to increased user awareness activities [4].

The Report [5] on joint research by the ISACA
and CMMI Institute conducted in 2018, also
indicates the importance of taking measurements of
culture indicators. As one of the trends noted in
Report is employee training (especially in BYOD
case) devoted to personal devices safe using and
social networks behavior. Some companies use
games during group training, motivating the most
security-conscious employees with rewards.

Other survey [6] showed that %:-s of responded
professionals in IS domain labeled employees as the
“weakest link” in cyber threats protection efforts.

Anna Georgiadou et. al [7] propose a cyber-
security culture evaluation model gathered core
security human-related elements, most commonly
used in security frameworks. Later, Anna’s team
conducted the survey on the organizations™ cyber
security culture readiness to remote work due to
COVID-19 pandemic [8]. Nurul Asmui Azmi Md

Azmi et. al. [9] made attempt to predict information
security  culture  within  telecommunication
companies” employees in Malaysia, emphasizing the
employees™ security behavior as link between
information security awareness and information
security culture. Nevertheless, none of mentioned
ISC evaluation models and tools embedded into
information security system of organization as a
routine. Another approach for information security
culture evaluation was proposed by Krunoslav
Arbanas et. al. [10], and presented framework
includes technological, organizational and social
aspects.

Since timing is one of the key criteria for most
projects, the work within the project requires strict
adherence to the project plan. Therefore, the
working arrays of information finally settled in
personal gadgets, gathered to private networks.

Therefore, taking into account the global nature
of the changes that have taken place, following
questions about the safety of business processes and
project activities, problems arise in preventing
sensitive resources leaks, and in the worst case, in
eliminating the consequences.

THE PURPOSE OF THE ARTICLE

The aim of this work is to carry out the
information processes functional modeling to
automate the of the information security culture
level assessment as a part of the overall
organization’s security system.

In addition, the overall level of organization's
security directly affects the degree of project
stakeholders™ trust. It’s necessary to determine the
maturity level of information security management
systems (ISMS) of all project stakeholders. And all
mentioned above leads to decision to create the
model of information security system of project
(ISSoP) maturity development.

METHODS

Functional modeling in the IDEFO0 notation
allows to visualize and display with the required
detail the necessary elements (inputs, controls,
execution mechanisms and results). The main
emphasis is on the logical relationship between the
work performed. The conceptual model depicted in
this way is represented by a “black box” and then
may be detailed.

The conceptual model is created with system
analysis methods.
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MAIN PART.
FUNCTIONAL MODEL OF
ORGANIZATION’S ISC LEVEL
DETERMINATION

The functional model is based on the
conceptual model [11] and presented on the Fig. 1.

To get a complete picture of the processes
necessary for assessing the information security
culture (ISC) level of organization, a conceptual
model can be represented as a sequence of six tasks
depicted by a functional model.

As a result of the decomposition of the general
issue “Determine the level of the organization's ISC”
(Fig. 2), the process is divided into 6 main tasks:

Fill the system with input information.
Generate questionnaires.

Conduct the survey.

Assess the ISC level by of departments.
Assess the ISC level of organization.
Create  the report  and
recommendations.

Before assessing the organization's ISC level,
the expert with the help of software should fill the
system with the necessary information using the
Data Collection module. The Fig. 2 clearly presents
the stages, as well as the controls and mechanisms
involved in the relevant stage. The initial
information (lists of themes, roles, questions, and
competencies; potential situational
recommendations; and results of IS risks analysis of
the organization) stored in a database to be used to
generate questionnaires. Taking into account the
originality of each organization because of
differences in scope, mission and structure, the

provide

expert has to generate separate sets of questionnaires
and stored in the database. After collecting and
structuring all the information, filling in the weight
matrices, and generating questionnaires, the system
is ready to assess the organization's ISC level.

Using cloud services, each employee is
provided with a questionnaire for the survey. After
completing the survey, all the answers of employees
are used to assess the ISC for each department of the
organization separately. On the basis of the received
results on departments definition of ISC level of
organization as a whole is carried out. The final
stage is to generate a report on the results of the
evaluation, and provide the organization with
recommendations on the choice of measures to
improve the level of ISC.

Each task is performed with the support of the
developed software and data-base. An expert is an
integral participant of all the processes.

Task No. 1 functional model

Task No.1 divides
visualized on Fig. 3.

Form requirements for the organization's 1SC
level. According to the provisions of regulatory
documentation, the  requirements of the
organization’s internal IS policy, as well as the best
practices on ISO/IEC 27000 group of international
standards, also based on the organization’s IS risks
analysis, the expert forms requirements for the
organization's ISC on certain indicators. The
received requirements to the level of organization
ISC are saved in a database.

on several subtasks

Internal IS policy

Professional
requirements standards
[yl

Field of Legislative International Organization | Staffing
business documents | IS standards | needs table
activity
Lv] lv] lv] [v] lv] lv]
List of roles
—
List of competencies —
—
List of themes
— o
. = The organization's ISC level determination
List of questions —
—

IS risks analysis

|

Potential situational
recommendations

—
—_—

=

Pairwise ;
Logic of | comparisons logic
Expert |Software |DB | antonyms | method

methods | clustering | services | assessment

A\

Recommendations to
increase the organization's
ISC level

Mathematical
model of
organization's
ISC level
assessment

Mathematical
model of
department’s
ISC level

Fig. 1. Conceptual model of top-level development process

“The organization’s ISC level determination”
Source: compiled by the [11]
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Fig. 3. “Fill the system with input information” task functional model
Source: compiled by the authors
Fill in the database of situational the IS policy requirements force within the

recommendations for raising the ISC level (personal,
department and organization). The expert, having
knowledge of possible measures to increase the level
of ISC, forms situational recommendations that
should be saved in the relevant table of the database.

Create a set of questions in IS domain. When
creating the list of questions to be used in the
generation of questionnaires, the expert should be
guided by regulations, international standards in the
field of IS (primarily ISO/IEC 27001, 27002) and

organization. Selected and edited questions, as well
as answer options are entered in the relevant tables
of the database.

Create and edit themes. Themes should be
formed based on the scope of the organization.
Themes may relate to technical and technological
aspects, interaction with the external information
space and its participants, other aspects of activities
that directly or indirectly affect the ISC. Selected
and edited themes save to DB.
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Create the list of roles. The list of roles is filled
by an expert on the basis of the staff list of the
organization and job descriptions. The list of roles is
stored in the DB.

Form an array of competencies in IS domain.
The list of competencies is mandatory input and
should be edited by an expert based on the
professional standards and needs of the organization.
The decision to include a certain competence in the
matrix is supported on the logic of antonyms.
Selected competencies saved to the database table.

The results of the first stage are the require-
ments for the ISC level, situational recommen-
dations, themes, questions for the questionnaire,
roles and IS competencies.

Task No. 2 functional model

The processes of the Task No.2 are presented in
Fig. 4. The task “Generate questionnaires” is divided
into three subtasks.

Form fuzzy clusters of questions by themes. The
array of questions for the questionnaire is divided
into clusters according to themes using fuzzy
clustering. The expert determines the degree of
guestion belonging to each of the themes.

Assign the weight of the impact to each
guestion on the resulting evaluation of the
guestionnaire. Based on the set of competencies for
each role, the expert assigns weights for each
guestion within the questionnaire. Determination of
weights is realized with the pairwise comparisons
method.

Themes

Form fuzzy clusters

Questions for of questions by themes

questionnaire

Save the weight matrix to the appropriate
database table.

The result of processing the input data on the
second stage is a set of questionnaires corresponded
to certain roles and highlight the level of user
competencies on certain themes.

Task No. 3 functional model

The task “Conduct the survey” presented in
Fig. 5 provides the following subtasks.

Distribute  questionnaires by  positions
(competencies).  The  distribution  of  the
questionnaires formed at the previous stage is
carried out by the expert according to the positions
occupied by users (employees) within the
framework  of  job  responsibilities.  The
guestionnaires generated as forms and distributed
using cloud services, contain questions and answer
options.

Collect survey results. The subtask of
automated results collection is solved with use of
cloud services. This approach allows automatic
filling of tables with data such as date and time of
the survey, contact email address (disabling the
option to collect this information makes it possible
to conduct anonymous surveys, which is convenient
for self-assessment), and answers (selected item or
detailed answer of the respondent, which requires
the assessment of the expert himself). At the same
time, both standard and unique questionnaires,
formed for each user separately, may be provided for
the questionnaire.

uestion by clusters

07

Assign the weight

Roles —™] of the impact to each Weights

— question on the resultin

- ) array
evaluation

IS-Competencies of the questionnaire

[I—

07

—

|Fuzzy clustering [ |] Expert

[|Iscftware [ |1 method

Set of
2 questionnaires

Save the
weight matrix

0

Pairwise
comparisons
[|1DB

Fig. 4. “Generate questionnaires” task functional model
Source: compiled by the authors
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07

—
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Evaluate
obtained
results

Personnel
ISC level
assessment

Results of
employees
Save .. EMplOY!
. surveys
evaluation =)

—

JExpert [|]Cloud senices

results

Fig. 5. “Conduct the survey” task functional model
Source: compiled by the authors

Evaluate obtained results. The evaluation of the
survey results is carried out by an expert on the basis
of fuzzy logic [12], taking into account the
competencies that must be sufficiently available.

Save evaluation results. Estimates of processing
the respondents’ answers using the fuzzy evaluation
are stored in the database. These records contain a
time note, which allows to rank the questionnaire to
the definite event to assess the ISC level of the
organization (as a project or stage of the process), as
well as to observe the dynamics of personal ISC of
employees.

Task No. 4 functional model

The results obtained on the previous stage are
the input information for the process “Assess the
ISC level by departments™ as shown on Fig. 6.

The task of the ISC level assessment on
departments tier provides on the result of
determining the personal ISC level among

employees of the department. Based on the
mathematical model [9] for estimating the
department's ISC, the expert obtains the result of
each department's ISC assessment. The obtained
results are stored in the database table.

Task No. 5 functional model

The fifth task “Assess the organization's ISC
level” (Fig. 7), like the previous one, consists of two
subtasks.

Evaluate the ISC level of organization.
Received indicators of departments ISC are the input
information of the block. The expert defines the
general estimation of organization’s ISC using

mathematical model [13] of ISC estimation of the
organization.

Save results to the database. The record
containing the result of the previous process is
entered into the database with a note on the date (or
period) of the assessment.

Task No. 6 functional model

The final task of the organization's ISC
assessment is the successive implementation of two
processes. Decomposition of the business process
“Create the report and provide recommendations” is
presented on Fig. 8. Let’s consider in details.

Compare the obtained results with the
requirements for the ISC level by indicators. The
input for this is the previously defined (at the first
stage) requirements for the ISC level by indicators,
access to available in the system standard situational
recommendations, as well as the results of employee
surveys and the results of assessing the ISC level of
the organization. In case of underestimated results,
the system refers to the database of production rules
and determines the appropriate recommendation. A
set of such recommendations will be included in the
report.

Generate a report. The data obtained after the
comparison form the basis for generating the report.
Relevant recommendations are selected from the
database regarding measures to increase the ISC
level of employees, as well as recommendations for
managers, which elements should be addressed at
the administrative level. The expert checks the
prepared report.
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Fig. 6. “Assess the ISC level by departments” task functional model

Source: compiled by the authors
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[ |
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Fig. 7. “Assess the ISC level of organization” task functional model
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e [
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Fig. 8. “Create the report and provide recommendations” task functional model
Source: compiled by the authors

Determination of ISS maturity stages in Project
(1SSoP)

An important component of the organization is
its project activities, which should also provide an
appropriate level of information security culture,
which is one of the components of the overall level
of security of the organization. The degree of project
information security directly affects the degree of
project stakeholder’s trust, which in turn determines
the opportunities for development of the
organization through their implementation. The most
significant information security risks that affect PM
are: DDoS attack, self-propagating ransomware,
malware, phishing, employees, vishing.

Unlike the ISC organization, the ISC project
has some features:

o |t must take into account the ISC level of the

project stakeholders;

e It is necessary to create a separated common
information environment of the project, which from
project to project will contain different components
and, accordingly, different requirements for their
security;

e Should take into account the general concept
of information security management of the
organization;

e Requires constant monitoring due to the
change of project stakeholders during its
implementation;

e Depends on the level of awareness of the
project manager in the field of information security;

¢ The need to determine the degree of influence
of the level of information security of the project on
the overall success of its implementation.

o All these features affect the overall level of
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security of project information, and should be taken
into account when building a general information
security system of the organization.

o To determine ISSOP is necessary to determine
the maturity level of ISMSs [14] of all project
stakeholders. Such assessment can be made on the
basis of the ISSoP maturity levels defined in Fig. 9.

The first stage “Project Initialization”. At this
time, the focus is on addressing the feasibility of the
project, and P-M’s efforts are aimed at proving the
project effectiveness and attracting the necessary
stakeholders for its implementation. At this stage,
resolving InfoSec issues can be driven by potential
stakeholders and depends entirely on their own
attitude to the issue. Only the primary means of
informational interaction between stakeholders can
be formed here. It is implemented using but not only
project management systems (PMS). They answer a
series of questions to determine the status of a
project at a specific point in time and identify risks
early on. As such systems are often the sole source
(accumulator) of project activity, it is important that
this information is securely protected from persons
without an appropriate level of access. At this stage,
it is important to determine the importance of
InfoSec for each project stakeholder.

Stage two is “Fragmentary Protection”. It
should be formed at the project planning stage, as
the project stakeholders are already identified here,
and a communication plan for the project is
developed. It is important to choose the software

tools for interaction, planning and control of the
project, depending on the defined security
requirements. The project forms separate documents
governing the InfoSec of the project and its
stakeholders.

The third stage is “System Protection”. It
should be achieved at the stage of project
implementation. Past workflows make it possible to
create a common information safe space for project
stakeholders. Sustainability of processes at this stage
allows formalizing and documenting the main
provisions of the project InfoSec; stakeholders
understand its values and all processes are combined
into a common information flow. As a result, the
project provides an opportunity to analyse
information on all aspects of management activities,
as well as to obtain prompt information on the
degree of wuse of resources for all project
stakeholders. It uses protection systems integrated
into the system that does not need to be certified.
Protective activities are regulated by regulatory
documents.

Stage four — “Managed Protection” — coincides
with the project completion phase. Here, it is
important to retain the generated project information
and provide technical support for the project results
implementation. In this case, the formed Project
InfoSec can be the basis for further interaction with
its adjustment for new stakeholders.

Managed Protection
Completion .

Conditions Creation for Reliable Storage of Project Results
» Further Use of the Acquired ISC Achievments in Future & Similar Projects

)

|

System Protection

Implementation
* |ISS Implementation as Required

A * Current ISC level Management

+ Assigning Responsibilities to ISC Support among Project Participants

Fragmentary Protection

IS Regulatory Documents Study
Fixing IS Policy within the Project
ISS Requirements Determination

Planning

Support within the Project

« (Classification of Information Involved in the Project Implementation

Appointment of Responsible Persons for the ISC Implementation and

Understanding the IS Requirements

If Need, Additional Training to
Acquire/Enhance Required Competenc
Manage the Financing of IS Activities

Managment Support

SN

Initialization Project initialization

+ Own Initiative of Potential Project Participants to Protect the Information

Fig. 9. Stages of maturity for ISMS of project

Source: compiled by the authors
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At this stage, the security features are fully
operational, and the integrated ISS in the project
creates the conditions for reliable and safe operation
by applying a set of security measures that meet the
basic requirements:

e Successfully resist the vast majority of the
attacks.

e In case of significant failures, which can
occur during external influences of various kinds
(including, and as a result of successful attacks), the
system must have the capacity for complete self-
recovery or restored in the acceptable terms and with
minimal losses.

¢ When building a system, the optimal ratio
(system price) / probable losses must be considered.

CONCLUSIONS

Performed functional modeling of the system of
the organization’s information security culture level
assessment clearly defines the main stages and their

characteristics for the construction of individual
modules of the information system for assessing the
overall level of organization's the security. On the
other hand, such systems can be separate tools for
determining the ISC at any organizational level.

The considered levels of ISC project
development, as a component of the overall security
system of the organization, also ensure the integrity
of the system, as the project activity is part of the
organization and that ensures its development. The
identified features of information security
management in the project prove the need to develop
and apply separate approaches to the formation of a
secure project space.

Further research may be in the field of
mathematical modeling to determine the integrated
indicator of the ISC level, taking into account the
project activities.
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AHOTALIA

MacoBuii nepexii Ha TUCTaHIiiHY poOOTY, IO iHII[IFOBaB KapaHTHH, a MOTIM BiliCbKOBI Aii Ha TepuTopil YKpaiHu, 3yMOBUB
HEOOXiIHICTh IPOTHCTOSTH HOBUM BHKJIMKaM 3a0e3NeueHHsIM 3axXuCcTy iHdopmarii Ha Ginbin BucokoMy piBHi. [lo TOro %, NOCTiiHI
iHpOpMaIiifHi Ta Kibep-aTaku CTBOPIOIOTH cTaly Hebe3neky ais (isndHuX Ta iHGopManiitHux cucreM. Lle, B cBOIO 4epry, BUMarae
YiTKOTO pO3yMiHHsS piBHs 3a0e3medueHHs iH(popMamiiiHOl OGe3nmeku pi3HUX OpraHisaiiif, 0coOJIMBO KPUTHYHOI iH(pacTpyKTypH.
BaxnmiBoro KOMIIOHEHTO0 iH(OpMaliitHOT Oe3nekn opraHizamii € KyabTypa iH(opMaliiiHOT Oe3MeKn BCiX yJYaCHHKIB BHYTPILITHIX
iH(pOpMaLiTHUX MPOLIECIB, BIUIMB SIKOT MPUIHATO HA3UBATH JIOACHKHUHN (akTop. MeTa po6oTH po3KkpuBa€eThes y 1BOX Himsx. [Tepmioro
METOI0 € (QYHKIIOHAJIbHE MOJICIIOBAaHHS 1HPOPMAIIIHUX MPOIeciB aBTOMATH3AaMlili OIIHKK PiBHS KyJNbTYpH iHQOpMAIiiHOT Oe3meKn
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SIK YaCTHHU 3arajbHOi cucteMu Oe3neku oprasizamii. Jlpyra yacTHHa moisirae B po3po0Iii Mozeni 3piocTi cucTeMu iHpopMamiiHol
6e3mexu npoekTy (ISSoP), mo6 3abe3neunTr KUTTEBO BaXKIMBUII piBeHb MOBIPU 0 OpraHizamil B paMKax MPOEKTHOI AiSUIBHOCTI.
OyHKIIOHaTBHA MOJIENb PO3POOKH CHCTEMH IIPENCTaBlICHA Yy BHIJLIII OKpEeMHX HpoleciB: GopMyBaHHS ONHTYBAJIBHUKIB, 300py
JAHUX, TIPOBEICHHs OLHKKA KyJIbTYpH iH(OpMAIiHOT Oe3lekr Ha MepcoHaNbHY, IpymoBoMy (MiZPO3Zia) Ta OpraHizaliiHOMY
piBHAX. Bu3HaueHi BXigHI Ta BHXiAHI JaHi, MEXaHI3MH, MOJENI, METOAH Ta €JIEMEHTH YIPAaBIiHHA U1 KOXKHOTO mpouecy. JlaHy
MOZENb MOKHa JOJTYYUTH SK CKJIAJOBY CHCTEMH BH3HAUCHHS pPIBHS 3arajbHOi iH(popMamiiiHOI cucTemMu Oe3lekd opraizamil.
BusHadeHo cTafii 3pinocTi KynbTypH iH(GOpMAaIiiiHOT 6e3mekn MPOeKTy Ta MPOLECiB MATPUMKU HAa PI3HUX eTalax HOro KUTTEBOTO
LKLY, SIKI TaKOK IOTPiOHO BPaxoBYBATH IPH PO3POOIIi TAKHX CHCTEM.

Kurouosi ciioBa: indopmariiiina 6e3neka; inpopmariiiHa cuctemMa; opradisaiisi; KyiabTypa
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