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ABSTRACT

Relevance. Adaptive governance of the security environment under hybrid aggression depends on converting large, noisy,
natural-language information flows into machine-computable indicators fast enough to act before a threat materializes. Prior
cognitive-semantic models parametrize the security graph manually from expert elicitation, which does not scale to real-time
monitoring. Aim. To design and validate an end-to-end natural-language-processing pipeline that automatically extracts cognitive-
semantic risk indicators from a text stream, detects semantic anomalies, and drives a downstream cognitive map to produce an
integral state-security indicator in near real time. Methods. The pipeline comprises a sequence of stages: ingestion and Ukrainian-
language preprocessing; concept mapping onto a defined set of security concepts using term frequency—inverse document frequency
(TF-IDF) semantic anchors and cosine similarity; per-concept indicator scoring combining a destructive-polarity lexicon with
document volume; anomaly detection using a one-sided sliding-window z-score corroborated by an Isolation Forest; and driving a
weighted cognitive map whose adjacency structure is adopted from the authors’ prior model, with an anomaly-triggered adaptive-
governance response. The pipeline is exercised end-to-end on a structured demonstration corpus of Ukrainian open-source
intelligence (OSINT)-style records organized into daily buckets and containing an injected combined-escalation event. Results.
Concept mapping reproduced the reference labelling with a high level of agreement. Anomaly detection raised the first flag ahead of
the modelled escalation peak, providing an actionable early-warning window. Driven by the extracted indicators, the cognitive map
reproduced the expected divergence: without an adaptive response the integral indicator collapsed to a critically low fraction of its
normative level, whereas the anomaly-triggered adaptive branch arrested the decline and recovered the system to a stable plateau.
Conclusions. Automating indicator extraction closes the gap between raw information flows and the cognitive model, turning a static
expert-parametrized construct into a monitoring instrument that can be updated continuously. The pipeline is modular, reproducible,
and portable to an operational stream; its main dependencies are the quality of Ukrainian-language linguistic resources and the
calibration of the anomaly thresholds.
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INTRODUCTION

The contemporary security environment of
Ukraine is a highly dynamic, multidimensional
system shaped by the ongoing armed aggression of
the Russian Federation and the systematic use of
hybrid instruments of influence [1], [2]. The
convergence of military, cyber, informational,

economic, and political pressure produces an
unprecedented configuration of risks whose
management  requires  processing fragmented

information flows faster than adversary action
unfolds [3], [4].

A cognitive-semantic representation of the
security environment — a weighted directed graph
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over a small set of interacting concepts — has proven
effective for capturing nonlinear cascades and
hidden causal links that classical probabilistic
models handle poorly [5], [6]. In the authors' prior
work, such a model was formalized and validated on
expert-elicited weights [7]. However, its principal
operational limitation is that both the driving
impulses and the moment of intervention are set
manually. This decouples the model from the live
information stream and prevents its use as a real-
time monitoring instrument.

This paper addresses that limitation from an
information-technology standpoint. Rather than
proposing a new governance model, it contributes
the computational pipeline that feeds one: an
automated chain that converts a Ukrainian-language
text stream into the cognitive-semantic indicators
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that parametrize and
triggers an adaptive
anomaly rather than
impulse.

The contribution is threefold: an end-to-end,
modular natural-language-processing (NLP) pipeline
that maps text to concept-level risk indicators
without per-step expert re-estimation; an anomaly-
triggered coupling between the detector and the
cognitive map, quantified by early-warning lead
time; and a reproducible computational experiment
reporting pipeline-level metrics.

LITERATURE REVIEW

Research on adaptive and resilience-oriented
governance establishes that hybrid threats are
nonlinear and cross-domain, and therefore
incompatible with rigid hierarchical decision systems
[1], [8], [9]. To operationalize adaptability, decision-
support systems increasingly incorporate machine
learning and predictive analytics, while cautioning
that automated tools must complement rather than
replace human judgement [10], [11], [12].

From the technology side, cognitive maps
provide a mathematically robust mechanism for
modelling causal interactions and simulating
alternative scenarios [13], [14], and have been
applied to cybersecurity and information-risk
management [15], [16]. In parallel, text mining and
NLP supply the extraction layer: tokenization, TF-
IDF weighting, semantic-similarity scoring and
contextual clustering convert unstructured text into
features [17], [18]. Unsupervised anomaly detection
— in particular Isolation Forest — is well suited to
streaming,  high-dimensional,  weakly-labelled
signals [19], [20]. Soft-computing methods such as
neuro-fuzzy expert systems have likewise been
applied to evaluating complex organizational and
technical systems [21].

Problem  statement. Despite mature
components on both sides, the coupling between an
NLP extraction layer and a cognitive-semantic
decision model is rarely made explicit or
reproducible for the security domain, and even less

drive the graph, and that
response from a detected
from an analyst's manual

so for Ukrainian-language sources. There is a need
for an integrated, portable pipeline that closes this
loop and reports its behaviour quantitatively.

METHODS

Pipeline architecture. The system is organized
as five sequential stages (Fig. 1). The input is a
stream of short Ukrainian-language documents; the
output is the integral state-security indicator Cs(t)
produced by a downstream cognitive map. Each
stage is independently replaceable, allowing the
lexical components used here to be swapped for
transformer embeddings without changing the
interfaces.

S1 - Ingestion and preprocessing. Documents
are tokenized with a Cyrillic/Latin token pattern
(tokens of length > 3) and normalized. Each record
carries a time bucket t (one calendar day in this
study) and its text.

S2 - Concept mapping. Seven security
concepts are used, adopted from the prior model [7]:
C: Russian aggression (military/cyber); C: critical
infrastructure; Cs institutional capacity; Ca social
resilience; Cs information space; Cs international
support; C- state security (goal). For each concept a
TF-IDF anchor vector is built as the mean of a small
set of labelled seed texts; an incoming document is
assigned to the concept of maximal cosine
similarity. On the demonstration corpus this
reproduced the reference labelling with 89.1%
agreement (Fig. 5).

S3 - Indicator scoring. For each concept ¢ and
day t a semantic risk indicator is computed as the

mean destructive polarity of that concept's
documents, scaled by their volume:
Re(t) = pe(®) - In(1 + ve(t)), 1)

where pe(t) € [—1, 1] is the mean polarity from a
destructive/stabilising lexicon (positive = escalatory,
negative = stabilising) and v¢(t) is the document
count. Threat concepts (Ci, Cz, Cs) contribute
positively to aggregate risk; support concepts
(Cs, Ca4, Ce) contribute negatively (Fig. 2).

S1
Ingestion &
preprocessing

S2
Concept mapping

text stream TF-IDF - C1...C7

polarity x volume

S3 sS4
Indicator
scoring

S5

Anomaly FCM driving

detection

z-score + IForest cognitive map - C7(t)

Fig. 1. Five-stage architecture of the cognitive-semantic indicator pipeline
Source: compiled by the authors
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Extracted per-concept semantic indicators
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Fig. 2. Extracted per-concept semantic risk indicators over the monitoring window
Source: compiled by the authors

S4 — Anomaly detection. The aggregate net
risk R(t) is monitored by a one-sided sliding-window
z-score with a two-day warmup, which serves as the
operational threat trigger:

z(t) =(Ri— ) /oy, flagif z. >k, 2

with p; and o; estimated from the preceding
window and threshold k = 1.5. An Isolation Forest
(200 estimators) over the feature vector [R(t), threat,
support] provides two-sided corroboration. Because
Isolation Forest also flags the recovery trough (an
excess of stabilising signal), the one-sided z-score is
used as the threat trigger, while the forest supplies
structural confirmation (Fig. 3).

S5 — Driving the cognitive map. The extracted
indicators drive a weighted cognitive map over the
seven concepts, whose adjacency matrix W is
adopted from [7]. Each concept holds a health state
Si(t) € [0, 1] (1 = healthy). C, (aggression) is set
exogenously from its extracted indicator; the
remaining concepts evolve as a deviation-driven
update with natural relaxation toward a healthy
baseline b;:

Si(t+1) = clip[ Si(t) +n Zj w;i (Si(t) —by) +

3)
+p(bi = Si(t) ) + oit) +ai(t) ],

Anomaly detection on the semantic risk stream

Net semantic risk score
o

—@— Aggregate semantic risk R(t)

O z-score flag
X{ Isolation Forest flag

0 1 2 3

4 5 6 7 8

Monitoring day (t)

Fig. 3. Anomaly detection on the aggregate semantic risk stream
Source: compiled by the authors
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where 1 is the propagation gain, p the relaxation
rate, oi(t) exogenous shocks from S3, and a;i(t) the
adaptive-governance response. In the adaptive
branch, once S4 raises an anomaly a counter-
impulse is engaged on the institutional (Cs),
international (Cs) and strategic-communication (Cs)
nodes and sustained with decay; in the baseline
branch ai(t) = 0.

RESEARCH RESULTS

The pipeline was exercised end-to-end on a
structured demonstration corpus (46 records, nine
daily buckets, with a combined-escalation event
injected at to—ts). Table 1 summarizes the stages;
Table 2 reports the run.

Early warning. The detector raised its first flag
at t1, two days before the modelled escalation peak at
t3, and coincided with the known onset at tz. In an
operational setting this lead time is the window
available for pre-emptive governance action.

State-security dynamics. Driven by the
extracted indicators, the cognitive map reproduced a
sharp divergence between the two governance
regimes (Fig. 4). Without adaptive response the
integral indicator C; declined monotonically to
~0.05 of the normative level — an effectively
irreversible collapse. With the anomaly-triggered
adaptive response, the decline was arrested at ~0.56

and the system recovered to a stable plateau of
~0.61. Crucially, unlike the prior model, neither the
driving impulse nor the moment of intervention was
set by hand: both were produced by the pipeline
from the text stream.

DISCUSSION OF RESULTS

What the automation adds. The prior model
demonstrated that adaptive interventions on
institutional capacity and international support
stabilize state security [7], building on the authors'
established link between state security and national
resilience under hybrid threats [22]. The present
result reproduces that qualitative behaviour but
removes the manual step: the impulse magnitude and
timing are derived from measured semantic
dynamics. This converts a static, expert-
parametrized construct into a continuously updatable
monitoring instrument — the practically decisive
difference for real-time use.

Detector  directionality. The  two-sided
Isolation Forest flags both the escalation and the
recovery trough; only the former is a threat. Using a
one-sided z-score as the operational trigger and the
forest as structural corroboration resolves this and
avoids acting on benign over-stabilisation — a design
point that generalizes to any bidirectional anomaly
signal feeding a decision loop.

Table 1. Stages of the cognitive-semantic indicator pipeline

Stage Function Method Output
S1 Ingestion & preprocessing | Ukrainian tokenization, normalization | Clean token stream
S2 Concept mapping TF-IDF anchors + cosine similarity | Document — Ci...Cs
S3 Indicator scoring Polarity lexicon x volume (Eq. 1) Re(t) per concept/day
S4 Anomaly detection ﬁ!:r(jelgtg z-score (Eq. 2) + Isolation Threat flags + lead time
S5 FCM driving Deviation-FCM update (Eg. 3) Cs(t) trajectory
Source: compiled by the authors
Table 2. Pipeline run on the demonstration corpus
Metric Value
Records processed 46
Daily buckets 9
Concept-mapping agreement (vs seed labels) 89.1 %
Known event onset t2
First anomaly flag t:1 (2 days before peak ts)
Sliding z-score flags ti, t2
Isolation Forest flags t2, ts
C- baseline minimum 0.05 (=95% deviation)
C- adaptive minimum 0.56 (=44% deviation)
C- adaptive plateau (end) 0.61
Source: compiled by the authors
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State-security dynamics driven by extracted indicators
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Fig. 4. State-security dynamics C-(t): baseline vs. anomaly-triggered adaptive governance
Source: compiled by the authors

Semantic clustering of the monitoring corpus
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Fig. 5. Semantic clustering of the monitoring corpus
(PCA of TF-IDF features, coloured by predicted concept)

Source: compiled by the authors

Limitations. The reported figures come from
an illustrative demonstration corpus authored to
exercise the pipeline end-to-end; they are proof-of-
concept, not operational measurements. The corpus
is small and its escalation event is injected by
design. Polarity is lexicon-based and therefore
sensitive to vocabulary coverage; the FCM weights
are inherited from expert elicitation. These do not
affect the architecture or its reproducibility, but they

bound the numeric claims until the pipeline is run on
an operational stream.

CONCLUSIONS

This study contributed an end-to-end NLP
pipeline that extracts cognitive-semantic risk
indicators from a Ukrainian-language text stream,
detects semantic anomalies, and drives a
downstream cognitive map to produce an integral
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state-security indicator. On a demonstration corpus
the pipeline mapped documents to concepts with
89.1% agreement, raised an early-warning flag two
days before the escalation peak, and — driven
entirely by the extracted signals — reproduced the
divergence between an uncontrolled collapse (C; =
0.05) and an anomaly-triggered adaptive recovery to
a stable plateau (C; = 0.61).

The scientific contribution is the explicit,
reproducible coupling of an NLP extraction layer to
a cognitive-semantic decision model, with quantified
early-warning behaviour. Practically, the pipeline is
modular and portable to an operational monitoring
stream. Future work concerns replacing lexical
polarity with transformer embeddings, validating on
an operational corpus, and learning the adjacency

weights from data rather than expert elicitation.
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AHOTANLIA

AKTyalIbHiCTh. AJJAITUBHE BPSTYBaHHS OE3IIEKOBHM CEpPEIOBHIIEM B yMOBaX TiOpuaHOI arpecii morpedye mepeTBOpeHHS
BEIMKUX 3allyMJIEHHX TEKCTOBHX IIOTOKIiB Ha MAaIIMHHO-OOYNMCIIOBAHI IHAMKATOPU JOCTATHBO INBHAKO, MO0 MisTH Ha
BunepepKeHns. [lomepenHi Moaesi mapaMeTpu3yioTh rpad BpydHy, 10 He MaciiTabyeThesi HA MOHITOPUHT y peajibHOMY yaci. MeTa.
Po3pobutn Ta anpoOyBaTH HACKPI3HMI KOHBEEP OOPOOKH MPUPOTHOI MOBH, SKHH aBTOMAaTWYHO BUTATYE KOTHITHBHO-CEMaHTHYHI
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IHIUKATOPH PHU3MKY 3 TEKCTOBOTO MOTOKY, BHSBIISIE CEMaHTHYHI aHOMAJil Ta JXMBUTH KOTHITMBHY KapTy A OOYHMCIEHHS
IHTErpaNbHOTO TOKa3HWKa JepkaBHOI Oe3mekn B peanbHOMy daci. Mertoau. baratocraniifHuii KOHBeep: IPEHNPOIECHHT
YKpaiHOMOBHOT'O TEKCTY; BiTHECEHHS /10 HAOOpy Oe3IeKOBMX KOHIIENTIB Uepe3 sIKOpi Ha OCHOBI MipH «dJacToTa TepMiHa — obepHeHa
JOKyMeHTHa Jactotay (term frequency — inverse document frequency, TF-IDF) Ta kocHHYCHY GJIHM3bKiCTh; MiAPaXyHOK iHANKATOPIB
(JIEKCMKOH JEeCTPYKTHBHOI IIOJSIPHOCTI X 00CST); BHSBICHHS aHOMaTii KOB3HMM Z-TIOKa3HUKOM i3 TiATBEPIKEHHSIM METOIOM
Isolation Forest; >kxuBJIeHHsI 3BayK€HOI KOTHITHBHOI KapTH (CTPYKTypa CyMIXXHOCTI — 3 TIOIIepeTHhOi MOZIENi aBTOPIB) 13 alallTHBHOIO
BIiJIITOBI UTIO, III0 BMUKAETHCS 3a aHOMatti€ro. Pe3yabTaTu. BinHeceHHS 10 KOHIENITIB BIATBOPHIIO €TallOHHE MapKyBaHHS 3 BUCOKUM
piBHEM y3ro/PKEHOCTi. BHsBICHHS aHOMAIH MMiTHSUIO MEPIIMA CHTHAJI 3aBYacHO JIO MKy ecKayallii, Jalo4d Ji€Be BIKHO paHHBOTO
roniepepkeHHs. [1i1 BIUIMBOM BHUTATHYTHX 1HAWKATOPIB O3 aJIallTUBHOI BiIIOBIII iHTErpAIbHUNA TOKa3HUK OOBAIUBCS 10 KPUTHIHO
HU3BKOI 9aCTKM HOPMATHBHOT'O PiBHS, TOI SIK aJaNTHBHA T'IKA 3yIIHIIA TAIiHHA W BUBEJA CHCTEMY Ha CTilike ruato. BucHoBku.
ABTOMATH3aIlisl BUTATYBaHHS 1HIUKATOPIB 3aKpUBA€ PO3PUB MiX CHPUMH iHQOpMALifHUMHU ITIOTOKAMH Ta KOTHITHBHOIO MOJEILIIO,
TIePETBOPIOIOYN CTaTUYHY KOHCTPYKIIIO Ha IHCTPYMEHT Oe3epepBHOr0 MOHITOPHHTY.
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