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ABSTRACT

Relevance. Artificially generated content can undermine information trust, increase vulnerability to manipulation, and create
group-level social risks that are difficult to represent by crisp indicators Purpose. To develop and empirically test a fuzzy multicriteria
model that transforms heterogeneous survey responses into a group-level social-risk assessment Tasks. To formalize social indicators
and criteria, risk-orient linguistic responses, compare socio-demographic groups, and define decision rules for interpreting the resulting
index. Methods. Anonymous survey data from three hundred eighty-one respondents in Ukraine were processed using ordinal recoding,
Z-shaped membership functions, equal criterion weights, TOPSIS ranking, and dimension-normalized conical aggregation Results. The
group indices were 0.693 for respondents aged eighteen to thirty-three, 0 for respondents with a bachelor's degree, and 0.307 for the
6,700-10,000 UAH income group. After dimension-normalized aggregation, the selected scenario produced 0.276, corresponding to
high social risk Scientific novelty. Social risk is formalized as a formative fuzzy multicriteria construct integrating trust, concern,
verification behavior, regulatory expectations, and socio-demographic grouping Practical significance. The model can support public
information-security bodies and media-literacy program managers in prioritizing target groups, selecting interventions, and planning
repeated monitoring; it is not an individual diagnostic instrument Conclusions. The model provides interpretable group-level screening,
but its outputs require validation using the sample composition, subgroup intersection sizes, and sensitivity analysis.
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INTRODUCTION

Public responses to artificially generated

emphasize that generative Al has significant
transformative potential but also creates social,
political, and economic risks, particularly related to

content depend on both content characteristics and
users' cognitive and socio-demographic profiles.
Groh et al. [1] showed that people’s ability to
recognize political deepfake messages depends on
the format of information presentation, with audio
and video signals significantly affecting recognition
accuracy.

Li and Yang [2] found that labeling Al-generated
content helps users distinguish artificially generated
content from human-generated content buthas a
limited impact on perceptions of credibility and
intentions to disseminate information.

In an Organisation for Economic Co-operation and
Development (OECD) report, Lorenz et al. [3]
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disinformation and manipulated content. Lovato et
al. [4] note that the recognition of deepfake content
depends not only on the technical characteristics of
the message but also on human cognitive biases.
UNESCO [5] emphasizes the need for transparent,
ethical, and responsible use of generative Al,
especially in education, research, and the
information environment.

Thus, the risks associated with the spread of
artificially created content mainly focus on the
detection of deepfake content, the labeling effect,
and general political and ethical recommendations.
A formalized approach that would combine
respondents’  social  characteristics, linguistic
assessments of their attitudes, and multi-criteria
determination of the integral level of social risk
remains underdeveloped.
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In this study, social risk is defined as the
potential for artificially generated content to
undermine information trust, increase anxiety and
susceptibility to manipulation, and induce unsafe
information behaviour at the group level. The aim of
the study is to develop and empirically test a fuzzy
multicriteria model that converts survey responses
into a comparable index of safe public perception
and a corresponding social-risk level for socio-
demographic groups. To achieve this aim, the study
(i) formalizes social indicators and response criteria,
(if) maps heterogeneous linguistic responses onto a
common [0,1] risk-oriented scale, (iii) ranks social
groups using TOPSIS, and (iv) interprets group
profiles for targeted information-security and media-
literacy decisions. The research hypothesis is that
socio-demographic groups differ in the integral safe-
perception index and that lower index values
indicate higher group-level social risk.

The task is to obtain a reproducible within-
indicator coefficient of safe public perception for
every group and then aggregate one selected group
from each indicator into a scenario-level social-risk
index. The inputs are respondent-level categorical
answers and mutually exclusive categories within
the same social indicator; the outputs are TOPSIS
relative-closeness coefficients and the dimension-
normalized scenario index. Groups with different
social indicators are not compared as alternatives in
a single TOPSIS matrix. The empirical example
considers a fixed scenario composed of three
preselected groups, one from each social indicator.
The TOPSIS coefficients are relative to this fixed
illustrative comparison set and are not interpreted as
absolute or individual risk scores.

RELATED WORKS

Recent scientific research confirms that the
spread of artificially created content creates a new
type of social risk, related not only to the technical
ability to generate texts, images, audio, or video, but
also to the peculiarities of public perception of such
content. Hwang et al. [6] experimentally showed that
deepfake disinformation hurts the perception of
information, and media literacy can reduce this
impact, but does not eliminate the problem. Groh et
al. [7] studied the ability of humans and machines to
recognize deepfake content. They showed that
human assessment remains limited, especially in
conditions of high realism of artificially created
materials. Groh et al. [1] later proved that the
accuracy of recognizing political deepfake messages
depends on the format of information presentation:
text, audio, or video.

Diel et al. [8], based on a systematic review and
meta-analysis of 56 papers, found that people’s
overall ability to recognize deepfake content is often
close to random guessing, and accuracy varies
significantly depending on the type of stimulus. This
confirms that the social risk of artificially generated
content cannot be assessed solely based on the
technical presence of the fake; it is necessary to take
into account people’s reactions, trust, anxiety, and
their ability to assess information critically. Lovato
et al. [4] further showed that the recognition of
deepfake content depends on human cognitive
biases, i.e., users’ reactions to artificially created
content have socio-psychological heterogeneity.

A separate group of studies is devoted to
labeling artificially generated content. Li and Yang
[2] found that Al-generated content labels help users
distinguish artificially generated content from
human-generated content, but have only a limited
impact on perceived credibility, message trust, and
intention to share. Wittenberg et al. [9] also showed
that labeling Al-generated media reduces belief in
the presented claims, but simply informing users that
the content is Al-generated does not always
significantly change users’ behavioral intentions.
Williams-Ceci et al. [10] found that warning banners
can have ambiguous effects and even elicit
undesirable user reactions. Therefore, informing
only about the artificial origin of content is not a
sufficient mechanism for reducing social risk.

The socio-political dimension of the problem is
explored in the works of Verma [11], Jacobsen and
Simpson [12], and Hynek et al. [13]. Verma [11],
based on qualitative interviews, showed that citizens
perceive deepfake technologies as potentially
dangerous for political communication, trust, and
social stability. Jacobsen and Simpson [12]
emphasized that deepfake content creates tensions
between creative use of technology, information
trust, security, and social responsibility. Hynek et al.
[13] combined a systematic review with survey data
in seven European countries and showed that
attitudes  towards deepfake technologies are
heterogeneous, and the risks and potential benefits
are perceived differently depending on the social
context.

In studies focused on generative Al and
disinformation, Park and Nan [14] summarized the
role of generative Al in the creation, detection,
mitigation, and impact of disinformation. Ma et al.
[15] noted that generative Al changes the traditional
model of fake news creation, enabling the rapid
scaling of false or manipulative messages. Kumar et
al. [16] considered the potential of large language
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models for detecting disinformation, but their
approach focused mainly on the technical aspect of
detection. Moyo et al. [17] proposed a conceptual
Al-oriented framework for detecting fake news and
deepfake content. Still, the emphasis was also
mainly on technical detection and explainability,
rather than on quantifying public attitudes towards
such content.

Recent studies also highlight that the problem
of artificially generated content has not only a
technical but also a behavioral dimension. Shin et al.
[18] showed that the perception of disinformation
generated by generative Al depends on the way the
user cognitively processes the information, and not
only on the presence or absence of signs of fakery.
Bashardoust et al. [19] compared the willingness of
users to spread fake news generated by humans and
Al based on an experiment and found that even
when Al-generated fake news is perceived as less
credible, users can spread it with similar intensity.
Ching et al. [20] in a critical scoping review, noted
that deepfake content can influence beliefs, memory,
and assessment of the reliability of information, but
the strength of this influence depends on the context,
type of message, and characteristics of the audience.
This confirms the feasibility of assessing not only
the fact of contact with Al-generated content, but
also the level of trust, readiness for dissemination,
critical perception, and social vulnerability of users.
An additional important direction is the
measurement of trust and risks associated with
deepfake and Al-generated content. Plohl et al. [21]
developed and validated the Perceived Deepfake
Trustworthiness Questionnaire, which confirms the
need for specialized tools for assessing subjective
trust in artificially created media. Xu et al. [22],
using topic modeling and sentiment analysis of
social media, showed that public perception of
deepfake technologies is formed through a
combination of concern, distrust, interest, and
expectations for regulation. Romero Moreno [23]
examined deepfake content in the context of human
rights and emphasized the need for a balanced
approach that takes into account not only the fight
against harmful content, but also the rights to
privacy, freedom of expression, and the
responsibility of digital platforms. Thus, the current
literature confirms that the social risk of artificially

created content should be assessed as a
multidimensional phenomenon that combines
technical realism, cognitive perception, trust,

behavioral intentions, and normative and ethical
context.

Thus, an analysis of current research shows that
some aspects of the problem have already been
studied quite thoroughly: technical recognition of
deepfake content, the impact of labeling Al-
generated content, the role of media literacy, users'
cognitive biases, political risks, and the general
social consequences of generative Al. At the same
time, existing approaches are mainly focused either
on technical detection, or on experimental study of
individual perception factors, or on a general
description of risks.

An approach that would simultaneously take
into account the social characteristics of
respondents, the linguistic nature of their responses,
the uncertainty of public assessments, the multi-
criteria nature of risk factors, and the need to obtain
an integral index of public attitudes remains
insufficiently developed. That is why the proposed
fuzzy multi-criteria model is relevant and necessary,
as it allows us to move from disparate citizen
responses to a formalized quantitative-linguistic
result. Such a result can be used to compare social
groups, identify groups with higher levels of distrust
or concern, and develop scenarios to support
decision-making in the field of society's information
security.

Related journal studies have addressed
machine-learning analysis of public sentiment [27],
emotion recognition in text [28], and multilingual
political-leaning classification [29], confirming the
relevance of automated analysis of public
information responses.

Accordingly, this study treats social risk as a
multidimensional formative construct rather than as
a single psychological state. Distrust, concern,
verification behaviour, and regulatory expectations
are complementary criteria through which exposure
to artificially generated content may threaten
information trust and social stability; they are not
separate outcome categories. EXxisting studies
usually examine these components individually,
whereas the proposed model integrates them into a
transparent group-level decision-support index.

RESEARCH METHODOLOGY

Let the assessment of the level of public
attitude towards artificially created content be
carried out based on data obtained because of the
analysis of the opinions of citizens of a certain
region, where the set of respondents is givenas C =
{c1; ¢3; ...; € }. For each citizen, the social indicators
SC,, are considered, reflecting the respondents'
characteristics. Each of these indicators, in turn, can
be detailed through separate groups
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of sub-indicators: SC, = {scy1; SC12; 3 SCrr }; s
SC, = {sc; sciz; ...; ¢y, ). addition, a set of
criteria K = {kq; ky; ...; ks}, is formed, according to
which the assessment of public attitudes towards
artificially created content is carried out. A set of
social indicators, criteria for assessing public
attitudes, and a data processing system obtained
based on citizens' opinions form a developed
information method for assessing social risk in the
context of the spread of artificially created content,
which we will denote as Ksp.

It is advisable to present a fuzzy multi-criteria
model for assessing social risk in the context of the
spread of artificially generated content, in the form
of an operator that formalizes the combination of
input social indicators, evaluation criteria, and fuzzy
aggregation procedures:

MSR:(C,SC,K,KSR) - Y(mSR,D). (1)

Mgy is a fuzzy multi-criteria model operator
that transforms input data C, SC, K and Kg; into a
set of output values Y. The results of the operator
are: mgg IS an integral index of safe public
perception of artificially created content; D is a
generalized level of social risk that is formed as a
result of the distribution and safe perception of
artificially created content in society.

The conducted research is based on a
combination of data obtained from respondents and
expert information. In this regard, within the
proposed approach, it is advisable to distinguish the
following management entities:

e respondents — citizens whose opinions are
used to identify expectations, levels of trust,
concerns, and general attitudes towards artificial
intelligence and artificially generated content;

e systems analyst — a specialist who provides
setup for procedures for collecting, structuring,
processing, and interpreting data within a multi-
criteria fuzzy evaluation model;

o decision maker (DM) — an entity or group of
entities that, based on the research results obtained,
form management conclusions, response scenarios,
and recommendations to support decision-making in
the context of information security of society.

In this study, the decision maker may be a
public authority responsible for information security,
a media-literacy programme administrator, a
regulator, or a public-communication unit. The

output  supports  group-level screening and
prioritization: it indicates which population
segments require deeper diagnosis and which

measures-targeted media-literacy training, fact-
checking prompts, clear labelling of artificially

generated content, or explanatory campaigns-should
be considered. The index is not intended to diagnose
individuals or justify restrictive measures without
additional evidence.

Next, an information method for assessing
social risk in the context of the distribution of
artificially created content is presented — K.

Let each citizen be assigned a set of social
indicators, divided into separate classification
groups. For a formalized representation of the
information method, an open set of social indicators
is defined.

SC, —respondent's age.

It is advisable to classify this social indicator by
the following age groups: scy1 = [18;34);
scip = [35;44); scy3 = [45;54); scia = [55;65);
sci5 = [66;99].

SC, — highest level of completed education.

According to this social indicator, citizens can
be classified according to the following educational
groups: scy; ={ complete general secondary
education}; sc,, ={ vocational and technical
education}; sc,3 ={ higher education bachelor's
degree}; sc,, ={ higher education master's degree}.

SC; —average net monthly income.

The classification groups of the specified
indicator are formed according to the level of
monetary income of respondents, expressed in
hryvnias, and have the following
form: sc3; = {up to 6700 UAH}; sc3, = {6700 -
10000UAH};  sc33 = {10000 14000 UAH};
scz4 = {14000 — 18000 UAH}; sczs = {18000 —
22000 UAH}; sc3q = {22000 — 26000 UAH};
scz7 = {26000 — 30000 UAH}; sczg = {30000 —
34000 UAH}; sc39 = { more than 34000 UAH}.

For citizens from the set C scores are formed on
the set of criteria F, which reflect their attitude
towards artificially created content. Each criterion is
interpreted as a separate question of the
guestionnaire, to which the respondent chooses one
of the proposed answers. At the same time, a
different number of possible answer options can be
provided for different criteria.

To formally represent the method of
responding, it is advisable to represent respondents
through terms of a linguistic variable that form a
term set: T = {t1; ty; tx}. The elements of
this term set reflect the gradation of attitudes or
levels of trust toward artificial intelligence and
artificially created content. For example, t;can
correspond to the value: t; is “absolute trust in Al”;
t, IS «high trust in Al»; ...; t; is “absolute distrust in
Al”.

The following open set of criteria is proposed:
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k; — Can the mass distribution of content
created by artificial intelligence influence the
formation of public opinion? The logical conclusion
for the answers to the questions is as follows:

IF “Will not have a significant impact on public
opinion” THENT(f;) = t41;

IF “May be partially affected, but depends on
control” THEN t(f;) = t12;

IF “Significantly influences and can shape
manipulative narratives” THEN t(f;) = t;3.

k, — What is your opinion on using artificial
intelligence to create political or social news?

IF “It is acceptable if the content is reviewed by
experts” THEN z(f;) = tyq;

IF “This requires strict state control” THEN
7(f2) = ta2;

IF “This is dangerous and should be banned”
THEN 7(f,) = t3.

ks — If you found out that most of the news you
read was created by artificial intelligence, how
would you react?

IF  “l hadn't
THEN7(f3) = t31;

IF “l would check the
carefully” THEN t(f3) = t33;

IF “l would lose trust
information” THENz(f3) = t33.

ks, — How do you assess the potential risk of
using Al to create fake videos or “deepfake”
content?

IF “This is a minor risk, technology quickly
detects fakes” THEN7(f;) = t41;

IF “This may pose some risks, but control is
possible” THEN t(f}) = ty,;

IF “This is a serious threat to national security”
THEN ©(f) = t43.

ks — How much do you trust government
agencies to counter disinformation created by Al?

IF “Fully trust” THEN ©(f5) = tsq;

IF “Partially trust, but have doubts” THEN
7(fs) = ts2;

IF “I don't trust at all” THEN 7(f5) = ts3.

ke — How do you think society should respond
to the spread of artificially created content?

IF “No need to intervene, the market will
regulate itself” THEN 7(fg) = tg1;

IF “Strengthen government regulation and
sanctions” THEN t(fg) = tez;

IF “Implement digital education and media
literacy” THEN t(f5) = te3.

k, — If an Al-generated news story containing
provocative content appears in your information
environment, what will you do?:

changed my attitude”
information more

in the source of

IF I probably won't react, this is normal”
THENT(f7) = t74;

IF I will share the news with a warning to
others” THEN t(f5) = tyy;

IF “I will verify the authenticity through other
sources” THENz(f7) = t3.

kg — If you had to choose between free
newsletters created by artificial intelligence or written
by professional journalists, which would you prefer?:

IF “Definitely news created by artificial
intelligence or algorithms” THEN t(f3) = tg1;

IF “Rather news created by artificial
intelligence or algorithms” THEN t(f3) = tg,;

IF “Rather news created by human journalists”
THEN T(_fg) = t83;

IF  “Definitely news
journalists” THENT(f3) = tg,.

ko — Should the reader be informed if a news
story is created by artificial intelligence, that is, a
computer algorithm without the participation of a
human journalist?:

IF “Definitely not” THENz(fg) = toq;

IF “Probably not” THEN t(fg) = toy;

IF “More like this” THEN t(f3) = to3;

IF “Definitely yes” THEN t(fg) = toq4.

Thus, for the input data received from citizens
C = {c;1;¢3; ...; ¢y}, it is advisable to structure them
according to the social indicators SC; and their
classification groups. Each social indicator can be
presented as a set of separate groups:
SCy = {sC11;SC125 5 SC1p 5 3 SC = {SC11; SCi2;
...; 5C;y, }. For each social indicator, an ordered set of
input data is formed, in which citizens are
distributed across the corresponding social groups,
and their answers, according to the criteria K are
presented as linguistic variables. For example, for
the social indicator SC; citizens can be divided
between groups scqq,Scyz, ..., SC1y,, and for each

citizen ¢; the answer t(k,;) according to the
corresponding criterion k,, recorded.

In this case t(k,;) denotes the response of the
i-th citizen according to the criterion k,, where
i=1nandu =15, and k, is one of the terms in
the term set of linguistic variables T. Thus, for each
social group, a set of linguistic assessments is
accumulated according to all criteria, which allows
for their further fuzzy processing, aggregation, and
comparative analysis of public attitudes towards
artificially created content in different social
categories.

The following are calculations according to a
multi-criteria model for assessing social risk in the
context of the spread of artificially created content.

created by human
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The study considers a set of citizens C, who are
survey respondents and provided answers in
accordance with the procedure defined by the
proposed information method.

At the first stage, for each criterion of public
attitude to artificially created content, the resulting
term score T, is determined within the framework of
the individual groups of social indicators SCprsy»

belonging to the sets SC;, SCs, ..., SC;. Such a score
reflects the generalized position of citizens of a
certain social group according to a specific criterion
ky.

Formally, this can be represented as follows:

Ty (scpr, ) = L(tCku), 1), ., Tlhk)), (@)

where T (scyr,) is the resulting term score for the
criterion f;, within the social group SCpry T(kyi) i
the individual linguistic score of the i-th citizen
according to the criterion k,; m is the number of

citizens in the corresponding social group; L — the
operator of logical generalization of individual

responses into the resultingtermu = 1,s,p = 1, 1.

Since different criteria may vyield different
numbers of possible answers, it is advisable to
determine the resulting term score based on the
percentage of answers within each group. To do this,
a rule base of the “If — Then — Else” type is formed,
which establishes a correspondence between the
proportion of certain linguistic scores and the final
term T, (s¢pr,,)-

For example, if, for a certain social group,
according to the criterion k, at least 60% of the
responses belong to the term t;, then the resulting
score takes the value T;; = t;. If at least 60% of the
responses belong to the term t,, or the total share of
responses t; + t, is at least 80%, then the resulting
score can be defined as T,; = t;. Similarly, rules are
formed for the intermediate terms ts, ..., tx_4. FOr
the limiting term t;, which may correspond, for
example, to “absolute distrust of AI”, the resulting
score is determined by the rule of the predominance
of responses with this term or by the condition of the
dominance of negative assessments in the
corresponding social group.

For reproducibility, the rules are applied in the
ordinal order of the response terms. The first term t,
satisfying either q,>0.60 or the cumulative share
Q,>0.80 is selected. Because Q,=1, the procedure
always returns one term. If two terms have equal
support, the higher-risk term is selected as a
conservative tie-breaking rule.

Thus, the proposed approach allows moving
from individual responses of citizens to a
generalized term assessment for each social group
and each criterion. All rules of logical generalization
can be further formalized in the form of a knowledge
base, which provides transparent fuzzy processing of
responses and preparation of data for the next stage
of social risk assessment.

The questionnaire is used here as a formative
multicriteria  instrument: its items capture
complementary facets of social risk and are not
assumed to be interchangeable manifestations of one
latent psychological scale. Therefore, a single
Cronbach's alpha is not used as a criterion of
validity, because low inter-item correlation may
reflect the intended multidimensionality rather than
measurement error. The robustness of the composite
should instead be examined through explicit risk-
oriented  coding, criterion-level  diagnostics,
sensitivity to weights and membership functions,
and, where theoretically justified, reliability analysis
of homogeneous subscales.

After forming the resulting term estimates 7"
in terms of groups of social indicators
S5Cy,S8C,, ...,S5C;, the data of the second stage are
presented in the form of matrices, the elements of
which are the corresponding generalized term
estimates:

Tipr Tipa Tfpr,,\
SR(sC,) = | "1 Tare T2ory | 3)
T;pl T;pz Ts*prp

The obtained matrices SR(SC,), p = 1,1, have
the dimension s X ,, where s is the number of
criteria for assessing the public attitude to artificially
created content, and 7, is the number of groups of

the social indicator SC,. Their elements are the
resulting term estimates T;{prp, obtained based on the

rules of logical inference.

Next, a multi-criteria evaluation of groups of
social indicators is performed to construct the
corresponding ranking series. This allows us to
determine the level of public attitude towards
artificially created content within individual social
groups.

For further aggregation, linguistic assessments
need to be transformed into normalized quantitative
values. For this purpose, fuzzy logic membership
functions are proposed. Within the study's
framework, it is advisable to use Z-shaped functions,
as they reflect a gradual decrease in safe public
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perception with increasing social risk. For example,
a quadratic Z-spline can be used:

( 1, f<1;
f—1\? 1+b
1-2@——),1<f§——ﬂ
A SN C)
S R A ’
2(j=3) . Tp<s<h
0, f=>b.

where f is the ordinal number of the linguistic
response in the term set; b is the number of possible
responses according to the corresponding criterion;
Hupr, is the normalized value of the membership
function for the criterion f,, within the group of the
social indicator scpy,, u=1,s;p = 1,1

The study's logic drives the use of the Z-shaped
membership function, as it reflects a gradual
decrease in safe public perception with increasing
distrust, anxiety, or social risk.

The number of response options varies because
the questionnaire uses category sets appropriate to
the content of each item. Before fuzzification, every
item is recoded in a common risk direction: the
least-risk response receives ordinal position g=1 and
the highest-risk response receive q = b,, Wwith
intermediate responses retaining their order. The Z-
shaped function is then parameterized by the item-
specific number of categories b,. Consequently, a
four-option item is represented by four membership
positions and is not reduced to a three-level scale.

Criteria ks and k; describe the reported
intensity and type of social or behavioural response
rather than an independently validated measure of
protective effectiveness. Their coding in the present
example should therefore not be interpreted as
normative evidence that non-intervention or non-
reaction is safer than media literacy or source
verification. Alternative risk-oriented coding of
these criteria will be examined in further validation.

After converting linguistic assessments into
normalized quantitative values, a decision matrix is
formed for each social indicator:

Uip1 Hip2 Hipr,
SR(sG) = |t for B ) )
Usp1  HUsp2 .usprp

In this matrix, the rows correspond to the
criteria for assessing public attitudes towards
artificially created content, and the columns
correspond to the groups of the corresponding social
indicator SC,. The elements Hupr, are the

normalized values of the membership functions that

reflect the level of safe public perception or,
conversely, potential social risk.
Further multi-criteria evaluation of alternatives

presented in matrices  SR(SC,), can be carried out
using multi-criteria selection methods. In particular,
for ranking groups of social indicators, the method
of hierarchy analysis, TOPSIS, VIKOR, Best-Worst
Method, matrix multiplication method, and other
approaches suitable for comparing alternatives by a
set of criteria can be used.

For the multi-criteria evaluation of groups of
social indicators SC, the TOPSIS method is
proposed. The choice of the TOPSIS method is
justified by its ability to compare alternatives based
on their relative proximity to the positive and
negative ideal solutions, which is appropriate for
ranking social groups by the level of public attitude
towards artificially created content. Similar logic has
already been used in information risk studies: Kaul
and Guaba [24] used Fuzzy TOPSIS to rank social
media platforms according to the probability of
spreading infodemics and disinformation, and Gaeta
et al. [25] combined TOPSIS with Fuzzy Rough Sets
for the explanatory analysis of information disorder
phenomena.

The initial input for the TOPSIS method is the

normalized decision matrix SR(SC,), the elements
of which are the values of iy, where u =1,5;

p = 1,1. In this matrix, the rows correspond to the
criteria  k,, and the columns correspond to the
groups of the social indicator SC,. Therefore, each
column of the matrix characterizes a separate
alternative, i.e., the corresponding group of the
social indicator scpy.,.

At the first stage, a vector of criteria weights is
introduced:

W = {Wl, Wz, ""WS})Zazl Wu = 1’ (6)

where w,, is the weight coefficient of the criterion
k... in the absence of a priori expert preferences, the
weight coefficients of the criteria are assumed to be
equivalent, which reduces the subjectivity of the
initial model setup and ensures its reproducibility.

Next, a weighted normalized decision matrix is
formed:

Vip1 Vip2 Vipry,

ey Vop1t V2p2 - Vopr

— p
visG) =\ T . ) ()

Usp1  Vsp2 vsprp

whose elements are determined by the formula:

Vupr, = Wu ™ Hupr,y U = 1s. (8)
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With equal criterion weights, the common
factor 1/9 rescales the TOPSIS distances but does
not change the relative-closeness coefficients or the
ranking. It is retained to preserve the general
weighted-matrix notation and to allow unequal
expert weights in future applications. A formal
sensitivity analysis of alternative weights is outside
the scope of this illustrative validation and is
included among the study limitations.

This stage allows us to consider not only the
normalized assessments of social groups according
to individual criteria, but also the importance of each
criterion for the overall assessment of public
attitudes towards artificially created content.

After applying the Z-shaped membership
function, larger values of Hupr, correspond to lower
social risk and a safer public perception, so all
criteria in this problem are considered utility criteria.
Therefore, the positive ideal solution for the social
indicator SC, is defined as:

+ —
Ay = {n}gx Vipr,» n}gx Vaprys e rr;gx Usprs, }, 9)
and the negative ideal solution:

Ay = {rr}zi)n vlprp,rr;zi)n Vapry ...,rr;zi)n vsprp}. (10)
The positive ideal solution A} corresponds to
the best profile of public attitude towards artificially
created content within the social indicator SC,,. The
negative ideal solution A;, on the contrary,
characterizes the worst profile, i.e., the state with the
highest manifestation of social risk.

At the next stage, for each group of social
indicator SCpr, the distance to the positive ideal

solution is calculated:

N

2
dpr, = Z (vupr,=4in) (1)
u=1
and the distance to the negative ideal solution:
J 2
dor, = Z (vur,—Ai) (12)

u=1

where A3, and Az, are respectively the positive and
negative ideal values according to the criterion f,
for the social indicator SC,.

The integral index of safe public perception of
artificially created content for the group SCpr, is

-\/(mSR(sclrp) - 1)2 + ..+ (mSR (SCzrp) - 1)

defined as the relative proximity to the positive ideal
solution:
dpr,

Mg (sc ) =—
* PP d;l-rp + dprp’

(13)
0< mSR(scprp) <1

The value of mgg (Scprp) is an integral index of

the safe public perception of artificially created
content, for the corresponding group of social
indicators. If the index value approaches 1, it
indicates a safer, more trusting, or more controlled
attitude towards artificially created content. If the
value approaches 0, this indicates an increased level
of social risk, distrust, or anxiety.

The results obtained characterize the level of
public attitude towards artificially created content
across individual social indicators. However, in
practice, DM often needs to assess this level for
different combinations of social characteristics, such
as age, education, and income.

Next, the integral index of safe public
perception of artificially created content, mgg is
derived. For this purpose, it is proposed to use
multidimensional membership functions that allow
aggregating normalized estimates in the [0;1]
interval. In particular, cone-shaped or pyramidal
functions can be used, since their values approach 1
as all input estimates approach the maximum. The
choice of a specific type of membership function is
carried out by the system analyst during model

tuning.
The conical membership function has the
following form:
— {1 =&, ifé<1
SR ™ 0, otherwise.
f=— 1)
Vi

2

To make the aggregation independent of the
number of selected social dimensions, the distance is

normalized by its maximum value +1. This
normalization guarantees &€[0,1] for any [ and
removes the need for an unexplained fixed
coefficient. For the three values used in the example
(0.693, 0, and 0.307), the corrected aggregate is
mgp=0.276, which remains within the high-risk
interval (0.2;0.4].

In the present study, the number of social
indicators is fixed at 1=3 and comprises age,
education, and income. Accordingly, equation (14)
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and the D1-D5 scale are applied only to this three-
indicator  scenario; direct comparison  with
configurations containing a different number of
indicators is outside the scope of the study. Further
validation of the aggregation scale for variable | is
considered a direction for future research.

Here, mSR(Scprp) is the integral index of safe

public perception of artificially created content for
the selected group scprpof social indicator SC,,

p = 1,1 which can cover different social indicators.
In this case, the scaling of coordinates is carried out
using the vector (2;2;...;2), and the center of the
basis of the membership function is given by the unit
vector(1; 1; ...; 1). Therefore, the closer mgy is to 1,
the safer the public perception is; the closer it is to 0,
the higher the social risk is.

D — generalized level of social risk that is
formed because of the distribution and perception of
artificially created content in society.

Based on the integral index mgg the generalized
level of social risk D is determined. Since mgy €
[0; 1] characterizes the level of safe or positive
social attitude, it is advisable to interpret D on this
same scale through the corresponding risk intervals.

(D1, mgg € (0.8;1];
ID,, mgr € (0.6;0.8];
D = 4D3, mgp € (0.4;0.6]; (15)
| D,, mgr € (0.2;0.4];
D, mgp € [0;0.2].

where D, is very low level of social risk; D, is low
level of social risk; D; medium level of social risk;
D, is high level of social risk; D5 is very high level
of social risk.

The linguistic labels describe a group-level
decision-support profile and must not be interpreted
as clinical or individual diagnoses. Very low and
low risk indicate predominantly safe perception and
routine monitoring; medium risk denotes a mixed
profile requiring continued observation; high and
very high risk indicate a concentration of
unfavourable criteria and justify targeted follow-up
assessment and preventive information measures.
Distrust and concern are model inputs, whereas
social risk is their multicriteria aggregate together
with  verification behaviour and regulatory
expectations.

This interpretation is logical, since higher
values of mgp indicate a safer public attitude
towards artificially created content, while lower
values indicate increased distrust, anxiety, and social
risk. The scale for interpreting social risk levels is
based on an even division of the normalized interval

[0; 1] into five linguistic categories. This approach
provides a transparent and  reproducible
interpretation of the integral index and allows for
comparing results across different social groups.
Thus, the proposed fuzzy multi-criteria model
Mgy provides a consistent transition from individual
responses of respondents to the integral index mgg
and the generalized level of social risk D. The model
combines social indicators, evaluation criteria,
linguistic variables, membership functions, and the
TOPSIS method, which allows for a formal
assessment of public attitudes towards artificially
created content in terms of individual social groups.

RESULTS AND DISCUSSION

This section presents the results of experimental
testing of the proposed fuzzy multi-criteria model
Mg, designed to assess public attitudes towards
artificially created content and determine the
generalized level of social risk. The testing was
performed on data from a questionnaire survey of
381 respondents collected in Ukraine in April 2026,
using three social indicators and criteria reflecting
trust, concern, willingness to verify information, and
perceptions of risks associated with artificially
created content [26]. The survey was conducted as
an anonymous questionnaire, and the responses were
used only for general scientific analysis. The sample
included respondents with  different  socio-
demographic characteristics, particularly age, level
of education, and average net monthly income,
enabling a comparative assessment of social risk
within individual groups.

The goal of this stage is not only to demonstrate
the computational procedure, but also to obtain
comparable quantitative and linguistic estimates for
different social groups. This allows us to reveal the
variability in public attitudes towards artificially
created content by age, education level, and income,
as well as to identify groups with higher or lower
levels of social risk.

The formed sample is sufficient for
experimental testing of the model, as it includes
respondents with different socio-demographic
characteristics. This made it possible to obtain a
general idea of the public attitude towards artificially
created content among the studied group of citizens.

Table 1 summarizes the composition of the
sample. Within the modelled scenario, the selected
groups comprised 327 (85.8 %) respondents aged
18-34, 215 (56.4 %) respondents with a bachelor's
degree, and 97 (25.5 %) respondents in the UAH
6,700-10,000 income category. Because age,
education, and income are separate social indicators
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and each respondent contributes to one category
within each indicator, percentages are calculated
separately for each indicator and must not be
summed across indicators. In the full dataset
(N=381), age was M=25.38 years (SD=10.61), with
a median of 22 years and an IQR of 3 years.
Education and income were collected as categorical
variables; therefore, category frequencies and
percentages are reported, whereas arithmetic means
are not interpreted. One record was coded as age 17
and is reported separately in Table 1; its compliance
with the inclusion criterion should be verified before
the final analysis.

Because the 18-34 age group comprises 85.8%
of the sample and the older subgroups are small,
age-related findings are exploratory and should not
be interpreted as  population-representative
comparisons of all age strata.

Experimental calculations were performed on
the entire data sample using three social indicators
and nine criteria to assess attitudes towards
artificially created content. To demonstrate the logic
of the calculations and ensure the reproducibility of
the proposed approach, an example of assessing
public attitudes towards artificially created content
for individual combinations of social indicators,
based on fragments of input data, is given below.

The DM defined the groups of social indicators
as follows: for SC; (age of the respondent) —

scy; = [18;34); for SC, (highest level of
completed education) — sc,3 ={higher education
bachelor's degree}; for SC; (average net monthly
income) — sc3, = {6700 — 10000 UAH}. According
to the real sample, we have: for sc;; — 327citizens;
for sc,3 — 215 citizens; for sc3, — 97 citizens.

For citizens from the set C, who belong to
certain groups of social indicators, scores were
obtained on the set of criteria K, that characterize
their attitude toward artificially created content.
Fragments of these scores, formed because of data
processing using the information method of social
risk assessment Ksz. To avoid presenting an
incomplete illustrative fragment, the respondent-
level table has been removed. The complete
anonymized input records and the coding scheme
used in all calculations are available in the open
dataset [26], whereas the numerical example below
begins with the aggregated term vectors derived
from the full sample.

The following calculations are based on the
multi-criteria model of social risk assessment in the
context of the spread of artificially created content.
At the first stage, for each assessment criterion, the
resulting term scores T*are determined within the
corresponding social indicator groups. Their
formation is based on the constructed rules of
belonging, which allow generalizing citizens'
individual responses into final linguistic scores:

Table 1. Fragments of input linguistic data

Social indicator Category n %
Age, years 17 (outside the prespecified 18-99 range) 1 0.3
Age, years 18-34 327 85.8
Age, years 35-44 18 4.7
Age, years 45-54 23 6.0
Age, years 55-65 6 1.6
Age, years 6699 6 1.6
Age, years Total 381 100.0
Education Complete general secondary education 97 25.5
Education Vocational and technical education 31 8.1
Education Bachelor's degree 215 56.4
Education Master's degree 38 10.0
Education Total 381 100.0

Monthly income Up to UAH 6,700 142 37.3

Monthly income UAH 6,700-10,000 97 25.5

Monthly income UAH 10,000-14,000 46 12.1

Monthly income UAH 14,000-18,000 28 7.3

Monthly income UAH 18,000-22,000 20 5.2

Monthly income UAH 22,000-26,000 14 3.7

Monthly income UAH 26,000-30,000 10 2.6

Monthly income UAH 30,000-34,000 10 2.6

Monthly income More than UAH 34,000 14 3.7

Monthly income Total 381 100.0

Source: compiled by the authors
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Ty (sc11) =
(t12; t225 325 taz; tsa; tess 735 tgas tos);
T; (scz3) =
(t13; to2; 325 tas; Usy; tess 73 tgas toa);
T3(sc32) =
(t13; to2; t32; tas; Usy; tess t7s; tezs toz)

After the formation of the resulting term
estimates T* the decision matrix SR is formed.

After determining the resulting term estimates,
they are transformed into normalized quantitative
values using the membership function (4). This
ensures the comparability of the obtained estimates
and allows forming the corresponding decision
matrix:

0.5 0 0
05 05 05

05 05 05

- 0 0 0
SR(SC,)=] 05 05 05
0 0 0

0 0 0

0222 0222 0.222

0 0 0222

Criteria that have identical values for all groups
in the illustrative matrix do not contribute to the
TOPSIS distances. They are retained in the general
model because their discriminatory contribution may
differ in other samples; therefore, the numerical
result is interpreted as scenario-specific.

Further multi-criteria evaluation of alternatives,

represented in the matrix SR(SC,), can be carried

out using the TOPSIS method. In this case, it is

assumed that the weight coefficients of the criteria
1

are equivalent: w, = - = 0.111,u = 1,9.
1. Weighted normalized matrix. After
multiplying each element by w,, = 0.111 we get:
0.056 0 0
0.056 0.056 0.056
0.056 0.056 0.056
0 0 0
v(sc,) =] 0.056 0.056 0.056
0 0 0
0 0 0
0.025 0.025 0.025
0 0 0.025

2. Positive and negative ideal solutions, by (9)
and (10): A} = (0.056; 0.056; 0.056; 0; 0.056;
0; 0; 0.025;0.025), 4, = (0; 0.056; 0.056; 0;
0.056; 0; 0; 0.025; 0).

3. Distances to ideal solutions. For three groups
of social indicators, obtained by (11) and (12):

d#y = 0.025,d,; = 0.056;
dyz = 0.056,d,3 = 0.025.
4. The integral index of safe public perception

of artificially created content for social groups is
determined by (13):

0.056
Msr(S€11) = 5025 1 0.056 0%
Mmgr(SCy3) = 006140 0,

0.025
Mmggr (5632) = m = 0.307.

Thus, based on the results of applying the
TOPSIS method, integral indices of safe public
perception of artificially created content were
obtained for three groups of social indicators.

Next, the integral index of safe public
perception of artificially created content mgp is
derived by (14): mgg =0.276.

Based on the integral index mgy the generalized
level of social risk D is determined: mgy €
(0.2; 0.4] - D, — high level of social risk.

The selected age, education, and income
categories are not mutually exclusive and may
overlap within the sample. The values 0.693, 0, and
0.307 are relative coefficients obtained for the fixed
illustrative comparison set; in particular, 0 denotes
proximity to the negative ideal within this set and
not an absolute absence of safe perception.
Therefore, mgz=0.276 characterizes only the
selected scenario and should be interpreted as an
exploratory group-level result.

Aggregation of the obtained values for the
combination of social characteristics scqy1, SCy3,
sc3, gave an integral index mgp = 0.276.
According to the proposed interpretation scale, this
value falls within the interval (0.2;0.4],
corresponding to level D,— high social risk. Thus,
the studied combination of social groups is
characterized by heightened concern about the
spread of artificially generated content, confirming
the practical feasibility of using the model to
identify groups with potentially greater vulnerability
to information risks.

The results demonstrate the computational
feasibility and interpretability of using a fuzzy multi-
criteria model to assess social risk in the context of
the spread of artificially generated content. The
proposed approach allows us to move from
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individual responses of respondents to a formalized
quantitative-linguistic result that reflects the levels
of public attitude, trust, concern, and potential
information wvulnerability across different social
groups.

Experimental verification of the model was
conducted using questionnaire data from 381
respondents collected in Ukraine in April 2026. The
study considered three social indicators: age, level of
education, and average net monthly income. For
applied testing, a combination of social groups was
considered: age group — 327 citizens; group of
respondents with a bachelor's degree — 215 citizens;
and group with an income of 6700-10000 UAH — 97
citizens. According to the aggregation results, an
integral index of public attitude towards artificially
created content mg;=0.276, was obtained, indicating
a high level of social risk.

The obtained value indicates a noticeable
concern among respondents about the spread of
content created by artificial intelligence, especially
in the fields of political and social news, deepfakes,
and fake videos, and their influence on the formation
of public opinion. The value mgz= 0.276 shows that
the studied combination of social characteristics is
characterized by increased distrust, the need to
verify information, and the expectation of more
effective mechanisms of public or state response.

The results are consistent with recent studies
emphasizing the social nature of artificially
generated content. Groh et al. [1] showed that
recognition of political deepfakes depends on the
format of information presentation, while Diel et al.
[8] found that human detection of deepfake content
is often limited and may approach random guessing.
This confirms that social risk should be assessed not
only by the technical presence of deepfakes, but also
by citizens’ trust, concern, and behavioral responses.

Studies by Li and Yang [2] and Wittenberg et
al. [9] show that labeling Al-generated content is
useful but insufficient for reducing risk, as it does
not always significantly affect trust or sharing
intentions. The proposed model complements these
approaches by quantifying how different social
groups perceive artificially generated content and
identifying groups with higher social risk.

Methodologically, the approach is close to the
works of Kaul and Guaba [24] and Gaeta et al. [25],
which apply multi-criteria and fuzzy methods to
information risks and disinformation. However, the
proposed model combines linguistic responses,
fuzzy membership functions, TOPSIS evaluation,
and integral interpretation of social risk, increasing

the transparency and practical usefulness of the
results.

The main advantage of the model is its ability
to process heterogeneous and subjective data.
Respondents’ answers reflect trust, fear, caution, and
critical perception, which are difficult to express as
exact numbers. Fuzzy logic makes it possible to
formalize these assessments and convert them into
normalized values suitable for multi-criteria
analysis.

The model is also flexible and can be adapted to
different social indicators, criteria, response types,
and respondent groups. Additional criteria, such as
digital literacy, social media use, media trust, or

experience with Al-generated content, can be
included if needed.
The practical value of the model lies in

identifying social groups with higher levels of
distrust, anxiety, or information vulnerability. Its
results can support targeted media literacy programs,
explanatory campaigns, information verification
tools, and mechanisms for labeling artificially
generated materials.

The practical interpretation is group-specific. In
the present example, the age group sc;; (0.693; low
risk) requires routine monitoring and general
awareness measures; the income group scs, (0.307;
high risk) justifies targeted media-literacy and
verification support; and the bachelor's-degree group
sc,3 (0; very high risk) is a priority for a follow-up
diagnostic survey before intervention. Public
information-security bodies and media-literacy
programme managers can use these outputs to
allocate outreach, select messages, and schedule
repeated measurement. The group index does not
justify conclusions or restrictions at the individual
level.

At the same time, the study has limitations. The
testing was based on respondents from Ukraine, so
the results cannot be directly generalized to other
socio-cultural contexts. In addition, questionnaire
data reflect self-assessments, which may differ from
real behavior. The proposed risk interpretation scale
also requires further validation on larger samples.

The experiment demonstrates the computational
feasibility and interpretability of the proposed model
rather than predictive accuracy. Further validation
should test sensitivity to criterion weights,
membership-function parameters, aggregation rules,
and risk-interval boundaries, as well as replication
on an independent sample.

Thus, the proposed fuzzy multi-criteria model has
scientific and practical value, as it represents public
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attitudes toward artificially generated content
through an integral index and a linguistic level of
social risk. Further research should expand the
sample, refine criteria weights, conduct cross-
country comparisons, and test the model under real
information influence.

CONCLUSIONS

The study addresses the scientific problem of
formalizing the assessment of social risk arising
from the spread of artificially created content. For
this purpose, a fuzzy multi-criteria model has been
developed that combines respondents’ social
characteristics, linguistic assessments of their
attitudes, membership functions, and the TOPSIS
ranking procedure. The proposed approach provides
a transition from disparate questionnaire responses
to a generalized quantitative-linguistic indicator
suitable for interpreting the level of safe public
perception and the social risk associated with it.

The results demonstrate the computational
feasibility of the model for an illustrative within-
sample comparison of selected social groups. Based
on survey data from 381 respondents, the integral
index of safe public perception of artificially created
content was determined to be mggz =0.276,
indicating an insufficient level of safe perception.
The corresponding social risk index corresponds to a
high level of social risk. This indicates the presence
of increased distrust, anxiety, and the need for more
active mechanisms for the verification and
regulation of artificially created information content.
The obtained numerical values should be interpreted
as exploratory scenario estimates rather than as
evidence of predictive validity or population-level
representativeness.

The scientific novelty of the study lies in
formalizing the social risk of the spread of Al-
generated content as a multi-criteria fuzzy problem,
in which respondents' subjective linguistic responses
are converted into normalized quantitative
assessments and aggregated into an integral
indicator. Unlike approaches focused mainly on
technical detection of deepfakes or labeling of
artificially created content, the proposed model
allows us to assess the social perception, level of
trust, and potential information vulnerability of
individual population groups.

The practical value of the model lies in its use
as a decision-support tool in information security,
digital literacy, and communication policy. Within
the analysed example, the model distinguished a
low-risk age group, a high-risk income group, and a
very-high-risk education group. These findings
demonstrate how group priorities can be derived
from the index and linked to routine monitoring,
targeted media-literacy support, or follow-up
diagnosis. The results are screening outputs for
population groups and should be validated using
subgroup sizes, sensitivity analysis, and repeated
measurement before policy decisions are made.

Prospects for  further research include
expanding the empirical sample, conducting
interregional and intercountry comparisons, refining
the weights of the criteria using expert methods, and
testing the model on behavioral data. A separate
promising direction is the creation of a software
module or an intellectual and analytical platform for
automated monitoring of social risk associated with
the spread of artificially created content.
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OJJHOT'O PECIIOHJICHTA 3 YKpaiHM ONpaIboBaHO i3 3aCTOCYBAaHHSIM IOPSAKOBOIO MEPEKOAyBaHHSA, Z-TOAIOHMX (QYHKIIH HaIeXHOCTI,
piBHEX Bar kpurepiiB, Meroxy TOPSIS i HopmoBaHOro 3a pO3MIpHICTIO KOHIUYHOro arperyBaHHs Pe3yiabraTn. I'pymosi iHzexcn
cranoBm 0,693 U1t peCIIOH/ICHTIB BIKOM BiJl BICIMHAIIIATH J0 TPUIIISTH TPHOX POKiB, 0 1711 PECTIOH/ICHTIB 13 TMIUIOMOM OakajiaBpa Ta
0,307 mis rpymu 3 goxomoM 6700-10000 rpm. Ilicmst HOpMoBaHOro arperyBaHHi oTpuMaHo 0,276, IIO BiANOBIZAE BHCOKOMY
comiansHOMy pr3uKy HaykoBa noBm3Ha. ComianbHHH PH3UK (OpManizoBaHO SIK ()OPMATUBHMI HEUITKWH OaraToKpHTepiabHUN
KOHCTpPYKT, IIIO iHTErpye JOBIpY, 3aHETIOKOEHHS, ITOBEIIHKY IOAO IEpeBipKH iH(pOpMamii, peryisTopHi OYiKyBaHHS Ta COLiaJIbHO-
nemorpadiuae rpymyBanas [IpakTnyHa 3HaUMMicTh. MoJielTh MOXKE JIOITOMAraTd opraHaM iH(QOpPMaIliifHOI Oe3MeKH Ta KepiBHUKaM
IporpamM MeziarpaMOTHOCTI BH3HAYaTH IIPIOPUTETHI IPYNH, NOOWpaTH 3aXOOM W IUIAHyBaTH IOBTOPHHN MOHITOPHHT; BOHAa HE €
IHCTPYMEHTOM 1HIMBIAyaJIbHOI JiarHOCTHKN BucHOBKHM. Mozernp 3a0e3nedye iHTEpIpeToBaHe TPYNOBE CKPUHIHIOBE OLIHIOBAHHS,
OJTHAK Pe3yNITaTH NOTPeOyIOTh NePEBIPKH 3 ypaxyBaHHIM CKJIa [y BUOIPKH, YUCEITBHOCTI MIEPETHHIB MiATPYII i aHai3y YyTIMBOCTI.
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