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ABSTRACT

Relevance: stems from the need to improve the detection of financial phishing in email, in particular when fraudulent messages
use sophisticated social engineering techniques and contain no obvious technical indicators of compromise. Traditional filtering tools
and solutions based on individual large language models may demonstrate insufficient effectiveness in detecting such phishing
because they typically evaluate the message text in isolation and do not compare different interpretations of its content. The aim of
the article is to develop a method for detecting financial phishing in email based on a model of judicial interaction among intelligent
agents, which is intended to improve the effectiveness of its recognition. Objectives: to develop a model of a multi-agent
environment of judicial interaction among intelligent agents with assessments represented as fuzzy humbers; to develop a method for
detecting financial phishing in email that implements the proposed model as sequential stages of analyzing the incoming message and
aggregating the fuzzy assessments of the agents; and to evaluate the effectiveness of the method experimentally. Methods: the study
applies a multi-agent model of judicial interaction among intelligent agents based on large language models, together with fuzzy
logic. Individual verdicts are expressed as linguistic assessments mapped to triangular fuzzy numbers and aggregated using
competence weighting coefficients. Scientific novelty lies in adapting the adversarial procedure of judicial proceedings to the
organization of interaction among intelligent agents, which involves the formation of opposing reasoned positions of the prosecution
and the defense, their evaluation by a panel of judges, and the aggregation of the judges’ verdicts based on fuzzy logic, thereby
making it possible to improve the accuracy of financial phishing recognition. Practical significance: the proposed method can be
used in email protection tools where accuracy takes priority over resource consumption, providing a textual justification of the
message classification decision. Results: experimental studies on a corpus formed by the authors, using Claude, ChatGPT, Gemini,
and DeepSeek, showed a lower classification error rate for the proposed method than for individual large language models and for
the weighted integration method without judicial interaction, under the same experimental protocol. Conclusions: the proposed
method makes it possible to improve the accuracy of financial phishing recognition in email on the basis of judicial interaction
among intelligent agents implemented using large language models, without additional training of these models.
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1. INTRODUCTION In the modern scientific paradigm, financial
phishing is classified as a destructive form of
targeted cyber fraud, which is executed through text
or multimedia content and relies on social
engineering tools [4], [5]. The key destructive
impact of such attacks is aimed at deforming the
behavioral patterns of the recipients in order to
induce them to perform legally or financially
harmful actions, in particular, unauthorized transfer

Analysis of current trends in the field of cyber
threats, supported by the results of scientific and
technical research [1], [2], [3], indicates that the
development and improvement of methods for
countering phishing attacks remains one of the
critically important tasks of maintaining information
security.

of funds or compromise of authentication and
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The effective solution to this scientific and
practical problem is directly correlated with the
international priorities of critical infrastructure
protection and national cybersecurity doctrines
worldwide [5], [6]. This vector is also a cornerstone
in ensuring the stability of the digital space of
Ukraine, since countering cognitive threats and
social engineering is defined as one of the strategic
priorities of the state in the context of hybrid
security challenges [7], [8].

Despite the rapid development of alternative
means of communication, e-mail remains the
primary and most critical channel for the distribution
of complex fraudulent messages in the corporate and
private sectors. The specificity of e-mail
communication lies in detailed, structurally complex
texts with high semantic capacity. This allows
attackers to carefully mask phishing markers in a
mass of legitimate business or personal
correspondence,  significantly  reducing  the
effectiveness of traditional protection tools based on
signature analysis, heuristic rules, or the use of
reputational blacklists. In particular, as noted in [3],
[9], [10], such inbound traffic filtering systems
demonstrate critically low performance when
detecting latent financial phishing. Such content is
characterized by the absence of obvious technical
indicators of compromise (malicious attachments or
direct links to destructive web resources) and is
based exclusively on multi-level psychological and
contextual manipulations. The main reasons for the
limited effectiveness of existing solutions are the
lack of flexible tools for deep semantic analysis and
the limited adaptability of algorithms to the dynamic
transformation of fraudulent scenarios.

Considering the capabilities of large language
models described in [10], [11], [12], a promising
vector for overcoming the outlined scientific and
practical problem is the integration into the security
contour of tools based on pre-trained large language
models. Given their ability to interpret text
information taking into account complex semantic-
pragmatic connections and contextual features, such
models can effectively function as intelligent agents
(1A). At the same time, the deployment of such
technologies for email monitoring actualizes the
need to create formalized methods for their
structural organization and interaction, optimized for
recognizing complex cognitive threat influences.

The article is structured as follows: Section 2
reviews the works related to modern developments
in the field of phishing detection; Section 3 defines
the research aim and objectives; Section 4 describes
the research methodology, including the proposed

judicial multi-agent interaction model, mathematical
representation of agent information transformations
based on fuzzy logic, and specialized query
templates for the intelligent agents; Section 5
presents the proposed financial phishing detection
method, including its analytical model and the
sequence of information transformations performed
through the interaction of intelligent agents; Section
6 presents the experimental evaluation of the
proposed method; Section 7 discusses the
experimental results, study limitations, and future
research directions; the final section concludes the

paper.
2. RELATED WORKS

Currently, a wide range of tools based on
various approaches to processing and analyzing
message data are used to detect financial phishing in
e-mail. In particular, a significant group of existing
solutions is based on classical intelligent classifiers,
such as Support Vector Machines, Naive Bayes, and
Random Forest [13], [14]. Despite the ability to
effectively identify threats in the presence of explicit
markers of compromise (known patterns, keywords,
or malicious links), these algorithms are limited by
the inevitable need for manual identification of signs
and the inability to interpret hidden contextual
content, which is most often the basis of modern
psychological manipulations by attackers.

In order to overcome these limitations, neural
network approaches are increasingly used in the
practice of security analysis. Studies prove that the
use of CNN and LSTM architectures allows for
automatic extraction of complex dependencies in
text arrays without the involvement of rigidly fixed
rules [2], while the integration of neural network
models for estimating structural parameters and
URLs [15], [16], [17] demonstrates a high detection
capability at the technical level. However, the
orientation of such solutions mainly towards the
formal and syntactic characteristics of the email
message significantly narrows their suitability for
detecting complex scenarios of financial phishing,
where the pragmatic and semantic load of the text
plays a decisive role.

A separate area of modern research in the field
of phishing detection is related to the use of large
language models designed to analyze contextual
relationships in the text. The use of BERT-based
architectures allows achieving an accuracy of
phishing content recognition of about 98 % [18], and
the development of specialized neural network
configurations raises this figure to 99.55 % [19],
although at the cost of significant computational
resources and the complication of infrastructure
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integration of systems. The influence of linguistic
specificity also acts as a significant destructive
factor, since models developed for the English-
speaking environment lose their detection ability and
increase the level of false positives when analyzing
languages with complex morphology [20], [21]. At
the same time, the potential of LLM in the tasks of
countering social engineering and fake content [22],
[23] confirms the feasibility of their development
not only as linguistic analysis tools, but also as
decision-making support tools in the general
cybersecurity system. Furthermore, an analysis of
existing publications [24], [25] shows that most
modern solutions are limited either to training
individual isolated models or to experimentally
assessing  their  accuracy  without  proper
formalization of the processes of practical
application. Partial overcoming of the outlined
shortcomings was presented in [4], which proposed
a method for detecting financial phishing in instant
messaging systems based on the ensemble use of
dialogical intelligent assistants. In the mentioned
study, a classification of financial phishing features
was formed according to six dominant attack
vectors, a three-component structure of queries was
developed, which includes role initialization,
contextualization and criterion evaluation, and a
mechanism for automated determination of model
competence weights for further aggregation of
results was implemented. Despite the high
classification accuracy at the level of 98.33% and a
significant reduction in the probability of missing a
threat, the approach proposed in [4] is focused
mainly on linear message evaluation and operates
with  clear numerical values during the
generalization of verdicts. This limits its
effectiveness in the case of transferring analytical
procedures to long text streams of e-mail, where the
manipulative influence is multifaceted and requires a
comparison of opposing interpretations.

A critical review of scientific works indicates
the prospects for the use of IA based on large
language models for detecting financial phishing in
e-mail.  However, known solutions mostly
implement linear evaluation of the text of an e-mail,
considering it as a static array of features, which
does not provide a comparison of opposite
interpretations of the same message, reducing their
ability to detect hidden social engineering
manipulations in the absence of obvious technical
indicators of compromise. At the same time,
according to the results of [27], [28], [29], the
organization of the IA interaction procedure
according to the type of judicial (adversarial)

interaction enables an increase in the efficiency of
the final decision due to the simultaneous
consideration of the arguments of the prosecution
and defense. In addition, the analyzed works lack a
formalized description of methods that would
transform the results of the adversarial analysis of
several IA into a specific decision on the presence of
financial phishing and determine the sequence of
stages of such analysis, starting from the formation
of the argumentation and ending with the adoption
of the final verdict. Moreover, the existing
approaches to the aggregation of A assessments
mostly operate with clear numerical values, which
does not allow to adequately reflect the uncertainty
inherent in expert judgment when comparing
opposing arguments, and therefore, justifies the
expediency of presenting agent assessments in the
form of fuzzy numbers and developing a mechanism
for their generalization using the theory of fuzzy
logic. Furthermore, the question of the expediency
of implementing the 1A roles of judicial interaction
by one large language model or several independent
models remains open, which, by analogy with [4],
[27] requires a separate justification. The solution of
these issues determined the goal and objectives of
this study.

3. RESEARCH AIM AND OBJECTIVES

The aim of the work is to develop a method for
detecting financial phishing in e-mail based on a
model of forensic interaction of intelligent agents,
which will ensure increased recognition efficiency.

To achieve the stated aim, the following
objectives were formulated:

— develop a model of a multi-agent environment
for detecting financial phishing based on the forensic
interaction of intelligent agents built on the basis of
large language models, with the presentation of
evaluation results in the form of fuzzy numbers;

—develop a method for detecting financial
phishing in e-mail that implements the proposed
model of judicial interaction of intelligent agents in
the form of a sequence of stages of analyzing the
incoming message and generalizing the fuzzy
assessments of agents using the theory of fuzzy logic
to form a final decision;

—conduct experimental studies aimed at
evaluating the effectiveness of the proposed method.

4. RESEARCH METHODOLOGY

The conceptual basis of the study relies on the
adaptation of the principle of adversarial litigation in
order to organize IA interaction in a multi-agent
environment [28], [29].
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According to this principle, the prosecution and
defense form reasoned positions on the analyzed
electronic message, where the defense responds to
the accusation, and the panel of judges
independently evaluates the arguments of both
parties. Transferring this principle to the problem of
detecting financial phishing made it possible to
develop a model of a multi-agent environment in
which the interaction of the set of IA U is organized
by analogy with the judicial process, and the
functions of forming arguments, evaluating them,
and making a final decision are distributed between
agents according to the roles they perform.

At the same time:

U ={U,Up, Up}, oy
U] = {U1' Uz'U3}' (2)

where Uy, Up are Accusation Agent, Defense Agent;
U; is Judicial Panel Agents; U, U,, Us are Judges
Agents.

The preliminary formation of structured
arguments by the prosecution and defense allows the
panel of judges to evaluate already organized
information, which reduces the cognitive load on the
agents responsible for the evaluation and lowers the
risk of losing relevant context when analyzing large
amounts of text data. The result of the work of each
agent-judge is an individual linguistic assessment,
which is subsequently used for mathematical
aggregation and the formation of a final decision on
whether the message belongs to the financial
phishing class.

Within the proposed model, the Accusation
Agent (U,) analyzes an incoming electronic message
from the position of the prosecution in order to
detect signs of financial phishing. The agent detects
sociotechnical markers, psychological manipu-
lations, signs of artificially creating a sense of
urgency or authority, as well as incentives to
perform potentially dangerous actions. The result of
the agent's operation is a structured conclusion of the
prosecution, which contains a reasoned justification
for the presence of signs of financial phishing and
links to the relevant fragments of the analyzed
message.

Defense Agent (Up) performs analysis of an
electronic message from the position of the defense
party, using the results of the work of the Prosecutor
Agent. The agent conducts a search for arguments
confirming the legitimacy of the message, the
detection of signs of standard business or personal
communication, as well as the formation of
structured counterarguments to the position of the
prosecution party. The result of the agent's work is a

structured conclusion of the defense party, which
contains a reasoned justification of the legitimacy of
the message and a refutation or clarification of the
arguments of the prosecution party.

The Judicial Panel (U;) consists of three
independent Judge Agents, each performing the role
of a judge. The panel analyzes the formed judicial
“case” containing the text of the electronic message,
a structured conclusion of the prosecution and a
structured conclusion of the defense. Each judge
agent independently assesses the weight of the
arguments of both sides and forms a response that
contains a linguistic assessment of the threat level of
the analyzed message, the corresponding triangular
fuzzy number and a textual explanation that justifies
the decision made. The obtained linguistic
assessments, the corresponding triangular fuzzy
numbers and textual explanations are used at the
following stages to aggregate the results of the
judicial assessment, form an integral indicator of the
phishing threat and make a final decision on whether
the message belongs to the financial phishing class.

The information transformations performed by
the specified 1A are described as follows:

A = f4(E), ©)
D = fp(E,A), (4)
(Li, My, S;) = f;,(E, A, D), (5)

where E is incoming electronic message adapted for
analysis using 1A; A is structured conclusion of the
Accusation Agent; D is structured conclusion of the
Defense Agent; L; — linguistic assessment formed by
the i-th Judge Agent (i = 1,3), selected from a
predefined scale of linguistic terms; M; is triangular
fuzzy number corresponding to the linguistic
assessment of L;, received from the i-th judge agent;
S;is textual explanations regarding L;; f4(-) is
function for forming a reasoned conclusion of the
Accusation Agent; fp(+) is function for forming a
reasoned conclusion of the Defense Agent; f]i(-) is
function for independently evaluating the arguments
of the parties of the i-th Judge Agent.

According to the results of [30], the
mathematical support of the procedure for
transforming and aggregating the formed linguistic
estimates L; or calculating the deterministic
indicator of the degree of belonging of the message
to the financial phishing class Y is described by
expressions (6-11).

In this case, the term set T, from which the
estimate L; is selected, is described by the
expression:

T = {T17T2’T37T4r TS}I (6)
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where T; is very low level of the financial phishing
threat; T, is low; T is medium; T, is high; Ts is very
high.

The procedure for fuzzifying the conclusions of
the panel of judges is described by the expressions:

Mi = gp(Ll) = (ai' bilci)' (7)
( 0,x <aq;
|x—ai
Ha; (%) { ci—x , @)
Ci— by
k 0,x>c¢;

where ¢ is mapping operator; p,(x) € [0,1] is
membership function, which determines the degree
of correspondence of the numerical value x on the
segment X = [0,100] to the fuzzy number M;; b; is
modal value of the fuzzy number M;; a;, c; are
respectively, the left and right tolerance limits of the
fuzzy number M; under the condition
a; <b; <ca; <c.

For the boundary terms T; and Ts, the branches
of (8) with zero denominators are omitted, and the
membership function on [0, 100] is defined by the
remaining branches, so that it equals 1 at x = 0 for
T,andatx = 100 forTs.

The integration of individual fuzzy estimates of
the panel of judges into the resulting triangular fuzzy
number Ms = (as, by, cx) is described by the
expressions:

3 3 3
My = <z wia;, z w;b;, z Wici>: 9)
i=1 i=1

i=1

(10)

i

where w; is the weight coefficient of the competence
of the i-th judge.

The calculation of the indicator of the degree of
belonging of the message to the financial phishing
class Y € [0,100] is described by the expression:

_ ay + bz + Cy

= 3 .

To make a final decision on the security status

of the message, the calculated indicator Y s
compared with the predefined threshold levels &,

and &, (8; <&,) which is described by the
expression:

3
Wi = 1,
=1

1)

where R is control decision of the security system;
Allow is decision to deliver the message to the
addressee without restrictions (legitimate letter);
Quarantine is decision to send the message to an

isolated environment for additional verification
(suspicious message); Block is decision to
unconditionally block the message (financial

phishing); &,, &, are threshold values determined by
the information system security policy.

The modal values of the terms T; —, Ts are
evenly spaced with a step of 25 on the interval
[0,100], and adjacent membership functions overlap
so that their sum equals one at any point [30]. It
should be noted that the choice of a triangular profile
of membership functions is due to the need to
minimize computational complexity when scaling
the system to large message flows. The choice of the
defuzzification method by the center of mass allows
for a smooth change in the output indicator for any
variations in the input linguistic estimates. Since
aggregation (9) is linear, Y equals the weighted
mean of the term centroids (8.33, 25, 50, 75 and
91.67), so Y and R can be reproduced directly from
the verdicts of the judges. The introduction of
weighting coefficients provides the ability to take
into account the difference in architectural
complexity and detection ability of the basic large
language models on which specific judge agents are
built. It is advisable to determine the specific values
of the specified coefficients using the results of
evaluating the effectiveness of the models obtained
in [4]. The choice of the interval [0,100] simplifies
the further integration of the obtained indicator into
standard security monitoring systems and is
convenient for interpreting the results.

Based on the approach proposed in [4], the
functioning of 1A, described by expressions (3-8), is
determined by a set of specialized query templates:

Q= {QA' @b, Q]}, (13)

where Q4,0Qp,Q; are the query templates for the
Accusation Agent, Defense Agent, and Judge Agent,
respectively.

Query templates define functional roles,
informational constraints, analysis logic, and format
for presenting IA results. To form a reasoned
position of the prosecution, a Q4 query template to
the Agent-Prosecutor, shown in Listing 1, was
developed. The query template defines the logic of
message analysis, orienting 1A to the detection and
factual documentation of signs of social engineering,

Allow,Y < & ; . . . :
o Quf;\;’;mtme16 cv<s (12) psycho_log|cal man_|pula_t|o_n, and_ techmcal ano_malles
Block Y > &, 1="="2 according to the six criteria defined in [4], with the
’ 2 formation of a structured report, which is
687
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subsequently used by the Agent-Lawyer and the
Board of Agent-Judges.

Listing 1. Query template Q4

ROLE. You act as the Accusation Agent in a
judicial multi-agent framework for financial
phishing detection.

TASK. Construct an evidence-based accusation
supporting the hypothesis that the analyzed email is
a financial phishing attempt.

Analyze the message according to the following
criteria: (1) brand impersonation; (2) urgency and
psychological pressure; (3) suspicious or obfuscated
hyperlinks; (4) requests for confidential information;
(5) suspicious financial operations; (6) stylistic
anomalies. Do not provide arguments supporting the
legitimacy of the message.

OUTPUT REQUIREMENTS. Return only a
valid JSON object. Do not include any explanations
outside the JSON object. All textual values in the
JSON object must be written in English.

OUTPUT FORMAT.

{“evidence_strength”: “Weak | Moderate |
Strong”, “main_accusation”: “Concise statement
describing the primary phishing hypothesis”,

“criteria_analysis”: { “brand_impersonation”: {
“detected”: true, “evidence™: “...” },

“urgency”: {“detected”: false, “evidence”:
null},

“suspicious_hyperlinks”:  {“detected”: true,
“evidence™: “...” },

“confidential _data_requests”: {“detected”:
false, “evidence”: null },

“financial_operations”:  {“detected”: false,
“evidence”: null },

“stylistic_anomalies”: {“detected”: true,

“evidence”: “...” }}}
INPUT MESSAGE: [...]

For a critical analysis of the allegations and the
formation of a reasoned position of the defense, the
Qp request template for the Agent-Advocate, shown
in Listing 2, has been developed. The request
template defines the logic of the message analysis,
orienting the |A towards evaluating only those
arguments of the prosecution that were formulated
by the Agent-Prosecutor, identifying signs of the
legitimacy of the message and forming evidentiary
counterarguments according to the appropriate
criteria. The result of the IA's work is a structured
report that is used by the Panel of Agent-Judges
when forming individual assessments of agent-
judges.

Listing 2. Query template Qp

ROLE. You act as the Defense Agent in a
judicial multi-agent framework for financial
phishing detection.

TASK. Construct an evidence-based rebuttal to
the accusation provided by the Accusation Agent.
Use the original email message as supporting
evidence.

Analyze the accusation according to the
following  criteriaz (1)  countering  brand
impersonation claims; (2) urgency justification; (3)
hyperlink  legitimacy; (4) justification  for
confidential data requests; (5) legitimacy of financial
operations; (6) stylistic naturalness. Respond only to
the accusations presented by the Accusation Agent.
Do not generate rebuttals for criteria that are not
identified in the accusation. Do not provide
arguments supporting the phishing hypothesis.

OUTPUT REQUIREMENTS. Return only a
valid JSON object. Do not include any explanations
outside the JSON object. All textual values in the
JSON object must be written in English.

OUTPUT FORMAT

{“rebuttal_strength”: “Weak | Moderate |
Strong”, “main_rebuttal”:  “Concise  statement
summarizing the defense against the accusation”,
“criteria_rebuttal”: { “brand_impersonation”:
{“rebutted”: true,  “rebuttal”: <...”’},

“urgency”: {“rebutted”: false, “rebuttal”:
null},

“suspicious_hyperlinks”: {“rebutted”: true,
“rebuttal”: «...”’},

“confidential_data_requests™:  {“rebutted”:
false, “rebuttal”: null},

“financial_operations”: {“rebutted”: false,
“rebuttal”: null},

“stylistic_anomalies”:  {“rebutted”.  true,

“rebuttal”: “...”}}}
PROSECUTOR ACCUSATION: [...]
INPUT MESSAGE: [...]

For independent evaluation of the arguments of
the prosecution and defense, the Q; query template
to the Agent-Judge, shown in Listing 3, has been
developed. The query template defines the rules of
judicial evaluation, guiding the 1A to impartially
weigh the arguments of the prosecution and defense,
using the incoming message only to verify the
presented arguments, without generating new
evidence and without performing independent
analysis of the message. The result of the 1A’'s work
is a structured report that contains an individual
linguistic assessment of the threat level, its ordinal
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index, the corresponding triangular fuzzy number,
and a concise reasoning for the decision made.

Listing 3. Query template Q.

ROLE. You act as a Judge Agent in a judicial
multi-agent framework for financial phishing
detection.

TASK. Act as an impartial judge. Evaluate the
accusation provided by the Accusation Agent and
the rebuttal provided by the Defense Agent. Use the
original email message only to verify and assess the
arguments presented by both parties. Do not
introduce new evidence or perform an independent
phishing analysis.

Objectively weigh the evidence and rebuttals to
determine the final linguistic threat level of the
analyzed email.

Select exactly one of the following linguistic
threat levels and its corresponding triangular fuzzy
number defined on the interval [0,100]:

“Very Low” (Index: 1, Fuzzy: a=0, b=0, c=25)
— completely safe, legitimate communication.

“Low” (Index: 2, Fuzzy: a=0, b=25, ¢=50) —
minor anomalies, likely safe.

“Medium” (Index: 3, Fuzzy: a=25, b=50, c=75)
— suspicious elements requiring caution.

“High” (Index: 4, Fuzzy: a=50, b=75, ¢=100) —
strong indicators of financial phishing.

“Very High” (Index: 5, Fuzzy: a=75, b=100,
c=100) — obvious and critical financial phishing
attempt.

Make your decision independently without
assuming agreement with other Judge Agents.

OUTPUT REQUIREMENTS. Return only a
valid JSON object. Do not include any explanations
outside the JSON object. All textual values in the
JSON object must be written in English.

OUTPUT FORMAT

{“final_threat_level”: "Very Low |
Medium | High | Very High",

“term_index: 1|2 |3|4]5,

“fuzzy_parameters™: {“a”: 0, “b™: 0, “c™: 0},

“judicial_reasoning”: “Concise justification
balancing the accusation and the rebuttal”.}

PROSECUTOR ACCUSATION: [...]

DEFENSE REBUTTAL.: [...]

INPUT MESSAGE: [...]

5. METHOD DEVELOPMENT

Based on the presented methodology, taking
into account the results of the development of neural
network information protection tools [31], [32], [33],
by analogy with the method described in [3] for
detecting financial phishing in instant messengers,

Low |

the transformation of information implemented by
the proposed method for detecting financial phishing
in e-mail is generally described by the expressions:

(Y,R,G) =D(E,Q, T, UW,A), (14)
A= {81' 82}' (15)

where E is the input email message; Q is the set of
query templates; T is the set of linguistic terms; U is
the set of intelligent agents; Y is the deterministic
indicator of the degree of membership of the
message to the financial phishing class; R is the
output decision; G is the justification of the decision;
W is the set of weighting factors that determine the
competence of each judge; & is the information
transformation operator implementing the proposed
method. Information transformations defined by the
operator & and implemented by the proposed

method in the process of IA interaction are
illustrated using Fig. 1.
E
Qa
1—
A 4

Accusation Agent
Ua

» A Qo
E [¢&—
A 4

Defense Agent
Uo

»| D QT
E [

v v v
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4—
v W

Aggregation and
defuzzification

V.G
4—
L 4 A

Decision

l <Y RG>

Fig. 1. Information transformations in the

process of interaction of intelligent agents
Source: compiled by the authors

For the practical implementation of the
information transformations shown in Fig. 1, the
general operator & is decomposed into five
sequential stages.
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Stage 1. Formation of the prosecution's
position. Stage input: E — incoming electronic
message adapted for analysis using 1A; Q4 — system
request template and U, — specific pre-trained LLM
that performs the functions of the Agent-Prosecutor.

Stage output: A — reasoned text conclusion of
the prosecution about the presence of signs of
financial phishing in the message. Formation of A is
implemented by processing U, of the request formed
by integrating E and Q4.

Stage 2. Formation of the position of the
defense. Input of the stage: E, A, Qp, Up — a pre-
trained LLM that performs the functions of the
Agent-Lawyer. Output of the stage: D — a reasoned
text conclusion of the defense, which contains
counterarguments to the allegations and justification
of the legitimacy of the message. Formation of D is
implemented by processing the U, query, formed on
the basis of the integration of the message E, A and
Qp.

Stage 3. Judicial evaluation. Input of the stage:
E, A, D, Q; and the term set T, which is used to
assess the threat of the message, and U; — a set of
specific pre-trained LLMs that perform the functions
of three Agent-Judges.

The output of the stage: L,,L,, L3 — linguistic
assessments of the threat level of the message from
each member of the panel of judges; M;, M,, M5 —
triangular fuzzy numbers formed according to the
linguistic assessments and S;,S,,S; — textual
explanations of the determined assessments. The
formation of these results is implemented by
independently processing by each of the models
from U; the query formed on the basis of the
integration of E, A, D, T and Q.

Stage 4. Calculation of the integral indicator of
the phishing threat. The input of the stage:
Li,Ly, L3, M{,M,,M5,5{,5,,S3 and W — a set of
weight coefficients of the competence of the Agents-
Judges.

Stage output: Y — an indicator of the degree of
belonging of the message to the financial phishing
class and G — explanations justifying the decision
made. Calculation of Y is implemented by
sequentially performing the procedures given in (9-
12). Formation of G is carried out by concatenating
linguistic assessments and explanations of each of
the judges.

Stage 5. Formation of initial results. Stage
input: Y, G and A — a set of predefined threshold
values used for the final classification of the
message. Stage output: tuple (Y, R, G), where R is
the control decision of the security system,
calculated using expression (12).

6. EXPERIMENTAL RESEARCH

To verify the effectiveness of the proposed
method, two series of experiments were conducted.

The first series is a case study illustrating the
operation of the proposed method at all stages of
processing an incoming message. In the second
series of experiments, the effectiveness of the
proposed method was evaluated in terms of the
accuracy of detecting financial phishing on a test set
of electronic messages. When conducting
experimental studies, the set U was used, in which
the roles U, and Up were implemented based on the
Claude model, and the roles U;,U,,U; were
implemented based on the ChatGPT, Gemini, and
DeepSeek models. The weight coefficients of the
judge agents wy, w, and ws, used in expression (9),
were set to 0.35, 0.35 and 0.3 based on [4]. The
threshold values &; and &, used in (12), were taken
to be equal to 40 and 70, based on the approximately
uniform division of the Y scale into three decision-
making zones.

When conducting the first series of
experiments, an email received by one of the authors
was used, the general form of which is shown in
Fig. 2.

Warning

EV
Komy:

|D: terejkowski@ukr.net

Your terejkowski@ukr.net password expires today 4/26/2026 2:00:57 p.m.

Use the button below to continue with same password

[ cuck now |

Fig. 2. Screenshot of the phishing email

Source: compiled by the authors

The results of information transformations
performed at stages 1-3 of the proposed method are
shown in Fig. 3, Fig.4, Fig.5, Fig.6 and Fig.7.

In particular, Fig. 3 and Fig. 4 show the
responses of U, and Up. U, having received the
incoming message E according to the query template
Qg4, formed the conclusion of the prosecution A. Up,
having received the message E and the conclusion A
according to the query template Qp, formed the
conclusion of the defense D.

Fig. 5, Fig.6 and Fig.7 shows the results of the
evaluation of case materials (E, A, D) performed by
three Judge Agents using the query template Q.

As shown in Fig. 5, Fig. 6 and Fig.7, the
responses of the Agent Judges include linguistic
evaluations L,, L,, L3, as well as the corresponding
explanations Sy, S,, S3.
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{"evidence_strength": "Strong", "main_accusation": "The email impersonates an
account/password expiration notice to lure the recipient into clicking an embedded link
and entering credentials on a page unrelated to any legitimate identity or email provider,
consistent with a credential-phishing attempt.", "criteria_analysis":
{"brand_impersonation™: {"detected": true, "evidence": "The sender name 'EV"' and address
‘evie@fmanalyst.com' have no relation to any known email or IT service provider, yet the
message frames itself as an official password-expiration notice for the recipient's ukr.net
account, falsely implying authority from a legitimate service without matching its domain
or branding."}, "urgency": {"detected": true, "evidence": "The message states the password
‘expires today' with a specific same-day time stamp (4/26/2026 2:00:57 p.m.), creating a
false deadline designed to pressure the recipient into immediate action without careful
evaluation."}, "suspicious_hyperlinks": {"detected": true, "evidence": "The call-to-action link
‘https://economycafe.com/network/index.html#terejkowski@ukr.net' points to an unrelated
third-party domain (‘economycafe.com’) rather than any official ukr.net or email-provider
domain, and appends the victim's email address as a URL fragment, a common phishing
technique to pre-fill or track credential-harvesting forms."}, "confidential_data_requests™
{"detected": true, "evidence": "The message instructs the user to ‘continue with same
password, implicitly prompting them to re-enter or confirm their existing email password
on an external page, which constitutes a request for confidential authentication
credentials"}, "financial_operations™ {"detected": false, "evidence": null},
"stylistic_anomalies™ {"detected™ true, "evidence": "The email contains grammatical and
stylistic irregularities typical of phishing (e.g.. 'Use the button below to continue with same
password', mismatched capitalization in 'CLICK NOW'", and a generic non-corporate sender
display name 'EV"), along with an inconsistent mix of Russian interface text ("Komy:') and
English message content, suggesting an unofficial, non-native, or mass-generated phishing
template"}}}

Fig. 3. Response of the Accusation Agent

Source: compiled by the authors

{"rebuttal_strength": "Weak",

"main_rebuttal™ "While the email does contain several concerning elements, a strict
reading of the message content alone does not conclusively prove malicious intent; some
elements could plausibly reflect a pootly configured or third-party notification tool rather
than deliberate impersonation, though the overall pattern remains highly suspicious.’,
"criteria_rebuttal™ {

"brand_impersonation™: {"rebutted": true, "rebuttal": "The message never explicitly claims
to be sent 'from ukr.net' or uses any ukr.net logo, letterhead, or official branding elements
within the visible text; it only references the recipient's ukr.net address as the account ID,
which could be interpreted as a third-party notification service referencing an external
account rather than adirect impersonation of ukr.net itself"},

"urgency": {"rebutted": false, "rebuttal™: null},

"suspicious_hyperlinks": {"rebutted": false, "rebuttal™ null},

"confidential_data_requests": {"rebutted": true, "rebuttal™: "The phrase 'continue with same
password' does not explicitly instruct the user to type or submit their password anywhere
in the visible message text; it could be read as an instruction to retain the existing password
during a routine renewal process rather than an explicit request to re-enter credentials on
the linked page."},

"financial_operations™ {"rebutted": false, "rebuttal": null},

"stylistic_anomalies™ {"rebutted": true, "rebuttal": "The mixed Russian/English interface
elements (e.g., "Kowmy:') are consistent with the recipient's email client rendering standard
interface labels in their local language, rather than being part of the email body itself, so
this particular anomaly may reflect client localization rather than an authored stylistic
flaw."}

Fig. 4. Response of the Defense Agent

Source: compiled by the authors

{"final_threat_level":"Very High","term_index":5,"fuzzy_parameters":
ra"

unrelated hyperlink domain, the urgent password-expiration claim, and the implied credential submission

workflow. The defense correctly notes that some individual indicators, such as the absence of explicit
branding and the localized email client interface, do not independently prove impersonation or malicious
intent. However, these rebuttals do not materially weaken the overall case. The combination of urgency, an
external non-official link, and an implied password verification process overwhelmingly supports the
conclusion of a critical credential-phishing attempt.”}

5,"b":100,"c"100},"judicial_reasoning™:"The accusation is supported by strong evidence, particularly the

Fig. 5. Response of the Judge Agent 1

Source: compiled by the authors

As a result of performing stages 4 and 5 in
accordance with expressions (9-12), based on the
formed linguistic evaluations L4, L, L; and the set of
weight coefficients W, the indicator of the degree of
belonging of the message to the financial phishing
class Y =80.83 was calculated and the control
decision R = Block was formed. The explanation G
was formed by concatenating Lq, Ly, L3, S1,S52,S3,
shown in Fig. 5, Fig.6 and Fig.7. The results of the
first series of experiments demonstrated an example

of correct implementation of the proposed method
across all stages of message processing.

1. Final Threat Assessment
©  Threat Level: High
o Term Index: 4

O Fuzzy Parameters:a = 50, b = 75, ¢ = 100

2. Judicial Reasoning & Balance of Arguments

Upon reviewing the evidence presented by the Prosecution and the arguments raised by the
Defense:

o Strength of Prosecution: The Prosecution provided strong evidence of a credential
phishing attempt, identifying key indicators:

o Manufactured Urgency: The same-day password expiration warning accompanied
by a specific timestamp pressures the user to act immediately without verifying the
claim.

[} Suspicious Link: The action button directs the user to an unrelated third-party
domain ( economycafe. com ), rather than an official ukr.net service domain.
Appending the user's email address as a URL fragment is a standard tactic used to
pre-fill or track credential-harvesting forms.

©  Weakness of Defense: The Defense’s counterarguments are unpersuasive:

[} The Defense argues that the message does not explicitly request credentials.
However, the phrase "continue with same password"in the context of a link to an
external renewal portal logically implies entering or confirming existing credentials.

[} Most importantly, the Defense left the critical elements—the urgency lure and the
suspicious external URL—completely unrebutted.

3. Final Conclusion

The combination of spoofing an account renewal workflow, using an unrelated third-party
domain, and imposing artificial time pressure demonstrates clear phishing intent.

Decision: A High threat level is assigned.

Fig. 6. Response of the Judge Agent 2

Source: compiled by the authors

{"final_threat_level": "High", "term_index": 4, "fuzzy_parameters": {"a": 50, "b": 75, "c": 100},

"judicial_reasoning": "The prosecution's evidence of a mismatched sender domain, urgent
deadline, off-domain hyperlink with embedded victim email, and implicit credential request is
strong. The defense's rebuttals that the message does not explicitly claim to be from ukr.net or
explicitly ask for password entry are technically true but do not undermine the overall phishing
pattern, as the link destination and urgency remain unrebutted. The stylistic anomalies are partially

explained by client localization, but the core indicators of credential phishing are compelling. Thus,

the threat level is High."}

Fig. 7. Response of the Judge Agent 3

Source: compiled by the authors

For the second series of experiments, an
experimental corpus of 1,000 messages was
compiled by the authors, comprising 500 phishing
and 500 legitimate samples. Of these, 850 samples
(85 %) were author-composed full-length email
messages representing corporate contexts, extended
textual structures, and complex social-engineering
scenarios, with some messages containing masked
hyperlinks and others containing no explicit
technical indicators of compromise. The remaining
150 samples (15 %) were selected from the SMS
Spam Collection [34] as a supplementary source of
concise textual messages to diversify the evaluated
linguistic patterns.

In this study, financial phishing is defined in
accordance with Section 1 (based on [4], [5]) as a
form of cyber fraud that uses social engineering to
induce the recipient to transfer funds or disclose
payment and authentication data. The task is treated
as binary classification: messages meeting this
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definition were labeled as phishing, and all others as
legitimate. Labels of author-composed emails were
determined by their creation scenario, while specific
phishing SMS messages were manually selected
from the SMS Spam Collection [34] to diversify the
evaluated textual patterns. All labels were assigned
before the evaluation and independently of the
criteria used in the query templates. The legitimate
class included generic spam and other types of
unwanted messages, because separating financial
phishing from them was outside the scope of this
research. The general indicators in the query
templates reflect common phishing patterns, while
financial specificity is addressed by the criteria on
confidential data requests and financial operations.

Message preprocessing was limited to
normalizing text encoding, inserting each message
into the query template as a separate data block, and
checking its length against the input limits of the
models. The messages were provided to the agents
as text, and URLs were treated as text strings
without following them. The contents of email
attachments were not analyzed. The method relies
on the natural-language processing capabilities of
the underlying large language models and can
therefore potentially be applied to messages in other
languages, although its performance across
languages was not specifically evaluated in this
study. The corpus contains no duplicate messages,
and the messages are written in several languages,
predominantly Ukrainian and English.

The experimental evaluation of the proposed
framework was carried out in June-July 2026,
following preparatory sample collection initiated in
April 2026. To reflect the operational conditions of
publicly accessible conversational Al tools, the
agents were deployed through their primary web
interfaces under standard platform configurations:
the Accusation Agent and Defense Agent were
executed using Anthropic's Claude (labeled as
Sonnet 5 - Medium in the interface), while the
Judicial Panel comprised OpenAl's ChatGPT using
the default model available in the free-tier interface
at the time of testing, Google's Gemini (labeled as
Flash), and DeepSeek (Instant mode). Because
commercial web platforms do not disclose backend
model snapshot identifiers or permit manual control
of the temperature parameter, generation relied on
the platform-default decoding configuration.
Potential vendor-side model updates during the
evaluation period therefore cannot be completely
excluded and are acknowledged as an experimental
limitation.

To simulate real-time email gateway operation,
each message was evaluated using a single-pass
processing procedure without repeated trials or
selective filtering. The analysis was performed in
sequential session batches, with conversational
context cleared between batches to minimize
contextual carryover across evaluated samples. In
rare  instances where an agent returned
conversational commentary instead of the required
JSON structure, an immediate clarifying prompt was
issued to obtain a structured response. This
procedure was applied consistently to all 1,000
evaluated messages. Regarding potential data
leakage, 85% of the corpus consisted of author-
composed emails prepared in 2025-2026, which
substantially reduces the likelihood of their direct
presence in the models’ pre-training data. However,
absolute absence of prior exposure cannot be
independently guaranteed for closed commercial
LLMs.

The results of the analysis of the test set
messages by the proposed method are given in
Table 1. For the calculation of the binary
classification metrics reported in Table 1, the same
rule was applied to all evaluated configurations.
Messages assigned to the Allow zone were treated as
legitimate, whereas messages assigned to the
Quarantine or Block zones were treated as phishing
detections.

In addition, Table 1 shows the results of the
analysis of the same sample by separate language
models Gemini, ChatGPT, and DeepSeek, as well as
by the weighted integration method [4] for
comparison purposes, which applies identical
competence weights for individual 1As, but does not
incorporate the procedure of judicial interaction.

Table 1. Recognition results

Indicator e1 | e | ez |eyw| ex
True Positives (Phishing), 465 | 475 | 455 | 480 | 490
samples
True Negatives 475 | 470 | 480 | 475 | 494
(Legitimate), samples
False Positive Rate, % 50(6.0]40]|50]|1.2
False Negative Rate, % 70[150]90]40]20
Error Rate, % 6.0 55|65]|45|16

Source: compiled by the authors

For a concise presentation of the results in
Table 1, the following notations are used: e; — e
are recognition results by Gemini, ChatGPT and
DeepSeek models; ey, is by the weighted integration
method; ey — by the proposed method.

As shown in Table 1, the proposed method
provides the lowest classification error among the
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solutions directly evaluated in this study under the
same experimental protocol, with an error rate of
1.6%.

Nonetheless, the implementation of the
proposed method requires an increase in the amount
of computing resources, since it involves the use of
five 1As and the implementation of procedures
related to the implementation of judicial interaction.

7. DISCUSSION

Experimental studies have shown that the
proposed method reduces the total classification
error rate to 1.6 %, which corresponds to a 3.4-4.1—
fold reduction compared with the individual LLM-
based solutions and to an approximately 2.8-fold
reduction compared with the weighted integration
method. Thus, under the experimental conditions
and comparative protocol adopted in this study, the
proposed method achieved the lowest classification
error among the evaluated solutions. The obtained
error rate is also comparable to the results reported
for modern multi-agent LLM-based approaches to
phishing detection, being lower than the Error Rate
of approximately 2.11 % reported in [35] and the
approximately 6.1 % reported in [36], while
remaining  slightly  higher than the best
configurations reported in [27], with Error Rates
ranging from 0.6 % to 1.3 %. Since these results
were obtained under different experimental
conditions and on different datasets, they are
considered as reference points rather than direct
comparative baselines.

For the proposed method, precision, recall,
specificity, and F1-score are 0.988, 0.980, 0.988,
and 0.984, respectively. The false negative rate of
2.0 % and the false positive rate of 1.2 % reported in
Table 1 characterize the two error types separately.
In phishing detection, the false negative rate is of
particular practical relevance because missed
phishing messages may result in security incidents,
whereas false positives cause legitimate messages to
be quarantined or blocked, which also entails
operational costs, although their impact is typically
less severe. A formal cost-sensitive analysis was not
performed, since the relative costs of the two error
types depend on the deployment context. The error
rate of 1.6 % for the proposed method corresponds
to a 95% Wilson confidence interval of 1.0-2.6 %,
while the 45 % error rate of the weighted
integration method corresponds to a 95 %
confidence interval of 3.4-6.0 %. These intervals
characterize sampling variability —within the
evaluated corpus and do not account for possible
variability across repeated LLM runs, since

repeated-run analysis was not performed. Because
per-message outputs were not stored and only
aggregate confusion counts were recorded, paired
statistical tests such as McNemar's test could not be
performed. Therefore, the observed difference in
error rates is interpreted as an empirical result under
the adopted experimental conditions rather than as
statistically confirmed superiority. ROC-AUC was
not calculated because the continuous aggregated
scores were not stored for individual messages, and
the evaluation was performed on the final threshold-
based decisions.

This  result is consistent  with  the
implementation in the proposed method of the
judicial interaction procedure, which combines an
architecturally homogeneous pair of agents that
implement the prosecution and defense parties with
an architecturally heterogeneous composition of the
panel of judges. Meanwhile, the use of a single LLM
to implement the roles of Accusation Agent and
Defense Agent is due to the fact that the competition
between the parties is ensured by the opposite
construction of the corresponding query templates,
and not by the architectural diversity of the basic
models. Instead, the use of LLMs different in
architecture and supplier in the composition of the
panel of judges is aimed at ensuring the
independence of individual assessments, since the
use of a single model for all judges creates the
prerequisites for increasing the correlation of
individual errors. Such an organization of IA
interaction allows for separating the process of
forming reasoned positions and the process of their
independent assessment.

The operation of such interaction is illustrated
by the case study, in which the panel of judges
demonstrated the discrepancy of individual
assessments of the threat level: one of the judges
defined it as Very High, while the other two
independently of each other came to the conclusion
High. In this case, the final decision was formed via
weighted fuzzy aggregation procedure, which
ensures the coordination of the judges' individual
assessments into a single final decision. The
effectiveness of the judicial interaction procedure is
further supported by comparing the proposed
method with the weighted integration method [4].

Since both methods use the same composition
of LLMs and identical competence weights, the
observed improvement in recognition accuracy is
consistent with the contribution of judicial
interaction, which is absent in the specified method.

To ensure consistent experimental conditions,
all configurations under comparison were evaluated
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using the same dataset, and the judge weights and
threshold values remained identical across all
instances of their application. The judge weights
were adopted from [4] without recalibration on
email-phishing data, and the threshold values were
treated as predefined security policy parameters
rather than values tuned to a specific sample.
Consequently, the choice of these parameters cannot
account for the observed performance differences
between the proposed method and the weighted
integration method. Calibrating the weights and
thresholds using a validation set was not performed,
and the sensitivity of the results to their values was
not analyzed. The comparison of the adopted
aggregation scheme with majority voting and
calibrated probability estimates in terms of
classification accuracy was not performed either.
These aspects remain subjects for future research.

However, the implementation of the proposed
method requires an increase in the amount of
computational resources. The number of calls to the
LLM increases fivefold compared to the use of a
separate IA and by a factor of 1.67 compared to the
weighted integration method, which does not
involve judicial interaction. In this regard, the
proposed method is focused primarily on tasks in
which the accuracy of decision-making takes
priority over resource consumption.

Latency, cost per message, throughput, and
token limits were not measured, since the agents
were run through the web interfaces of the
platforms, and integration with email security
gateways or SIEM systems was not considered.

The direct experimental comparison in this
study was limited to the LLM-based and integration-
based solutions evaluated under the adopted
experimental protocol.  Specialized fine-tuned
phishing classifiers, transformer-based (BERT-type)
models, conventional machine-learning approaches,
and other debate-based multi-agent methods were
not included, since the proposed method operates
without training on labeled data, whereas such
approaches require a separate training and validation
protocol, and the available results of debate-based
methods were obtained under different experimental
conditions. Their comparison on the same corpus is
a direction for further research.

The study does not include an ablation study of
the judicial interaction. Configurations without the
Defense Agent, without the Accusation Agent, and
with majority voting, self-consistency, or debate
prompting were not evaluated, so the contributions
of individual components remain unquantified. The
independence of the prosecution and the defense is

relative, since the defense is formed after the
accusation and both agents are based on the same
language model, which may correlate their errors.
The judges receive the original message, and their
query template directs them to verify the arguments
of the parties and does not require a new analysis of
the message. An additional limitation of the current
implementation of the method is the analysis of only
the text content of an electronic message, which
leaves out of consideration multimodal threats that
can also be used by attackers to implement phishing
attacks. A further limitation concerns the robustness
of the method to prompt injection and adversarial
emails. The text of an incoming message is
controlled by the sender and is passed to all agents
of the framework, so embedded instructions or
specially crafted text could distort the arguments of
the prosecution and defense agents and the verdicts
of the judges, leading to an underestimated threat
level. The evaluated corpus did not contain such
messages, and the query templates did not include
protective measures against them. The robustness of
the method to these attacks was therefore not
evaluated and remains an open risk. The use of
different LLMs in the panel of judges and the
weighted aggregation may limit the effect of a single
manipulated agent, but this cannot be assumed to
ensure resilience, since the same text is supplied to
all agents. Experimental assessment on adversarial
messages and the development of input isolation and
output validation measures are directions for further
research.

The use of externally hosted models also raises
data protection concerns. In the experiments, the
agents were accessed through the web interfaces of
external platforms, and real corporate or personal
correspondence was not used. Operational use on
real email may require models operated within the
controlled environment of the organization, and the
method was not evaluated with such models.

Consequently, future research should be
directed at an ablation study of the components of
judicial interaction and at optimizing the architecture
of the proposed method in order to reduce resource
consumption and message processing delay, in
particular by parallelizing individual stages of
judicial interaction. Latency and cost per message
under deployment conditions should also be
assessed. Another promising direction is to expand
the functional capabilities of the method by
integrating tools for analyzing the graphic and
multimedia content of electronic messages to detect
multimodal phishing attacks.
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8. CONCLUSIONS

As a result of the research, a method for
detecting financial phishing in e-mail was developed
based on a model of judicial interaction of intelligent
agents, built using large language models. The key
feature of the proposed method lies in the adaptation
of the principle of adversarial litigation to the
organization of interaction of intelligent agents,
which ensures the formation of reasoned positions of
the prosecution and defense parties with their
subsequent evaluation by a panel of agent judges
and aggregation of the results obtained using fuzzy
set theory. In the process of developing the method,
a model of judicial interaction of intelligent agents
was  built, which  formalizes  information
transformations between the participants in the
process, the structure of query templates, the
procedure for independent judicial evaluation and
the  mechanism for integrating individual
conclusions into the final decision on whether the
message belongs to the class of financial phishing.

Experimental studies have shown that the
proposed method provides a total classification error
rate of 1.6 %, which is 3.4-4.1 times lower than that
of the individual large language models evaluated in
this study and approximately 2.8 times lower than
that of the weighted integration method without the
use of judicial interaction. Thus, under the
experimental conditions and comparative protocol
adopted in this study, the proposed method
demonstrated the lowest classification error among
the evaluated solutions. These results suggest that
the increase in recognition accuracy is associated not
only with the use of an ensemble of large language
models, but also with the organization of their
interaction in accordance with the proposed model
of the judicial process. The practical value of the
proposed method lies in the possibility of increasing
the accuracy of financial phishing recognition
without additional training of large language models,
which may facilitate the adaptation of the method to
new phishing scenarios and its use in email
protection tools where accuracy takes priority over
resource consumption.
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