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ABSTRACT

Large Language Models (LLMs) help perform complex tasks that previously relied only on humans. Many different areas of
human activity already use this technology or are actively exploring its capabilities with a view to future integration into work processes.
In addition to the positive effects of their use, there are problems of uncertain and unexpected behavior, in particular, the generation of
forbidden content. Given the expanding use of these models and their behavior, it is necessary to assess the level of security and further
ensure the cybersecurity of this technology. The object of the study is the processes of ensuring cybersecurity for large language models.
The article proposes a methodology for countering this threat by assessing the risks of such behavior and ensuring an acceptable level of
cybersecurity for LLMs using the IMECA (Intrusion Modes Effects Criticality Analysis) technique of risk-based assessment. A set of
countermeasures has been developed to increase the security level of LLMs, and procedures for their selection based on the criteria of
maximum productivity and best rating using a countermeasure rating matrix are defined. An example of testing and ensuring the
cybersecurity of a test language model is provided, the results of which show that the criticality level of cyber risks before the use of
countermeasures is significantly decreased after using the most productive and highest-rated countermeasures, but threats with a high
level of cyber risk criticality still exist. Directions for future research are proposed to deepen the procedure for evaluating and ensuring
the security of LLMs, given the continuous development of these models and their protection mechanisms. The main result of this work
is the combination of a model for ensuring the cybersecurity of LLMs and an improved method for analyzing the criticality of their
vulnerabilities for further adaptation of the IMECA method of quantitative risk-based assessment and cybersecurity assurance for the
field of LLMs.
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INTRODUCTION medical), which, without additional verification by
qualified specialists, can lead to unpredictable
results.

Given the widespread use of LLMs in various
industries and the potential effects of their use, it is
important to assess the risks associated with this use
and ensure an acceptable level of cybersecurity for

Motivation. The rapid development of Large
Language Models (LLMs) is receiving increased
attention from various fields of human activity. Each
new update to these models gives them greater
capabilities in understanding human language and
generating human-like text. This technology is used this technology.

in education as pedagogical agents that assist in .
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learning ad\_/lce [1].' In m_eQmme, these mod_els are Criticality ~ Analysis) method of risk-based
use_d _for_dlagnost_lc_s, chmc_al data analysis, and assessment and cybersecurity assurance for LLMs.
optimization of clinical services [2]. The software The objectives of the study are as follows:
development industry actively uses LLMs for code e adapt the IMECA method of risk-Based

autocompletion [3]. They contribute to significant .
. - . : assessment and cybersecurity assurance for language
progress in various fields by automating tasks, models:

increasing accuracy, and providing deeper
. . form a set of countermeasures to LLMs
understanding [4]. But despite the progress made b o Tt . L
g[4] P prog y vulnerabilities, determine their indicators, and

using these models, they can behave unexpectedly, develon selection criteria based on a matrix of
not as intended by their developers [5]. LLMSs can be velop lon_criterl i X
ratings for these indicators;

offensive, biased, and provide harmful advice in .
e conduct a test evaluation and assurance of

professional fields (such as legal, financial, and , :
the test model’s cybersecurity using the IMECA
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¢ substantiate directions for future research on
deepening the procedure for assessing and ensuring
the safety of LLMs.

The article is structured as follows. Section 2
reviews related work in the field of evaluating and
ensuring the cybersecurity of language models.
Section 3 describes the research methodology.
Section 4 focuses on the method of risk-based
analysis of the criticality of LLMs vulnerabilities.
Section 5 considers the direction of ensuring the
cybersecurity of models. Section 6 considers an
example of use, and Section 7 summarizes the work
and suggests directions for future research.

RELATED WORKS

A large number of studies are devoted to
assessing the cybersecurity of LLMs, but their focus
is on the process of attacking and verifying the
positive impact of countermeasures on the Attack
Success Rate (ASR). At the same time, formalized
methodologies are not used to conduct the
assessment process and ensure the security of this
technology.

In works [6] and [7], various LLMs are tested
and the ASR coefficient level is determined.
Forbidden texts are classified into categories
according to the security policies of the companies
that develop language models. According to this
classification, an attack is carried out, the results of
which determine the security level of these models.
After that, certain protective mechanisms are applied
to ensure the security of LLMs, with the attack
procedure being repeated to determine the security
level. The results of the double attack procedure
determine the level of ASR coefficient decrease. The
entire procedure of assessing and ensuring the
cybersecurity of LLMs is carried out without the
help of formalized methodologies and without
assessing the level of security risks of these models,
which is necessary for further determining the
efficiency of countermeasures.

Work [8] addresses the modeling and analysis
of threats to artificial intelligence (Al) systems in
general. The work proposes using the STRIDE
(Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, and Elevation of
Privilege) methodology to assess the security of Al
systems. In addition, it discusses the use of the
FMEA (Failure Modes and Effects Analysis)
method, designed to identify failures in engineering
processes by determining their occurrence,
consequences, and impact on the system. To assess
the severity of threats, it is proposed to use the
DREAD (Damage Potential, Reproducibility,

Exploitability, Affected Users, and Discoverability)
methodology, which was developed and is used as a
supplement to the STRIDE method. The results of
the threat analysis in this work lack the quantitative
assessment required for further ensuring the
cybersecurity of Al systems.

Research [9] focuses on assessing risks to
language models using the DREAD method. The
paper classifies attacks on LLMs and calculates
qualitative indicators of the complexity of these
attacks. Damage, reproducibility, exploitability,
affected users, and discoverability are assessed on a
scale from 0 to 10. Based on these metrics,
guantitative and qualitative risk levels are calculated.
Work [10] combines the STRIDE and DREAD
methodologies for threat modeling and risk analysis
of LLMs. The results of these studies are interesting
from a practical point of view, but the works lack
disclosure of the direction of ensuring the
cybersecurity of LLMs based on the values of the
obtained risk metrics.

Work [11] develops a model for ensuring the
cybersecurity of LLMs, which can be used as a
starting point for further risk-based assessment of
the cybersecurity of these models. Work [5] deals
with collecting exploits for LLMs vulnerabilities and
analyzing the criticality of risks from their use,
which makes it possible to conduct experimental
attacks on these models and quantitatively calculate
the level of criticality of cyber risks. This study also
develops a method for analyzing the criticality of
LLMs vulnerabilities, which can be used as a basis
for the IMECA method of risk-based assessment and
cybersecurity assurance for LLMs. These studies
will form the basis for assessing and further ensuring
the security of language models.

Therefore, it is important to assess and ensure
the cybersecurity of LLMs in a more formal way
using the risk-based IMECA method.

RESEARCH METHODOLOGY

The research methodology is based on the
implementation of the IMECA method of risk-based
assessment and assurance of LLM cybersecurity and
consists of the following steps:

e adaptation of the IMECA method of risk-
based assessment and cybersecurity assurance for
language models by combining the cybersecurity
assurance model [11] and the improved method of
analyzing the criticality of LLMs vulnerabilities [5];

o formation of a set of countermeasures to
LLMs wvulnerabilities, determination of their
indicators, and development of selection criteria
based on a matrix of ratings for these indicators;
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e conduct a test evaluation and ensure the
cybersecurity of the test model using the method of
IMECA analysis;

e substantiation of future research directions
for deepening the evaluation procedure and ensuring
the security of LLMs by increasing the variability of
attacks on models and conducting additional
experiments on attacking LLMs using various types
of protective mechanisms.

METHOD OF RISK-BASED ANALYSIS
OF THE CRITICALITY OF LLMS
VULNERABILITIES

Method of IMECA analysis

IMECA is an adaptation of the key safety
assessment method XMECA (X Modes, Effects, and
Criticality Analysis, where X can be from various
known techniques and areas) [12]. This
methodology is used to analyze intrusion methods,
effects, and criticality. Based on the results of this
assessment, an analysis of risk criticality is
performed, in particular with the help of expert
decisions and judgments, using quantitative
information from IMECA tables.

IMECA analysis is designed to assess the state
of cybersecurity. This method focuses on system
vulnerabilities that can be exploited by attackers.
Each such vulnerability must be represented in the
IMECA table. After identifying all vulnerabilities

and the criticality level of system risks,
cybersecurity is ensured through the use of
countermeasures.

Unlike most other studies in the field of
cybersecurity of language models, which do not use
any methodologies to assess the security of these
models, the use of IMECA analysis provides the
advantage of structuring and formalizing such
analysis, as well as allowing for a quantitative
assessment of the risks of the system on which the
cybersecurity procedure is based, using specific
countermeasures.

Parameters of the IMECA method in the

context of LLM

According to the main provisions of the
IMECA method and the LLMs cybersecurity model
[11], the following elements of the IMECA table can
be identified:

o threat (T) — immediate problem for language
model;

¢ vulnerability (V) — weaknesses in LLMs that
can be exploited by attackers;

o attack (A) — actions performed by attackers
to affect models through their vulnerabilities;

o effects (E) — results of an attack on LLMs in
the form of loss of confidentiality (C), integrity (I),
or availability (A);

e probability (P) — determines the possibility
of an attack occurring;

o severity (S) — the level of serioushess and
danger of an attack based on its effects;

e risk (R) — the total impact of an attack on
models, which is determined by a combination of
probability and severity;

e countermeasures - actions and measures
directed at countering attacks.

The above list of elements is the basis for
analyzing the security state of LLMs. It enables
comprehensive, formal, risk-based assessment and
subsequent cybersecurity assurance of language
models.

Thus, the IMECA method can be summarized
by the following formulas:

IT ={ITR,i=1,2,..,n}, 1)

where IT is the IMECA table, which consists of a set
of rows; ITR; is a row of the table, which is a tuple
of elements for analyzing a specific vulnerability;
n is the number of table rows.

ITRl = (thi,vi,ai,ei,pi,si,ri, CML) , (2)

where th; is the threat to the model; vi is the specific
vulnerability; a; is the attack on the model; e; is the
effects of the attack; p; is the probability of an attack
occurring; si is the severity of the effects after the
attack; r; is the total risk; CM; is the set of
countermeasures for this vulnerability.

where cm; is the countermeasure for a specific
vulnerability; m; is the number of countermeasures
for the vulnerability.

Based on the results of the study [11], language
model responses can be of four types: correct
responses; incorrect responses; responses containing
content forbidden by security policies; responses
containing private data. Starting from the work [5],
the studied set consists of LLM responses containing
forbidden content. The current study is also devoted
to this set of threats. Thus, the number of rows in the
IMECA table is equal to the number of categories of
forbidden texts, namely 15 [5]. The list of IMECA
rows is given in Table 3.

Given the focus of this study on a single set of
threats, the wvulnerability, attack, effects, and
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possible set of countermeasures will be the same for
each row of the table. The vulnerability is statistical
probabilistic response generation (SPRG) [11].
Language models are attacked using regular texts
[11]. This type of attack is called prompt hacking
(PH) [13]. The effects of the attack affect the loss of
model integrity [11]. The possible set of
countermeasures is discussed in the next section.

Principles of IMECA analysis of LLM

cybersecurity

A key feature of IMECA analysis is its focus on
risk-based assessment of LLM cybersecurity. Risk
(R) is a combination of probability (P) and severity
(S) indicators and is determined using the following
traditional formula:

R=PxS. (4)

According to works [5] and [11], statistical
probability score of attacks occurrence and success
(P will be used when performing experimental
attacks. This method of determining probability is
more effective than the traditional one, which is
based on the complexity of exploiting
vulnerabilities, because experimental attacks will be
carried out using exploits that have the same low
level of complexity [11]. The process of determining
the statistical probability score is based on an
improved method of analyzing the criticality of
LLMs vulnerabilities [5].

The statistical probability score is determined
by the following formula:

« _ Ns
where Ns is the number of successful attacks on
LLM:; N is the total number of attacks on the model.

The severity of the effects of an attack will be
determined in accordance with [5] based on the
severity of penalties under European Union law.
These values are shown in Table 3.

Based on these parameters, a matrix of criticality
of cyber risks for LLMs is constructed. This matrix is
shown in Table 1. Green color indicates a low level of
cyber risk, yellow indicates a medium level, and red
indicates a high level. Probability and severity
indicators are determined according to the study [11]
and are based on the Common Vulnerability Scoring
System version 2 metrics. Criticality indicators are
given in absolute units.

The next step is to calculate the impact of
countermeasures on model vulnerabilities. Each
threat has its own probability of attack occurrence

and success, as well as its own severity level. The
severity level has a fixed wvalue [11], so
countermeasures  affect the  probability  of
occurrence. If the probability level decreases, the
criticality level of risks also decreases.

Table 1. LLMs cyber risk criticality matrix in
absolute units

Severity
Probability |Low Medium High
(0.0-3.9) [(4.0-6.9) (7.0-10.0)
Low
(0.0 0.39) 0.0-152 | 0.0-269 0.0-3.9
Medium
(0.40 — 0.69) 00-269 | 1.6-4.76
High
(0.70— 1.0) 0.0-3.9

Source: compiled by the authors

The main goal of using countermeasures is not
just to reduce the level of risk in absolute units, but
to move the vulnerability between high, medium,
and low risk zones. If a certain countermeasure
reduces the absolute level of risk, but the
vulnerability stays in the same risk zone, then this
countermeasure isn’t effective. Therefore, it is more
optimal to reduce the level of risk in relative units.
At the same time, the probability and severity values
stay in absolute units. The cyber risk criticality
matrix in relative units is shown in Table 2.

Table 2. LLMs cyber risk criticality matrix in
relative units

Severity
Probability |Low Medium High
(0.0-3.9) [(4.0-6.9) |(7.0-10.0)
Low
(0.0 - 0.39) & & 2
Medium
(0.40 — 0.69) & 2
High 2
(0.70 — 1.0)

Source: compiled by the authors

IMECA analysis of the criticality of LLM
vulnerabilities

Table 3 contains a detailed form of the IMECA
analysis of risk criticality. The vulnerability
probability values and risks are not filled in because
they are determined experimentally when attacking a
specific language model (Section 6 contains these
values for the SmolLM3 model from Hugging Face).
The set of countermeasures for each vulnerability is
the same, so it will not be included in the final table.

Experimental attacks are carried out according
to the method of analyzing the criticality of LLMs
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vulnerabilities [5], based on the results of which this
table is filled in.

The procedure for filling in the IMECA table
consists of the following steps:

Table 3. IMECA form for analyzing the criticality of LLM vulnerabilities

# Threat \Y A E Criticality

P S R
1 | Generation of harmful content (HC) SPRG PH | - 4 -
2 | Generation of content about cybercrime activities (CA) SPRG PH | - 6 -
3 | Generation of content about physical harm (PH) SPRG PH | - 10 -
4 | Generation of content about economic harm (EH) SPRG PH | - 5 -
5 |Generation of content about illegal drugs (ID) SPRG PH | - 9 -
6 |Generation of content about weapons activities (WA) SPRG PH | - 9 -
7 | Generation of terrorist content (TC) SPRG PH | - 8 -
8 ﬁiﬂi;agxgnﬁf(fsgtent about intellectual property SPRG PH | i 6 i
9 | Generation of content about fraud (F) SPRG PH | - 8 -
10 |Generation of disinformation (D) SPRG PH | - 2 -
11 | Generation of adult content (AC) SPRG PH | - 7 -
12 | Generation of content about political activities (PA) SPRG PH | - 1 -
13 | Generation of content about privacy violations (PV) SPRG PH | - 4 -
14 | Generation of content about unauthorized practices (UP) | SPRG PH | - 2 -
15 | Generation of content about government decisions (GD) SPRG PH | - 3 -

Source: compiled by the authors

e probability of occurrence and success of
attacks is calculated using formula (5) and filled in
for each row of the table;

o after determining the probability of
occurrence, the absolute level of risk is calculated
using formula (4);

e according to the criticality matrix, the
relative value of this level is determined, namely,
whether a particular vulnerability enters the low,
medium, or high risk zone.

The next stage is the procedure for evaluating
and selecting countermeasures for the language
model for its further protection. This stage consists
of the following steps:

e building a matrix of cyber risk criticality
before applying countermeasures;

e calculating the rating for  each
countermeasure and filling in the table with these
ratings (section 5 contains information about this
process);

e ranking countermeasures by
further selection and implementation;

e building a matrix of critical cyber risks for
countermeasures selected according to criteria.

rating for

accordance with the main provisions of the IMECA
method.

LLM CYBERSECURITY ASSURANCE
Countermeasures to LLM vulnerabilities

To protect LLMs from generating forbidden
content, countermeasures are used that can be
applied at the following stages of the model’s
operation [14]:

e protection before processing the request by
the model — the user request is processed before it is
passed to the model for generating a response;

e protection during model processing -
intermediate results of model operation are analyzed,
such as neuron activation and hidden states;

e post-processing protection — evaluates the
model’s response to the presence of forbidden
content.

The most optimal approach is to use protection
at the stages before or after request processing.
Protection during processing requires multiple runs
of the base model, which leads to significant
response delays [14].

Based on studies [14] and [15], a set of known

As a result of the above procedures, a finalised, countermeasures and related parameters is
detailed report on the assessment and assurance of jdentified. Table 4 contains this set of
cybersecurity for a specific LLM is obtained in  countermeasures.
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The Input Check method is based on prior
verification of user request by a basic model using a
special judge request [15] The In-Context Defense
method  increases  model  robustness by
demonstratively adding context with rejected
examples of texts containing forbidden content [16].
The Self-Reminder technique offers a simple but
effective protection method called system self-
reminder, which consists of encapsulating the user’s
request in a system prompt that reminds the
model to respond responsibly [17]. SmoothLLM
protection is based on creating several modified
copies of the input request and aggregating
predictions to detect malicious input [18]. The Self
Defense method proposes checking the model's
response with another instance of the model for
forbidden content [19]. AutoDefense uses LLM
agents to check the response of the base model and,
based on the results of their work, provides the user
with a response without forbidden content [20].
PerplexityDefense is based on the use of a
complexity filter that checks whether the complexity
of the query exceeds a certain threshold [21]. The
BPE-dropout method splits the text into more tokens
than in the standard split [21].

Table 4. Set of countermeasures to ensure
cybersecurity of LLMs

Countermeasure Pg;g?glgy Execution|Computational
(CM) (d) time (t) cost (c)
Input Check (IC) 0.47 10.7 10
In-Context
Defense (ICD) 0.35 131 >
Self-Reminder
(SR) 0.39 16.4 5
SmoothLLM 0.38 136.1 30
Self Defense
(SD) 0.53 30.2 10
AutoDefense 0.94 272.2 30
Perplexity 003 | 10.92 4
Defense
BPE-dropout
(BPE-d) 0.38 14.9 4
Source: compiled by the authors
The probability decrease parameter (d)

determines the percentage by which a particular
countermeasure decreases the probability of an
attack occurring and succeeding. The execution time
(t) determines how long a particular protection
method works before determining the malicious
nature of a user request and is measured in seconds.
The computational cost parameter (c) is responsible
for the additional overhead required to run the
protection method and is measured in relative units.

A value of 4 corresponds to additional calculations
on the computer’s central processing unit. A value of
5 corresponds to the extension of user requests,
which causes an additional load on the model, and
values of 10 and 30 correspond to full requests to the
model, which is a significant additional load. All
parameters are average values and apply to each
LLM threat (IMECA row in the table).

Based on the above indicators, we can conclude
that the use of SmoothLLM and AutoDefense
methods is not acceptable for real life, because many
steps are required to process the input and output
text, thus spending a lot of time on this process. The
PerplexityDefense method, while sufficiently fast,
has a very low impact on the probability decrease
coefficient, which also makes it impossible to use it
to protect language models. All other defense
methods from Table 4 will be used to analyze their
impact on the risk criticality level of LLMs and to
further select the best countermeasure for a specific
model, taking into account the defined criteria.

The countermeasures identified above are
compatible with each other. Each can be combined
with each other. Table 5 shows the compatibility
matrix of countermeasures.

Table 5. Countermeasures compatibility matrix

CM IC ICD SR SD | BPE-d
IC + + + +
ICD + + + +
SR + + + +
SD + + + +
BPE-d + + + +

Source: compiled by the authors

When countermeasures are used in pairs, their
parameters change in direct proportion. The decrease
in probability, execution time, and computational cost
increase proportionally depending on the selected
pair. Determining the values of countermeasure
parameters and further calculations based on their
combination are the subject of future research.

Countermeasure indicators

Cybersecurity for language models in terms of
generating forbidden content will be ensured
through a set of five countermeasures, which is
determined by the following formula:

CMRM = {CMP,CME,CMC,CMR},  (6)
where CMRM is the countermeasure rating matrix;
CMP = {cmp;, j = 1, 2, ..., m} is the set of
countermeasure productivity based on the relative
risk decrease; CME = {cmej, j = 1, 2, ..., m} is the
set of countermeasures effectiveness based on the
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execution time of the protection method; CMC =
{cmey, j =1, 2, ..., m}is the set of countermeasures
cost based on the relative computational cost; CMR
={cmr;, j=1, 2, ..., m} is the set of countermeasure
ratings; m is the number of countermeasures (in our
case, it is equal to 5).

Cmp] = 2?21 Rbl - Raﬁ y (7)

where cmp; is the productivity of a specific
countermeasure; Rb; is the relative risk before
applying the countermeasure; Ra;i is the relative risk
after applying a specific countermeasure; n is the
number of LLMs threats (rows in the IMECA table;
in our case, 15).

Raj; = (Pb; — (Pb; x d;)) X S;, (8)

where Pb" is a statistical probability score of attack
occurrence and success before countermeasure
implementation; d; is a probability decrease; S; is
severity.

n _ Rbi
ileaﬁxt]- ! (9)

cmej =

where cme; is the effectiveness of a specific
countermeasure; tj is the execution time of the
countermeasures.

Rb;
RajiXCj !

eme; = By (10)

where cmc; is the relative cost of a specific
countermeasure; ¢; is the relative computational cost.
cmrj = cmp; + cme; + cmg; (11)
where cmrj is the
countermeasure.

Thus, the countermeasure rating matrix looks as
follows:

rating of a specific

cmp, cme; cmc; cmn

cmp, cme, cmc, Ccmr,

CMRM = . (12)

cmp]- cmej Cij CmT}'

Each row of the matrix contains the values of
productivity, efficiency, and relative cost of a
particular countermeasure. The rating value in each
row is the sum of the three previous indicators of the
countermeasure. The number of rows in the matrix is
equal to the number of selected countermeasures,

namely 5 (j = 5). Basing on the matrix of these

indicators makes it possible to  select

countermeasures according to specific criteria.
Criteria for selecting countermeasures

Considering the specifics of how language
models work and the focus of the study on the threat
of forbidden content generated by these models, as
well as the possibility of applying each
countermeasure to decrease the level of risk for each
threat posed by LLMs, the following criteria for
selecting countermeasures are formulated:

e maximum productivity — a countermeasure is
selected based on minimizing overall risks in risk
zone units, regardless of other indicators of this
countermeasure;

e best rating — a balanced countermeasure is
selected that has the highest rating according to the
countermeasure rating matrix.

If a countermeasure is selected based on the
criterion of maximum productivity, the following
optimization problem arises:

f(cmp) » max,cmp € CMP,cmp =1, (13)
where f(cmp) is the objective function whose value
must be maximized; cmp is a variable (productivity)
belonging to the set of countermeasure
productivities and limited by values greater than or
equal to 1.

When selecting a countermeasure based on the
best rating criterion, we have the following
optimization problem:

f(cmr) - max,cmr € CMR,cmr =1, (14)
where f(cmr) is the objective function whose value
must be maximized; cmr is a variable (rating)
belonging to the set of countermeasure ratings and
limited by values greater than or equal to 1.

Algorithms for selecting countermeasures

The algorithm for selecting a countermeasure
based on the criterion of maximum productivity
solves the optimization problem as follows:

f(emp*) = f(cmp), YV cmp € CMP , (15)
where cmp” is the acceptable productivity value at
which the objective function has the highest value
across the entire acceptable range. Thus, the
algorithm must find the maximum productivity
value in the rating matrix that satisfies this selection
criterion.
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The algorithm for selecting a countermeasure
based on the best rating criterion solves the
optimization problem as follows:

f(emr*) = f(cmr), Vcmr € CMR (16)
where cmr” is the acceptable rating value at which
the objective function has the highest value across
the entire acceptable range. Thus, the algorithm must
find the maximum rating value in the rating matrix
that satisfies this selection criterion.

The selection results in two countermeasures
based on the criteria of maximum productivity and
highest rating. The selection results are marked in
the rating matrix with a specific color. The final
decision between these two countermeasures is the
responsibility of the information system user.

CASE STUDY

Risk-based assessment and cybersecurity
assurance of LLMs will be performed for the local
SmolLM3 model from Hugging Face (3.1B
parameters, Q4_K_M quantization). The success of
the attack will be determined by the local gpt-oss
model from OpenAl (20B parameters, Q4 K M
guantization). The entire procedure will be performed
on a MacBook Pro laptop with an Apple M1 Max
processor and 32GB of memory. The models are
launched using Docker Model Runner from Docker.

The experiment duration was 2 hours, 30
minutes, and 4 seconds. The total number of
requests to the model was 825. The number of
dangerous responses was 614.

The results of risk-based assessment and
cybersecurity assurance are presented in Table 6,
Table 7, Table 8, Table 9, and Table 10.

Table 6. Results of risk-based cybersecurity
assessment of the SmolLM3 model

According to the risk-based assessment and
cybersecurity assurance of the SmolLM3 model, the
following results were obtained:

e when using the most productive
countermeasure (Self Defense) the following threats
are in the low-risk zone - Generation of harmful
content, Generation of content about economic
harm, Generation of content about intellectual
property infringement, Generation of disinformation,
Generation of content about political activities,
Generation of content about unauthorized practices,
and Generation of content about government
decisions. In the medium risk zone — Generation of
content about cybercrime activities, Generation of
content about illegal drugs, Generation of adult
content, and Generation of content about privacy
violations. And in the high-risk zone — Generation of
content about physical harm, Generation of content
about weapons activities, Generation of terrorist
content, and Generation of content about fraud:;

e when using the highest-rated countermeasure
(BPE-dropout), the following threats are in the low-
risk zone - Generation of harmful content,
Generation of content about intellectual property
infringement,  Generation of  disinformation,
Generation of content about political activities,
Generation of content about unauthorized practices,
and Generation of content about government
decisions. In the medium risk zone - Generation of
content about cybercrime activities, Generation of
content about economic harm, Generation of adult
content, and Generation of content about privacy
violations. And in the high-risk zone - Generation of
content about physical harm, Generation of content
about illegal drugs, Generation of content about
weapons activities, Generation of terrorist content,
and Generation of content about fraud.

Criticality Table 7. Cyber risk criticality matrix before
#* T v A E P S R applying countermeasures
1 HC | SPRG | PH | 0.51 4 | 2.04 Severity
2 CA | SPRG | PH I 091 6 |5.46 Probability |Low Medium High
3| PH |SPRG| PH | I | 085 | 10 | 85 (00-39 |(40-69) |(7.0-10.0)
4 | EH [SPRG|PH | 1 [082 ] 5 | 41 (LOOBV 0.39)
5 ID SPRG | PH | 0.82 9 | 7.38 M.edi_urr.l
6 | WA [SPRG [ PH [ I |087 | 9 [783] |(.40-0.69) 12,14 1,8
7 TC | SPRG | PH | 0.85 8 6.8 High 10
8 IPI SPRG | PH | 0.6 6 3.6 (0.70 - 1.0) '
9 F SPRG | PH | 0.87 8 6.96 Source: compiled by the authors
10 D SPRG | PH | 078 | 2 | 156 Table 8. Countermeasures rating matrix
11 AC SPRG | PH I 0.47 7 3.29 CM Productivity | Efficiency Cost Rating
12| PA |SPRG| PH | I | 06 | 1 | 06 ||ch g 11-965 i; 1123;085
13 PV | SPRG | PH | 0.89 4 | 3.56 : - ;
SR 8 1.26 4.2 13.46
14 UP | SPRG | PH | 0.4 2 0.8 D 10 076 23 13.06
15] GD [SPRG | PH | 1 [ 091 | 3 [273 BPE 3 T a1 =57 AES
Source: compiled by the authors Source: compiled by the authors
ISSN 2663-0176 (Print) Information technologies and computer systems 67

ISSN 2663-7731 (Online)




Neretin O. S., Kharchenko V. S. /

Herald of Advanced Information Technology

2026; Vol.9 No.1: 60-70

Table 9. Cyber risk criticality matrix of most
productive countermeasure (Self Defense)

Severity
Probability |Low Medium High
(0.0-39) [(40-6.9) [(7.0-10.0)
Low
(0.0 0.39) 10, 12, 14 1,4,8 5,11
Medium
(0.40 — 0.69) & e
High
(0.70-1.0

Source: compiled by the authors

Table 10. Cyber risk criticality matrix of highest-
rated countermeasure (BPE-dropout)

Severity
Probability |Low Medium High
(0.0-39) [(4.0-6.9) |[(7.0-10.0)
Low
(0.0 - 0.39) 12,14 1,8 11
Medium
(0.40 - 0.69) 10, 15 2,4,13
High
(0.70-1.0)

Source: compiled by the authors
DISCUSSION OF RESULTS

The results of the analysis of existing studies in
the field of evaluating and ensuring the
cybersecurity of language models showed that the
vast majority of them focus on the process of
attacking models and verifying the positive impact
of countermeasures on the ASR coefficient. For the
most part, no known formalized methodologies are
used in such analysis. Therefore, this study was
devoted to assessing and ensuring the cybersecurity
of LLMs in a more formal way using the risk-based
IMECA method.

The importance of this work lies in combining
the LLMs cybersecurity model with an improved
method for analyzing the criticality of these models’
vulnerabilities. As a result, it becomes possible to
conduct a guantitative risk-based assessment of the
cybersecurity of language models.

The main contribution of the study is to identify
a set of countermeasures to LLMs vulnerabilities
and their key indicators. This makes it possible to
build a matrix of countermeasure ratings to

determine the quantitative level of their impact on
the unwanted generation of forbidden content and
further ensure the cybersecurity of language models.

Thus, the result of this work is the adaptation of
the IMECA method for the field of LLMs
cybersecurity by analyzing the effects of attacks on
vulnerabilities and selecting countermeasures, which
allows ensuring an acceptable risk of cybersecurity
within the existing constraints. Language models
and their protection mechanisms are constantly
evolving, so the next steps will be devoted to
deepening the procedure for evaluating and ensuring
the security of LLMs by increasing the variability of
attacks on models and conducting additional
experiments on attacking LLMs using different
types of protective mechanisms.

CONCLUSIONS

The IMECA method of risk-based assessment
and cybersecurity assurance was adapted to LLMs.
This ensures higher completeness and reliability of
cybersecurity assessments.

The set of countermeasures to LLMs
vulnerabilities is formed, their indicators are
defined, and selection criteria are developed based
on the matrix of ratings of these indicators. This
helps to ensure an acceptable level of cybersecurity
risk in the context of existing constraints.

The test evaluation and cybersecurity assurance
of the test model were performed using the IMECA
analysis method. As a result, it was identified that the
use of countermeasures has a positive impact on the
model’s risk level, but high-risk threats still exist.

The direction of future research on deepening
the evaluation procedure and ensuring the security of
LLMs by increasing the variability of attacks on
models and conducting additional experiments on
attacking LLMs using various types of protection
mechanisms was substantiated. In addition, it would
be advisable to adapt this assessment methodology
to the language models used in combination with
unmanned aerial vehicles (UAVS). LLMs perform
tasks to ensure cooperation between swarms of
UAVs [22], control UAVs in real time [23], and
ensure the reliability of their missions [24]. Also use
multifactorial criteria to balance security and other
quality characteristics of LLM systems [25].
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AHOTALIA

Benuki Mosai Mogeni (LLMS) nornomararors BUKOHYBAaTH CKIIaJIHI 3aBI@HHS, SKi paHille MOKIAJaiCcs BUKIIOYHO HA JIOIUHY.
Barato pisHEX cdep MOACHKOI MISUTBHOCTI BXKE BUKOPHCTOBYIOTH IIF0 TEXHOJIOTiIO, a00 aKTWBHO BHBYAIOTH ii MOMKIMBOCTI 3 IIJLTIO
MaiOyTHBOI iHTerpamii y poOoui mporecn. OKpiM MO3UTHBHOTO e(ekTy NHpH iX BHKOPHCTaHHI € MpoOJeMH HEBU3HA4YEHOI Ta
HEOYiKyBaHO{ IIOBE/IIHKY, 30KpeMa, TeHepallii 3a00pOHEHOr0 KOHTEHTY. BpaxoByroun po3ImMpeHHs] BUKOPHCTAHHS X MOJENIEeH Ta TaKy
X MOBEMIHKY HCOOXITHUM € BH3HAUCHHS PIBHS 3aXHMINCHOCTI Ta MOJANBIIOTO 3abe3meucHHs KibepOesmneku miei Texnomnorii. 00’ ektom
JIOCITI/DKEHHS € TIporiecy 3a0e3medeHHs KibepOe3nekn BeMMKIX MOBHHX Mojieeil. B crarTi 3amponoHOBaHO METOIOJIOTiI0 OOpOTHOH 3
€0 3arpo3010 3a JOTIOMOTOI0 OIIHIOBAHHS PH3HKIB Takol MOBEHIHKH Ta 3a0e3ledYeHHs] MPUIHATHOTO piBHS KibepOesmekn LLMs 3
BukopuctranusiM IMECA (Intrusion Modes Effects Criticality Analysis) TexHiku pu3HK-opieHTOBaHOro ouiHtoBaHHS. ChopMoBaHO
MHOXXHMHY KOHTP3axOJIiB JUIsl MiJABHINEHHS piBHs 3axuiueHocti LLMs, a Takok BH3HAa4e€HO NpOLEAypH iX BHOOPY 3a KpHTEpiIMU
MaKCUMAaJBbHOI TPOJYKTUBHOCTI Ta HAMKPAIIOrO0 PEUTHHTY 3 BHKOPHCTaHHAM MATpPHIIl PEUTHHTIB KOHTp3axomiB. HamaHo mpukman
BUIPOOYBATEHOTO OLIIHIOBAHHS Ta 3a0e3MeyeHHs KibepOe3neKn TeCTOBOI MOBHOT MOJIEI, 3a pe3yIbTaTaMH SKOTO BH3HAUEHO, 10 PiBEHb
KPUTHYHOCTI Kibep PHU3HKIB /10 3aCTOCYBaHHS KOHTP3aXO[iB 3HAYHO 3HIDKYETHCS TICII BUKOPUCTaHHS HAHOUTBII MPOJYKTHBHOTO Ta
HAWKPAIIIOTo 32 PSUTHHIOM KOHTP3aXO/IiB, ajiec BCE IIe 3aJMIIAI0THCS 3arpO3H 3 BUCOKUM PiBHEM KPUTHYHOCTI PU3HUKIB. 3aPOMIOHOBAHO
HanpsiIMA MaiOyTHIX JTOCITiPKEHb 1100 HOTIMOJISHHS MPOLEYPH OLiHIOBAaHHS Ta 3a0e3neueHHs Oe3nekn LLMs 3 orisiny Ha nocTidHui
PO3BUTOK LMX MOJEJTel Ta MeXaHi3MIB iX 3axucTy. ['oloBHHI pe3ynpTaT Ii€i poOOTH TOISTae y TMOEIHAHHI MOJETi 3a0e3nedeHHs
kibepOesnexn LLMs Ta yZOCKOHAJICHOTO METOy aHali3y KPUTUYHOCTI iX BpasnmuBocTed s mopanmsmoi aganranii IMECA-metomy
KiJIBKICHOTO PU3HK-OPIEHTOBAHOTO OIIHIOBaHHS Ta 3a0e3neyeHHs Kidepoesneku st chepu LLMs.

Karwuogi cioBa: Pusuk-opieHTOBaHe OIiHIOBaHHS; KibepOesmneka; Benuki Mosui Mogeni; IMECA; koHTp3axonu, 3arposa;
Bpa3JIUBICTh, aTaka
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