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ABSTRACT

The paper proposes a method for constructing GL-models of failure behavior for a special class of non-basic fault-tolerant
multiprocessor systems. The considered class includes systems whose failure behavior is determined by the fulfillment of one of
several conditions that depend on combinations of processor states and are specified by the corresponding Boolean expressions.
When any of these conditions is satisfied, the system failure behavior can be described by an individual auxiliary model constructed
using known methods. The objective of this study is to develop a generalized method for constructing models of such non-basic
systems by combining multiple auxiliary models of arbitrary types into a single model that correctly represents the system failure
behavior. The proposed method is based on modifying the edge functions of the auxiliary models using the Boolean expressions of
the corresponding conditions, after which the modified models are combined by merging arbitrarily selected vertices of their graphs.
It is shown that the resulting model reproduces the behavior of the corresponding auxiliary model under each condition and thus
correctly describes the failure behavior of the original system. The scientific novelty of this work lies in the proposed approach to
combining auxiliary models of a general form, which imposes no constraints on the structure of their graphs and, unlike existing
approaches, does not require these models to be based on cycle graphs. This makes it possible to construct models for a wide class of
non-basic fault-tolerant multiprocessor systems with complex operability conditions. A comparative analysis of the complexity of
edge-function expressions in models constructed using the proposed method and those obtained by existing approaches is carried out
on a set of representative examples, revealing a significant reduction in the complexity of such expressions. The case of parallel
evaluation of edge-function values is considered separately, and a reduction in the maximum expression complexity is demonstrated,
which is important for decreasing computation time. The practical significance of the work lies in the applicability of the proposed
method to constructing models of complex non-basic fault-tolerant multiprocessor systems, as well as in reducing the complexity of
analyzing their failure behavior. The presented examples and experimental results confirm the correctness of the constructed models
and demonstrate the possibility of further simplification by eliminating edges with identically unit edge functions. The proposed
approach can be used in the analysis and design of critical control systems, as well as in automated reliability assessment of non-
basic fault-tolerant multiprocessor systems with a large number of components.
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INTRODUCTION and to increase the efficiency and reliability of
process operation by minimizing the impact of the
human factor. At the same time, in a number of
applied problems, direct human involvement in
function execution is either impossible or
significantly  limited due to physiological
constraints, including limited reaction speed,

Modern technical systems are characterized by
the widespread adoption of automated solutions
across various fields of activity. Automation makes
it possible to reduce dependence on human
involvement in the execution of routine operations

restricted capability for parallel information
processing, and the ability to control only a limited
number of objects. Additional limitations arise from
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increased risks to life and health, for example,
during disaster response to natural and man-made
emergencies or in the execution of combat tasks, as
well as from the fundamental impossibility of human
presence under certain conditions, in particular in
the case of long-duration space missions.

One of the key components of automatic and
automated systems is the control system (CS), which
performs the acquisition of input data from sensors,
their processing, and the generation of control
actions for the actuators of the controlled object [1],
[2]. In modern technical systems, control systems
are typically implemented using microprocessor-
based solutions. A failure of the control system may
lead to a violation of the normal operating mode of
the controlled object.

For critical application systems (CAS), whose
failures may cause significant material losses, pose
threats to human life and health, or lead to adverse
consequences for national security, control systems
are subject to increased reliability requirements [3],
[4], [5]. Accordingly, the control system of such
objects must ensure a high level of reliability. Along
with stringent reliability requirements, CAS objects
are typically characterized by complex structures
and algorithmically sophisticated control rules,
which necessitate the execution of computationally
intensive procedures and, consequently, high
computational performance.

In this regard, control systems for CAS are
often implemented using fault-tolerant
multiprocessor systems (FTMSs) that comprise a
large number of processors and are capable of
maintaining operability in the presence of failures of
individual computing components [6], [7], [8]. Thus,
FTMSs provide a combination of high reliability and
high performance.

The design of fault-tolerant multiprocessor
systems requires the application of formalized
methods for evaluating their reliability. Such
evaluation is necessary both to verify compliance of
the developed systems with specified requirements
and to identify potential bottlenecks for subsequent
system improvement. At the same time, control
systems based on fault-tolerant multiprocessor
systems may be characterized by complex and
heterogeneous  structures, which significantly
complicates the procedures for reliability analysis.

LITERATURE REVIEW

The assessment of reliability parameters of
fault-tolerant  multiprocessor systems can be
performed using various approaches, which can be

conditionally divided into two groups [9], [10].
Methods of the first group are based on deriving
analytical  expressions  for  calculating  the
corresponding parameters [9], [11], [12], [13]. As a
rule, these methods provide more accurate
assessments; however, they are not universal, since
the development of a dedicated calculation method
may be required for each specific system type. In
cases where a system simultaneously combines
features of several types, the application of existing
analytical methods may prove to be infeasible.

Methods of the second group are based on
conducting statistical experiments with models of
the failure behavior of fault-tolerant multiprocessor
systems [14], [15], [16], [17]. Such methods are
universal provided that a model of system behavior
is available; however, they typically yield reliability
parameter assessments with limited accuracy, which,
in the general case, is determined by the number of
experiments performed.

GL-models can be effectively used as models of
the failure behavior of fault-tolerant multiprocessor
systems [17]. A GL-model is based on an undirected
graph, in which each edge is associated with a
Boolean edge function. The arguments of the edge
functions in a GL-model are typically the elements
of the so-called system state vector — a Boolean
vector whose components correspond to the states of
individual processors in the system: a value of 1
indicates an operational state, whereas a value of 0
corresponds to a failure. If the corresponding edge
function evaluates to zero, the associated edge is
removed from the graph. Graph connectivity, in turn,
is interpreted as the system state: a connected graph
corresponds to an operational system state, whereas
a disconnected graph corresponds to a failed state.

Existing methods for constructing GL-models
are generally oriented toward so-called basic
systems, which are tolerant to the failure of no more
than a specified number of arbitrary processors. A
basic system and its corresponding basic GL-model,
consisting of n processors and tolerant to the failure
of no more than m of them, are denoted as K(n, m).
The methods described in [18], [19] make it possible
to construct GL-models of basic fault-tolerant
multiprocessor systems that are based on cycle
graphs, which to some extent simplifies the analysis
of their connectivity. At the same time, it should be
noted that for basic systems, the failure behavior can
in many cases be determined relatively easily even
without the use of a formalized model.

However, real-world systems, including fault-
tolerant multiprocessor control systems, are often
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non-basic. Such systems include,
consecutive-k-out-of-n  systems [13],
[22], [23], [24] consecutive-k-out-of-r-from-n
systems [24], [25], m-consecutive-k-out-of-n
systems [27], [28], [29], consecutive-k-within-m-
out-of-n systems [30], [31], consecutive-k.-out-of-n
systems [29], [32], consecutive-k,-out-of-n, systems
[33], consecutive-(k, [)-out-of-n systems [34], m-
consecutive-k,l-out-of-n systems [35], [36], (7, s)-
out-of-(m, n) systems [32], [37], [38], [39] (n, f, k)
systems [24], [40], [41], (n, f, k) systems [41], [42],
as well as a number of hierarchical systems [43]. All
the systems listed above do not belong to the class of
basic systems. Moreover, in practical applications,
fault-tolerant multiprocessor systems may be
characterized by even more complex operability
conditions than those considered above.

The construction of GL-models for non-basic
systems can be performed by modifying basic
models. Such modifications may be carried out
either by changing the structure of the model graph
(for example, by introducing additional edges) or by
transforming the expressions of the edge functions.
However, in certain cases, these modifications prove
to be excessively complex, since the system
behavior differs substantially from that of a basic
system. In particular, under some combinations of
operational and failed processors, the system may
operate according to one scenario, whereas under
other combinations it may follow a different one.

In such situations, it is reasonable to combine
several simpler models within a single GL-model,
where these simpler models can be constructed using
known methods and correspond to different
operating conditions of the system. For example, in
[44], a method for combining basic GL-models
based on cycle graphs is proposed.

On the other hand, a complex system
operability condition may be represented as a set of
several simpler conditions that must be satisfied
simultaneously. In this case, a separate GL-model
can be constructed for each such condition. In [45], a
method is proposed for constructing a GL-model of
the corresponding fault-tolerant multiprocessor
system by combining such auxiliary GL-models
built for each operability condition of the system.

It should also be noted that a direct analysis of
Boolean system state vectors is applicable not only
to basic systems; however, in practice it is generally
feasible only for systems of very small
dimensionality, since the number of possible states
grows exponentially with the number of
components. Moreover, such an approach does not

in particular,
[20], [21],

provide a structured representation of system
behavior and does not allow reuse or combination of
partial results obtained for different operating
conditions. In contrast, an approach based on GL-
models represents system behavior in a compact and
structured form by means of graphs with edge
functions, where system operability is reduced to a
graph connectivity problem. This enables the use of
well-established graph-theoretic techniques,
supports modular construction and combination of
models, and simplifies both analysis and further
model transformations.

PROBLEM STATEMENT

The method described in [44] enables the
construction of GL-models for non-basic systems
that, depending on specified conditions, are tolerant
to the failure of different numbers of processors. In
this sense, under different conditions, the system can
be regarded as operating in a manner analogous to a
corresponding conditional basic system. In the
general case, such conditional systems may be
arbitrary, that is, they do not necessarily belong to
the class of basic systems. It is easy to see that the
approach described in [44] can be extended to the
case of arbitrary conditional systems, provided that
the corresponding auxiliary GL-models are based on
cycle graphs, for example, if they are obtained from
basic models solely by modifying the expressions of
the edge functions.

However, in a number of cases, GL-models of
non-basic fault-tolerant multiprocessor systems must
be based on graphs other than cycle graphs. In
particular, situations in which modifying a basic
model solely by transforming edge functions proves
to be inefficient and leads to a significant increase in
the complexity of the corresponding expressions
require the use of more general graph structures.
This observation also applies to auxiliary GL-
models constructed to describe the aforementioned
conditional systems. In such cases, the application of
the method proposed in [44] becomes infeasible.

Thus, the problem of developing a generalized
method for constructing GL-models of non-basic
systems by combining multiple auxiliary models,
which imposes no constraints on the structure of the
graphs underlying these models, is highly relevant.

RESEARCH AIM AND OBJECTIVES

The objective of this work is to develop a
method for constructing GL-models of complex
non-basic fault-tolerant multiprocessor systems
whose failure behavior, under a set of simple
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conditions determined by combinations of processor
states, can be described as the behavior of simpler
systems (not necessarily basic ones). For each such
system, the corresponding auxiliary GL-models with
arbitrary graph structures can be constructed using
known methods. It is assumed that each condition is
associated with a Boolean expression that evaluates
to 1 when the condition is satisfied and to O
otherwise. It is also assumed that exactly one of the
specified conditions holds at any given time, and,
accordingly, the failure behavior of the fault-tolerant
multiprocessor system is described by the
corresponding auxiliary GL-model.

To achieve the stated objective, the following
tasks are formulated in this work:

1) to develop a method for constructing GL-
models of non-basic fault-tolerant multiprocessor
systems by combining auxiliary GL-models of a
general form using Boolean expressions of the
corresponding conditions;

2) to develop an algorithm for constructing
such GL-models based on the proposed method;

3) to perform experimental verification of the
correctness of the GL-models constructed using the
proposed method.

METHOD FOR CONSTRUCTING A
GL-MODEL OF ANON-BASIC FTMS

Consider a fault-tolerant multiprocessor system
whose failure behavior depends on the fulfillment of
certain conditions Cy, C,, ..., Cx, with exactly one of
these conditions holding at any given time. When
condition C; is satisfied, the system operates in a
manner analogous to a certain conditional fault-
tolerant multiprocessor system, which is associated
with an auxiliary GL-model M;, i = 1,2,...,K. The
conditions Cj,C,, ..., Cx depend exclusively on the
states of the system processors, and Boolean
expressions  ¢;(v),c,(v),...,ck(v)  can  be
constructed for them such that ¢;(v) =1 for all
system state vectors v corresponding to the
fulfillment of condition C;, and ¢;(v) =0 for all
other state vectors.

Note that, to construct a GL-model of the
considered fault-tolerant multiprocessor system, it is
sufficient to construct a model that, under condition
C;, reproduces the behavior of the auxiliary GL-
model M; foralli = 1,2, ..., K.

Let us modify the edge functions of the
auxiliary GL-models M;, M,, ..., Mk according to the
formula

fi=flava=fiva, (1)

where i denotes the index of the auxiliary GL-
model, j denotes the index of the edge function
within the model, £ is the j-th edge function of the
i-th auxiliary model, and fji is the corresponding
modified edge function. The GL-models obtained as
a result of this modification will hereafter be
referred to as modified auxiliary models and denoted
by #,, i, ..., M.

Consider the modified auxiliary GL-model M;.
If condition C; is satisfied, then ¢; =1 and ¢; = 0,
and consequently £ = f for all values of j. Thus,

the modified auxiliary model M; reproduces the
behavior of the auxiliary GL-model M;.

If, on the other hand, condition C; is not
satisfied, then ¢; = 0 and ¢; = 1, and consequently
f{ =1 for all j. In this case, the model #; does not
lose any edges and remains connected. It is assumed
that each auxiliary GL-model is based on an initially
connected graph whose connectivity may be violated
only as a result of edge removal according to the
values of the edge functions, since otherwise such a
model would a priori correspond to a failed system
state, which would be incorrect given its intended
purpose.

Let us combine the graphs of the modified
auxiliary GL-models M,, M,, ..., My according to the
method described in [45]. In accordance with this
method, one arbitrary vertex is selected from each
graph in a pair of such model graphs, after which
these vertices are merged into a single common
vertex. As a result of this merging, a unified graph is
formed. The merging procedure is repeated until all
models are combined into a single GL-model M. As
shown in [45], the graph of model M is connected if
and only if the graphs of all models M,, M,, ..., M
are connected for the given system state vector.

As shown above, when an arbitrary condition C;
is satisfied, the graphs of all modified auxiliary
models 1\7Ij for which i+ j remain connected,

whereas the model M; reproduces the behavior of
the auxiliary GL-model M;. It follows that, under
condition C;, the combined GL-model M also
reproduces the behavior of model M;.

Indeed, if for a certain system state vector under
which condition C; is satisfied the graph of model
M; is connected, then, accordingly, the graph of
model M; is also connected. In this case, the graphs
of all models M, M,,.., M, are connected, and
therefore, according to the properties of the model-
combination operation described in [45], the graph
of the combined model M is connected as well.
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If, on the other hand, for this system state
vector the graph of model M; is disconnected, then
the graph of model M;, also becomes disconnected,
as a result of which the graph of the combined
model M likewise loses connectivity.

Thus, under condition C;, the combined GL-
model M reproduces the behavior of the auxiliary
model M; for all i = 1,2, ..., K. Therefore, model M
correctly describes the failure behavior of the
considered fault-tolerant multiprocessor system.

ALGORITHM FOR CONSTRUCTING A
GL-MODEL OF ANON-BASIC FTMS

Based on the method proposed above, the
following algorithm can be formulated for
constructing a GL-model of a non-basic fault-
tolerant multiprocessor system.

1. Construct Boolean expressions cj, ¢y, ..., Ck
corresponding to the conditions Cy, Cs, ..., Ck.
2. Construct auxiliary GL-models

My, M,, ..., My that describe the failure behavior of
the conditional fault-tolerant multiprocessor systems
corresponding  to  conditions  Cy,Cs, ..., Ck,
respectively.

3. Modify the edge functions of the GL-models
M, M,, ...,Mg according to (1), obtaining the
modified auxiliary GL-models M,, M,, ..., M.

4. Combine the modified auxiliary GL-models
M, M,, ..., My according to the method described in
[45].

5. The GL-model M obtained as a result of the
previous steps describes the failure behavior of the
original fault-tolerant multiprocessor system.

EXAMPLES AND EXPERIMENTAL RESULTS

Example 1. As an example, let us construct a
GL-model of a fault-tolerant multiprocessor system
consisting of eight processors that is tolerant to any
failures of multiplicity not exceeding two, as well as
to a set of failures of multiplicity three, which is
described by the following set of system state

vectors: B =4{00111011, 00111101, 01010111,
01011101, 01011110, 01100111, 01101110,
01111010, 01111100, 10011011, 10011101,
10101011, 10110110, 10111010, 10111100,
11000111, 11001011, 11001101, 11001110,

11011001, 11011100, 11100110}.

First, using the approach described in [19], we
construct the basic GL-model Ki(2, 8), which is
based on a cycle graph with seven vertices (a1, oo,
os, aa, as, as, o7) and seven edges (Fig. 1), and has
the following edge functions:

fi = 2x1Vxy;

fa = %1%, V X3%y;

f3 =x3Vxy;

fa = X1X2X3X4 V X5X6X7Xg;
fo = X5V x;

fo = Xs5X6 V X7Xg;

f+ =x;Vxg.

as

J’.J ay

Fig. 1. GL-model K1(2, 8) from Example 1

Source: compiled by the authors

Next, we modify this model by introducing two
internal edges, aios and aqoa, associated with the
edge functions fg and fg, respectively, where

fsi = X1X3X6X7;

fi = xoxexy o
The model obtained as a result of this modification
(Fig. 2) will hereafter be denoted as M.

aq

f fil

fbl

Ag

as

o,

fi
Fig. 2. GL-model M; from Example 1

Source: compiled by the authors

As a result of this modification, the behavior of
the obtained model differs from that of the basic
model Ki(2, 8) on the following eight system state
vectors with three zero components: B; =
{01010111, 01011110, 01100111, 01101110,
10110110, 11000111, 11001110, 11100110}. For this
set of wvectors, model M; corresponds to an
operational system state, whereas the basic model K;
interprets the same vectors as a nhon-operational
state.

Let us also construct the basic GL-model
K2(2, 8) according to the method described in [18].
This model is based on a cycle graph with eight

vertices (81, B2, B3, Pa, Ps, Bs, P, Ps) and eight edges
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(Fig. 3), which are associated with the following
edge functions:

ff = X1V XpX3%4;

f7 = X3 V X3X4Xs;

f = %3V x4Xs%6;

[ = X4V X5X6X7;

f& = x5V X6X7Xg;

fé = x6 V x7x5%1;

f7 = X7 V XgX1X3;

f§ = xg V x122%3.

B4 f'z B2

Be f2  Ps
Fig. 3. GL-model K (2, 8) from Example 1
Source: compiled by the authors
Next, we modify this model by introducing two
internal edges, Bsfs and pafs, associated with the
edge functions f& and f7%, respectively, where

f92 = X3Xs;
f120 = X1Xs5Xg. ) )
The GL-model obtained as a result of this

modification (Fig. 4) will hereafter be denoted as
M.

Bs fE Bs

Fig. 4. GL-model M, from Example 1

Source: compiled by the authors

This modification results in the behavior of
model M differing from that of the basic model
K2(2, 8) on the following set of fourteen system state

vectors with three Zero components:
B, ={00111011, 00111101, 01011101, 01111010,
01111100, 10011011, 10011101, 10101011,
10111010, 10111100, 11001011, 11001101,

11011001, 11011100}. As in the previous case, for

this set of vectors, model M, corresponds to an
operational system state, whereas the basic model K5
interprets the same vectors as a non-operational
state.

Note that B = B; U B,. In addition, all vectors
from set B: have unit values in the sixth and seventh
components, whereas for all vectors from set B, at
least one of the sixth or seventh components is equal
to zero. Therefore, under the condition of
simultaneous operability of the sixth and seventh
processors, which corresponds to the Boolean
expression c¢; = x¢x,, the failure behavior of the
system can be described using the GL-model M. In
all other cases, which correspond to the Boolean
expression ¢, = C; = XgX7; = Xg V X7, the system
behavior is described using the GL-model M,.

Now let us apply the method proposed in this
paper to construct a GL-model of the considered
fault-tolerant multiprocessor system. To this end, we
construct the modified auxiliary models M, and M,.
The edge functions of the modified auxiliary model
M, are as follows:

fl=flVveé =xVx, VgV iy,

f2 =2 V& = x1x VX3X, V X V Xr

fi=fVE =x3Va, VIV Xy,

ft = flV e = x1x3x3%4 V X5XgX7Xg V X V

VX7 = X1X3X3X4 V X5Xg V Xg V X7;

fl=flveé,=xgVagVxgVE, =1;

fé =fé Vi =x5x6V X7Xg V X6 V X7 =

= Xs VixgV XV X7;

fi=fi Ve =x,VXg VX6V T =1,

fo = fo V& = x1x3x6%7 VX V X7 =

= X1X3 V Xg V X7;

fo = fo V& = xpx6X7 V X VX7 =

=X, VXgV X7.

Similarly, the edge functions of the modified
auxiliary model M, are as follows:

ff = fE V& =X Vxoxsxs V XeX7;

f7 = f7 V& =XV X3X4Xs5 V XeX7;

f3 = f§ V& = X3V x4X5X6 V XXy =

= X3 V xg(X4Xs5 V X7);

ff = f2 V= x4V x5X6X7 V XXy =

= X4 V XgX7;

f& = fE V&= X5V xX7X5 V XXy =

= X5 V X¢X7;

fé = fE VT = X6V x7XgX1 V X6X7 =

= X¢ V X7XgXq;

f7 = f7 V& =XV xgx1%, V XX7 =

= X7V XgX1Xp;

f& =fa V& =XV x1X2X3 V XgX7;

f& = f§ V€ = X4Xs V XX7;
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flo = flo V & = x1X5Xg V X7

Next, we combine the modified auxiliary
models M; and M, using the method described in
[45]. In particular, as an illustrative example, we
merge vertices az and fs of the graphs of these
models; note that the choice of vertices does not
affect the correctness of the method. The resulting
model M is shown in Fig. 5.

Be f2  Bs

Fig. 5. GL-model M from Example 1

Source: compiled by the authors

Experimental studies of the constructed GL-
model show that it corresponds to an operational
system state for all state vectors with no more than
two zero components, as well as for all vectors from
set B. For all other vectors, the graph of model M
loses connectivity, which is interpreted as a non-
operational system state. Thus, model M correctly
represents the failure behavior of the considered
fault-tolerant multiprocessor system.

Note also that the edge functions f& and £ of
model M, are identically equal to one. Consequently,
the corresponding edges are permanently present in
the graph of this model. This makes it possible to
further simplify model M; by merging the vertices
connected by these edges, namely, the pairs of
vertices as and as, as well as a7 and az. As a result of
this simplification, the model M, shown in Fig. 6, is
obtained.

Fig. 6. GL-model M from Example 1

Source: compiled by the authors

In addition, model M; contains two parallel
edges between vertices a1 and as, which are
associated with the edge functions £ and fg. It can
be shown that such a pair of edges is equivalent to a
single edge with the edge function

o=V =xsVxgVieVx,VaxsV

VXgVX;=x1X3VX5VXgVXgVXy
The model M;' obtained as a result of this
transformation is shown in Fig. 7.

a4

Fig. 7. GL-model M} from Example 1

Source: compiled by the authors

Next, we combine models M; and M, by
selecting vertices a2 and f; for merging. The
resulting GL-model M’ (Fig. 8) correctly represents
the failure behavior of the considered fault-tolerant
multiprocessor  system, as  confirmed by
experimental studies.

Example 2. Let us also consider the system
presented as an example in [44]. It consists of nine
processors and is characterized by the following
fault-tolerance properties. The system is tolerant to
the failure of any three processors provided that
processors 1 and 2 are simultaneously operational,
or that processor 5 is operational. In addition, it is
tolerant to the failure of any four processors
provided that processors 4, 5 and 7 are
simultaneously operational. In the general case, the
system is 2-fault-tolerant.

B S B

. i o s

ay fil as

Fig. 8. GL-model M’ from Example 1

Source: compiled by the authors
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For the considered fault-tolerant multiprocessor
system, three auxiliary models Ki(3,9), Kz(4,9),
and Ks(2, 9) were constructed in [44]. These models
are based on cycle graphs with seven, six, and eight
edges, respectively. For brevity, the expressions of
the edge functions of these models are not presented
in this paper. Hereafter, these models will be used as
auxiliary GL-models My, M2, and Mg, respectively..

Also in [44], a procedure for orthogonalizing
the Boolean expressions of the conditions was
performed, which ensures that for any system state
vector exactly one of the corresponding expressions
evaluates to one. These expressions can be directly
used in the present work, yielding:

€1 = X1Xp X5 V x5 (X4 V X7);

C2 = XaX5X7;

c3 = X5 (X, V Xy).

Note that in [44] these orthogonalized
expressions were denoted by s, Sz, and ss, whereas
the symbols c;, ¢z, and cs were used to denote the
corresponding conditional Boolean expressions prior
to the application of the orthogonalization
procedure.

We also derive the complementary expressions
¢y, €y, and c3, which will be used in forming the
edge-function expressions of the modified auxiliary
GL-models:

€1 = X1X, %5 V x5(X4 V X7) = X1X2X5 A

Ax5(XsVX7) = (X1 VX3V x5) (X5 V X4%7);

Cp = X4X5X7 = X4 V X5 V X7,

C3 = X5(X; VXy) = X5 V X1 Xs5.

Next, based on the edge-function expressions
fji of models Ki, K3, and K presented in [44], and

using transformation (1), we derive the edge-
function expressions of the modified auxiliary GL-
models.

As a result of the described transformations, the
modified auxiliary GL-model M, is defined by a
graph with seven vertices (a1, o2, as, aa, os, as, 07),
seven edges (Fig.9), and the following edge
functions:

A=flve =xVx,VxV

V(% VX, Vxs5)(Xs V x4X7);

= Ve = (e V) (ex, Vag) Viaxs v

V(% VX, Vxs5)(Xs V x4X7);

r=flVve =x%,03 VX, VxgV

V(X VX Vxs) (X5 V x4x7);

fit = fivér = (o V) (e, V) A

A (eyx%3 V xa2x5) (X4 V X5) V XgX7XgXg V

V(% VX, V x5) (X5 V X4X7);

fo = [V 6 = 22,232, %5 V (X6 V X7) A

A (xgx; V XgXg) (g V X)) V (X1 VX, V X5) A

A (X5 V x4%7);

fl=flve, =x4Vx,VixgxeV
V(X VX, Vixs)(Xs V x,x,);
fr=frVe =xx,Vag VgV
V (% Vi, Vxg)(Xs V x,x7).

asg

oo
Fig. 9. GL-model M, from Example 2

Source: compiled by the authors

The modified auxiliary model M, is based on a
graph with six vertices (51, f2, S, fa, Bs, fs) and six
edges (Fig. 10), and has the following edge
functions:

fE=fEVE,=x VX,V X3V XX V

VIV X VE, =1

fF=fVE = (V) (X, Vag) VX, Vg V

VEV X VE, =1

fE=fVE =0V, Vi) A

A (e V) (626, V X3) V X4X5) A

AQepxx3V Xy VXs) V XgXyXgXo V Xy VXg VX7 =

= (; V 2, V 23) (0t V 2) (6., V 23) V X4 x5) A

A (e xx3V Xy VX)) V XgXgXo V Xy V X V Xp;

fE =2V e = (V) (X, Vag) A

A (epxx3 V xgxs) (g Vxs) V (g V) A

A (xgx; V xgxg)(Xg V Xg) VX,V Xs V Xy;

f& = f2V & = x1x03%,%5 V

V (xg VX7V xgxg)(Xgxy; Vxg Vixg) V

VX,V X5V Xy =X1X%3V (Xg VX7V XgXg) A

A(xgx; VxgVxg) VX, VXsVXy;

fE=f2VE, =xVX,VXgVxgVX,VEs VX, =
=1

B i B

Ps f2 Ba

Fig. 10. GL-model M, from Example 2

Source: compiled by the authors

Similarly, the modified auxiliary GL-model M
is based on a graph with eight vertices (y1, y2, 3, ya,
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Bs

f:lz Ba

Fig. 12. GL-model M from Example 2

Source: compiled by the authors

s, ¥6, ¥7, y8) and eight edges (Fig. 11), and has the
following edge functions:
f13 =ﬂ3 VE3 = xlvxZ Vxvale =
= x1 sz sz;
f23 =f‘23 VE3 = X1Xy VX3 VXS Vxle =
= xle VX3 sz;
2 =f3 VT =x1%,03 VXuXs VX5V Xy, =
= xle sz;
fE=fEVi=x,VxsVxsVxx, =
= X4 sz Vxlxz;
fS$ = f$V G = x1x5X34%5 V X627 25X V X5 V
\% xlxz = xlxz \ xs \ x6x7x8x9;
f~63 =fé3 VE3 = x6Vx7 szvxlxz;
f~73 = f73 \Y 53 = x6x7 Vx8x9 sz Vxlxz;
f83 =f:33 VE3 = xSVx9Vx5Vx1x2.

Y1 fl:{ Y2

Yo 3 Vs
Fig. 11. GL-model M5 from Example 2

Source: compiled by the authors

Let us combine the modified auxiliary GL-
models M;, M,, and M; according to the method
described in [45] by merging the arbitrarily selected
pairs of vertices as and fs, as well as f3 and y7. The
GL-model obtained as a result of this combination is
shown in Fig. 12. Experimental studies show that the
behavior of this model coincides with that of the
model constructed in [44]; therefore, it correctly
represents the failure behavior of the considered
fault-tolerant multiprocessor system.

As in the previous case, the modified auxiliary
GL-model M, contains a number of edges that are

permanently present in the graph, since the
corresponding edge functions are identically equal to
one. Accordingly, such edges can be removed from
the GL-model, and the vertices incident to them can
be merged. As a result of this transformation, four
vertices — f1, 2, S5, and fs — are merged into a single
vertex. Thus, the model M, is obtained, which is
based on a cycle graph with three edges (Fig. 13).

By

Fig. 13. GL-model M), from Example 2

Source: compiled by the authors

By combining models M,;, M;, and M5 using
the method described in [45] by merging the
arbitrarily selected pairs of vertices a, and Ss, as
well as B4 and ys, we obtain the GL-model M’
(Fig. 14), which, similarly to the previous case,
correctly represents the failure behavior of the
considered fault-tolerant multiprocessor system, as
confirmed by experimental studies.

DISCUSSION OF RESULTS

GL-models constructed using the method
proposed in this paper correctly represent the failure
behavior of fault-tolerant multiprocessor systems.
This is confirmed by the results of experimental
verification performed both for the models presented
in the paper and for a number of additional models
constructed using the proposed method. In
particular, the models were tested on various system
state vectors; for systems of small dimensionality
(with the number of processors not exceeding 20),
all possible state vectors were examined. The
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Fig. 14. GL-model M’ from Example 2

Source: compiled by the authors

obtained results were compared with the expected
states of the corresponding systems, which made it
possible to confirm the correctness of the
constructed models.

It should be noted that the method proposed in
this paper leads to the construction of relatively
complex GL-models which, as a rule, are based on
graphs that do not belong to the class of cycle
graphs. This somewhat complicates the procedure
for determining graph connectivity, since in this case
it is not possible to restrict the analysis to a simple
counting of the number of edges removed from the
graph, as is typical for basic models. However, as
shown in [45], the procedure for assessing the
connectivity of a GL-model graph usually does not
result in a significant increase in the overall
computational complexity.

Moreover, it is assumed that the original GL-
models used as auxiliary models for constructing the
GL-model of the entire fault-tolerant multiprocessor
system may themselves be based on graphs other
than cycle graphs, which, in particular, removes the
constraints imposed by the method described in [44].
Therefore, the fact that the graphs of the resulting
models do not belong to the class of cycle graphs
does not, in many cases, lead to additional
difficulties associated with the procedure for
assessing GL-model graph connectivity.

A comparison of the complexity of the edge-
function expressions of GL-models constructed
using the proposed method with those obtained by
existing approaches shows that the models built by
the proposed method are characterized by
significantly simpler edge-function expressions. In
this comparison, existing methods for constructing
non-basic GL-models were represented by
approaches based on adding the corresponding unit

and zero constituents to the
expressions of a given basic model.
The results of the comparison of the complexity
of the edge-function expressions of GL-models M
and M’ for Example 1 are presented in Table 1. The
corresponding results for models M and M’ from
Example 2 are given in Table 2. In addition, Table 2
includes a comparison with the GL-model
constructed using the method described in [44].

edge-function

Table 1. Number of logical operations in the edge-
function expressions of the GL-models for

Example 1
Model Disj. | Conj.| Inv. | Binary | Total
ops. ops.
M 33 29 14 62 76
M’ 32 29 12 61 73
Modified
K(2, 8) 29 | 164 | 66 193 259
Modified
K(3. 8) 254 | 52 | 170 306 476

Source: compiled by the authors

Since the system in Example 1 is tolerant to
certain subsets of failures of multiplicity 2 and 3, the
basic GL-models K(2, 8) and K(3, 8) were selected
as initial models for further modification. Similarly,
the system in Example2 is characterized by
tolerance to certain subsets of failures of multiplicity
2, 3, and 4, therefore, the basic models K(2, 9),
K(3, 9), and K(4, 9) were used.

The obtained results indicate that the method
proposed in this paper indeed enables the
construction of simpler models of non-basic fault-
tolerant multiprocessor systems, at least in terms of
the complexity of the edge-function expressions.
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Table 2. Number of logical operations in the edge-
function expressions of the GL-models for

Example 2

Model Disj. [Conj. | Inv. | Binary | Total

ops. ops.

M 96 76 30 172 202

M’ 96 76 30 172 202
Proposed

in [44] 99 | 138 | 48 237 285
Modified

K(2, 9) 109 | 821 | 333 930 | 1263
Modified

K(3, 9) 139 | 158 | 138 297 435
Modified

K(4. 9) 1127 | 168 | 711 | 1295 | 2006

Source: compiled by the authors

It is also worth noting that the evaluation of the
edge-function expressions of GL-models can be
performed in parallel. In this case, the determining
factor is not the total number of logical operations
across all edge-function expressions of the model,
but the maximum number of logical operations
among individual edge functions. Table 3 presents
the maximum number of logical operations among
the edge-function expressions of models M and M’
from Example 2, as well as of the corresponding
GL-model constructed using the method described
in [44]. As can be seen from the presented results,
although models M and M’ contain a larger number
of edge functions compared to the model obtained
by the method of [44], their maximum complexity is
lower, which, under parallel evaluation of edge-
function values, makes it possible to reduce the
overall computation time.

Table 3. Maximum number of logical operations
in the edge-function expressions of the
GL-models from Example 2

Model No. of edge |Binary| Total
functions ops. ops.
M 21 22 25
M’ 18 22 25
Proposed
in [44] 8 49 55

Source: compiled by the authors

It should be noted that the actual computation
time depends on the specific implementation and

hardware platform. However, in the general case, the
computation time is largely determined by the
number of logical operations required to evaluate the
edge-function  expressions, which allows the
complexity measures reported in the tables to be
used as an implementation-independent indicator of
computational efficiency.

CONCLUSIONS

The paper proposes a method for constructing
GL-models of the failure behavior of a special class
of non-basic fault-tolerant multiprocessor systems.
The considered systems are those whose behavior,
under the fulfillment of certain conditions specified
by the corresponding Boolean expressions, can be
described using simpler auxiliary GL-models
constructed by known methods. At the same time, no
constraints are imposed on these auxiliary models, in
particular with respect to the structure of their
graphs.

The application of existing methods for
constructing GL-models for systems of this type
often results in excessively complex models, which,
in particular, are characterized by a high complexity
of edge-function expressions. Other approaches
impose constraints on auxiliary models by requiring
them to be constructed exclusively on cycle graphs,
which significantly complicates the application of
such methods to systems with complex failure
behavior. In contrast, GL-models constructed using
the proposed methods are characterized by simpler
edge-function expressions. In particular, their
complexity is at least several times lower compared
to models obtained by blocking the corresponding
system state vectors through the addition of zero and
unit constituents to the edge-function expressions of
basic models.

The presented examples demonstrate the
applicability of the proposed method for
constructing GL-models to systems of various types.
Experimental studies confirm the adequacy of the
constructed models in representing the failure
behavior of the corresponding systems.

It is also shown that the GL-models obtained
using the proposed method, in certain cases, admit
further simplification, in particular by eliminating
edges that are permanently present in the graph due
to the corresponding edge functions being
identically equal to one.

It is worth noting that the examples considered
in this paper were intentionally chosen to be of
moderate size in order to allow clear illustration and
experimental verification of the proposed method.
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While for such systems a direct analysis of system conditions are typically much higher, making direct
state vectors may still be applicable in principle, it  state-space analysis impractical due to combinatorial
already lacks structural flexibility. In real-world explosion. In such cases, the advantages of the
fault-tolerant multiprocessor systems, the number of  proposed graph-based approach become particularly
components and the complexity of operability significant.
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AHOTANIA

VY pobGorti 3amponoHoBaHo Merton noOymoBn GL-monenell NOBENIHKM B TIOTOIl BiIMOB HEOA30BHX BIAMOBOCTIHKHX
6ararornpouecopHUX CHCTEM CIEI[ialbHOro THIMY. PO3IISIAEThCS KIIAC CHCTEM, MOBEiHKA SKHX Y ITIOTOII BiJIMOB BH3HAYAETHCS
BUKOHAHHSIM OJHi€l 3 KUIBKOX YMOB, IIO 3aiekaTh BiJl KOMOIHAIliil CTaHIiB MPOIECOpiB 1 3aJar0ThCs BiIIOBIIHUMH OyIeBUMHU
BUpa3aMHU. 3a BUKOHAHHs KOXKHOI 3 TaKMX YMOB IOBEJiHKa CUCTEMH B IIOTOLI BiIMOB MOXe OyTH OMMCaHa 3a JIOIIOMOIOI0 OKPEeMOol
JOTIOMIXKHOT Mozelti, moOy1oBaHOI BiIOMUMH MeTofaMu. MeToro poboTH € CTBOPEHHS y3arallbHEHOr0 METOHy MoOYIOoBH MozeneH
TaKUX HEOA30BHUX CHCTEM ILIAXOM KOMOIHYBAaHHS KiJIBKOX JIOIIOMIDKHHUX MOJEJIeH JOBIIBHOrO BUIY B €IMHY MOJEIb, SIKa KOPEKTHO
BifJoOpaka€ MOBEIIHKY CHCTEMH B IOTOLI BiZMOB. 3ampoOIIOHOBAaHHMH METOJ IPYHTYEThCs Ha Moaudikauii peGepHuUX (QyHKUIN
JOMOMDKHHUX MOJIeNeil 13 BUKOPHCTaHHAM OylIeBHX BHpa3iB BiJIOBIJHUX YMOB, IICIsl 4Oro MoAM(iKOBaHI Momeni 00’€THYIOThCS
LIJISIXOM 3JIUTTS JIOBUIBHO oOpaHuX BepmmH iX rpadis. [lokazaHo, 1o oTpumaHa B pe3ylbTaTi MOIENb BiITBOPIOE IMOBEAIHKY
BiJITIOBiTHOI JIOTTOMI>KHOT MOJIeIi 32 BUKOHAHHS KOXKHOI 3 YMOB i, TAKMM YHHOM, KOPEKTHO OITUCYE MOBEAIHKY BUXIJHOI CHCTEMH B
noToui BiaMoB. HaykoBa HOBHM3HA pOOOTH MONSATaEe B 3alpONOHOBAHOMY CHOCOOI KOMOiIHYBaHHS JOMOMIDKHUX MOJEJIeH 3arajbHOro
BUIISTY, SIKMH HE HakjIagae oOMeXeHb Ha CTPYKTYpY iXx rpadiB i, Ha BiqMiHy BiJ BiIOMHX IiJXOAiB, HE BHMarae, Mmoo Iji Mopeni
OazyBanmucsi Ha rpadax-uukinax. Lle mo3Bosiste  OymyBath Momeni  JUisl  IIMPOKOTO Kijacy He0a30BUX — BiJMOBOCTIMKHX
0ararornpoLecopHuX CHCTEM 31 CKIaJHUMU yMoBaMu poboro3naTHocTi. [IpoBeneHO MOPIBHAIBHHMI aHANi3 CKIATHOCTI BHpPa3iB
pebepHux QYHKIIH y MOIeNsix, moOyJ0BAaHUX 3aIPOIIOHOBAHUM METOIIOM, 1 MOJEIISIX, OTPUMAaHKX 3a JIOMOMOIOK0 ICHYIOUHX Ii/IXO/IB,
Ha psigi XapakTepHHX MPUKIAAIB, IO JO3BOJWIO BHSBUTH iCTOTHE 3MEHILIEHHS CKJIAJHOCTI TaKuX BHpa3iB. OKpPEeMO pO3IIISHYTO
BHUIIAJIOK MapaJie)IbHOr0 OOYKCIICHHS 3Ha4eHb peOepHuX (QyHKIIH i OKa3aHO 3MEHIICHHs MAKCHUMaJIbHOI CKJIaJHOCTI iX BUpAa3iB, IO €
Ba)YKITMBUM JJIsl CKOPOUCHHS 4acy po3paxyHkiB. [IpakTHuHa [iHHICTh POOOTH MOJISIra€ B MOXKIIMBOCTI 3aCTOCYBAHHSI 3alIPOIIOHOBAHOT'O
METOAy Ul MOOYIOBM MOIeNel CKIagHUX He0a30BHX BIJMOBOCTIMKMX 0araTolnpoLECOPHUX CHUCTEM, a TaKoK Yy 3MEHIICHHI
CKJIQJIHOCTI aHaji3y iX moBeAiHKM B TOTOLi BigMoB. HaBeneni mNpuKiIagu Ta pe3ydbTaTH EKCIEPHUMEHTAIBHUX JOCHIHKEHb
MiATBEPUKYIOTh KOPEKTHICTh MOOYIOBAaHUX MOJEJCH 1 IeMOHCTPYIOTh MOXUIUBICTD 1X MOAANBIIOrO CHPOIICHHS LUULIXOM YCYHEHHS
pebep i3 TOTOKHO OAMHUYHUMHU peOepHUMH (GYHKIISIMU. 3alpoOMOHOBAaHMI MiAXiJ Moke OyTM BHKOPHCTAHHWI IiJ Yac aHai3y Ta
MPOEKTYBAHHS CHCTEM KepyBaHHS KPUTHYHOIO 3aCTOCYBaHHS, a TAKOXK Yy 3a/la4aX aBTOMATH30BAaHOI OL[IHKH HaJiHHOCTI HeOa30BHX
Bi/JMOBOCTIHKHX 0ararorporeCOpHUX CHCTEM i3 BEIUKOIO KITbKICTIO KOMIIOHEHTIB.

Kniouosi cnosa: BimmoBocriiiki OararomnponecopHi cucremu; GL-mozerni; He0a30Bi CHCTEMH; CHCTEMH KEepPyBaHHS; OLIHKa
HaHOCTI; CTATHUCTUYHI €KCIIEPUMEHTH
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