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ABSTRACT

The article is devoted to methods of constructing graph-logical models of fault-tolerant multiprocessor systems. In particular,
systems of the type (n, f, k), linear consecutive-k-out-of-n and circular consecutive-k-out-of-n are considered, which are
characterized by the failure of the system when a certain number of consecutive processors fail. Graph-logical models can be used to
estimate the reliability parameters of fault-tolerant multiprocessor systems by conducting statistical experiments with models of their
behavior in the failure flow. The graph-logical models under construction are based on the basic models with a minimum of lost
edges. It is determined that to build a graph-logical model of systems of this type, it is sufficient to calculate the maximum possible
number of failed processors at which the system remains in operation. A graph-logical model of a basic system that can handle this
number of failures is built, without taking into account the sequence of these failures. The next step is to identify all possible
consecutive failures that cause the system to fail. Then, the base model is modified in such a way as to reflect the failure of the
system when consecutive failures occur. This means weakening the base model on the previously determined vectors. The proposed
methods of model construction can be used both for linear and circular consecutive-k-out-of-n systems and for (n, f, k) systems. A
minor difference will be in the calculation of some parameters. The paper describes the calculation of such parameters as the
maximum allowable number of failures at which the system remains in an operational state, as well as the calculation of the number
of all combinations of consecutive failures at which the system fails. Experiments have been conducted to confirm the model's
compliance with the system's behavior in the failure flow. Examples are given to demonstrate the process of building graph-logical
models for linear consecutive-k-out-of-n, circular consecutive-k-out-of-n and (n, f, k) systems using the proposed methods.
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INTRODUCTION financial and material losses, or even fatal
consequences.

Therefore, fault-tolerant multiprocessor systems
(FTMS) are used to build control systems. These
systems consist of a large number of processors and
processors fail. Since fault tolerance is a critically
important feature of such systems, much attention is

Modern automated control systems (CS) [1, 2]
allow reducing human involvement in the control
process. Such systems reduce the impact of the
human factor and relieve the operator from routine
activities, and in some cases, perform tasks with high
?Srﬂzﬁzgfar}?; unC;bTepI(tac))(ltgolveth?r: thzugﬂ: tir?\E paid to cal_culating their reliability and safety during
Typically, CS of complex objects are built on the FTMS design.
basis of microprocessor systems that can receive LITERATURE REVIEW AND PROBLEM
signals from sensors or control devices, process them, STATEMENT
and issue an appropriate control signal.

In some industries, such as medicine, military
industry, aviation, space industry, banking, and
critical infrastructure, failure of the CS can lead to

Fault-tolerant multiprocessor systems can be
classified as basic and non-basic. Basic systems
remain operational as long as a certain number of
any of its processors are functioning. A non-basic

system can behave differently with the same number
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of failures. Several analytical methods are known for
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calculating the reliability of a basic system (i.e., k-
out-of-n system) [3, 4], [5], but for non-basic
systems, the calculations become more complex.
Depending on the configuration, and accordingly,
the conditions under which the system fails, there
are different types of non-basic systems:
consecutive-k-out-of-n [6, 7], [8], consecutive-k-
within-m-out-of-n [9, 10], [11], consecutive-k-out-
of-r-from-n [12, 13], [14], m-consecutive-k-out-of-n
[15, 16], [17, 18], (n, f, k) [19, 20], [21], <n, f, k>
[20, 21], m-consecutive-k,I-out-of-n [22, 23], [24],
kc-out-of-n [17, 18], (r, s)-out-of-(m, n) [25, 26],
[27], consecutive-kr-out-of-nr [28], and others. In
most of these types of non-basic systems, one of the
failure conditions for the entire system is the failure
of k consecutive processors. Therefore, we will
focus on systems where no other conditions are
present, specifically on linear and circular
consecutive-k-out-of-n systems, as well as on (n, f,
k) systems, which are essentially consecutive-k-out-
of-n systems but also fail when any f processors fail.

In addition to analytical methods for calculating
the reliability of FTMS, there are also methods
based on statistical experiments. For example,
modeling the behavior of the system in a failure flow
using graph-logical models (hereinafter referred to
as GL-models (graph-logical) [29, 30]. Graph-
logical models represent a cyclic undirected graph,
where each edge is assigned a Boolean function. The
arguments x; of the edge function represent the
states of the processors in the system. The argument
Xi takes the value 1 when the processor is
functioning, and 0 when the processor has failed. If
the function takes the value 0, the corresponding
edge is removed from the graph. The loss of
connectivity in the graph corresponds to the failure
of the entire system.

GL-models can be divided into basic and non-
basic. A basic model corresponds to an FTMS
containing n processors and remains operational
when m or fewer of them fail (n>m). Following [31],
we will say that vectors can be blocked by
weakening — where the model loses connectivity on
a vector containing m or fewer zeros, or by
strengthening — where the non-basic graph-logical
model does not lose connectivity on vectors
containing more than m zeros. Vectors can be
blocked in several ways: by changing the edge
functions of the graph, altering the structure of the
graph, or combining both approaches.

A non-basic graph-logical model can be
constructed by modifying a basic model in such a
way that its behavior changes compared to the basic

model on certain state vectors of the system. This
modification of the model results in the blocking of
these vectors and alters the model to reflect the
behavior of the system in a failure flow.

PURPOSE AND OBJECTIVES OF THE
RESEARCH

Despite the existence of known methods for
calculating the reliability of systems that fail when k
consecutive processors fail, the drawback of
analytical approaches is that separate formulas or
even methods need to be developed for each type of
system. Graph-logical models are universal and can
be applied to various types of systems. When
additional system failure conditions appear, such as
system failure when specific processors fail, or when
the considered system is part of a larger system
where other subsystems fail under another condition,
it is quite simple to reflect these conditions in a
graph-logical model, while analytical methods may
require significant recalculations. Therefore, we will
focus on graph-logical models.

Thus, the main goal of this paper is to develop
methods for constructing graph-logical models for
(n, f, k) systems, linear consecutive-k-out-of-n
systems, and circular  consecutive-k-out-of-n
systems.

MLE-MODELS

A graph-logical model of a basic system that
consists of n processors and resistant to the failure of
any m of them is denoted as K (m, n). The methods
for constructing a graph-logical model for (n, f, k)
systems and both types of consecutive-k-out-of-n
systems are based on MLE-models (minimum lost
edges) [32]. One of the features of MLE-models is
that the graph loses two edges on state vectors of the
system that contain m+1 zeros, and one edge on
vectors that contain m zeros. The graph does not lose
edges on state vectors of the system that contain
fewer than m zeros. The number of lost edges can be
described as

0,if<m

WO“J)={

l-m+1ifl>m

The number of edges in the graph, and
accordingly, the number of edge functions in the
MLE-model K(m, n), as demonstrated in [33], can be
calculated using the formula:

p(mn)=n-m+1.

The main difference between (n, f, k) systems
and both types of consecutive-k-out-of-n systems
from the basic k-out-of-n systems is the condition
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for system failure when k consecutive processors
fail. At the same time, the system will continue to
operate even if more than k non-consecutive
processors fail (but fewer than f, in the case of (n, f,
k) systems). Essentially, (n, f, k) and consecutive-k-
out-of-n systems behave like basic systems, but with
the additional failure condition of k consecutive
processor failures, apart from the failure of more
than m processors.

Therefore, to construct the graph-logical model
of such a system, we first determine the maximum
allowable number of failures under which the system
remains operational, without considering the
condition of k consecutive processor failures. This
means that we first determine the number m and
construct the MLE-model of the basic system K(m,
n). The next step is to determine the vectors on
which the system stops functioning, in other words,
all vectors with k consecutive zeros. Since it is
sufficient to identify only vectors with k consecutive
zeros, rather than k zeros in general, there will be
relatively few such vectors. Then, we block all
obtained vectors by weakening.

The model can be weakened by modifying two
or more edge functions, altering the structure of the
graph, or combining both approaches. The resulting
GL-model will fully correspond to the behavior of
the given system in a failure flow.

(n, f, k) SYSTEMS

An (n, f, k) system consists of n linearly
arranged processors and fails if and only if at least f
of its processors fail, or at least k of its consecutive
processors fail (k<f).

To represent an (n, f, k) system as a graph-
logical model, we need to find the humber m — the
maximum allowable number of failures in the
system under which the system remains operational,
without considering the condition of k consecutive
processor failures. Since it is known that the system
fails when any f processors fail, it is obvious that the
number m will be equal to

m=f —1.

After determining the number m, we construct
the basic MLE-model of the system K (m, n).

Next, we identify all vectors with k consecutive
zeros. The exact number of such vectors can be
determined. The starting index of a sequence of k
zeros can be any index from 1 to n. However, to
avoid exceeding the vector boundaries, the last
possible starting index must allow for the inclusion
of k processors. Based on this condition, if the

sequence starts at index i, the last index of the
sequence will be

i+k-1<n;
i<n-k+1.

The number of all possible vectors with k
consecutive zeros can accordingly be calculated
using the formula

c(k,m) =n—k+1 ().

After determining all vectors with k consecutive
zeros, the basic MLE-model K(m, n) can be
weakened on these vectors.

THEOREM 1

To weaken the given basic MLE-model K(m, n)
on vectors containing k consecutive zeros, it is
sufficient to multiply any two edge functions of the
GL-model by the function f'(X) - the conjunction of
all disjunctions of every k consecutive arguments of
the function.

PROVING

If at least one of every k consecutively
connected processors remains operational, then the
system functions, and accordingly, the function f'
equals one. At the same time, if k consecutive
processors fail, f* will equal zero. Obviously, this
condition for k components can be described by a
disjunction

XJ VXj+1\/...\/ Xj+k—1’

where j is any index of an element in the vector
from 0 to n-k+1. Since the failure of any k
consecutively connected processors leads to the
failure of the entire system, it is necessary to account
for the condition that any sequence of k zeros in the
vector will cause the function f' to equal zero. To do
this, we construct the conjunction of all possible
disjunctions of the function's arguments, starting
from the very first element:

Fr=(X VX V.o VX ) A (X VX3 Ve V X)) A

AXn_ka1 V Xk VeV X ).
Or simply describe f' as

f;:/\in:lk+1(vlj+:I? 1Xj)-

In this case, if any vector with k consecutive
zeros appears, the disjunction that includes all k
consecutive processors will take the wvalue O.
Accordingly, both modified functions will equal 0,
and the graph is guaranteed to lose 2 edges.
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Therefore, the connectivity of the graph is disrupted
when a vector with k consecutive zeros appears or
when a vector with f zeros appears, thus making the
model accurately reflect the behavior of the given
system in a failure flow. To simplify calculations,
functions with the fewest arguments can be
weakened. However, this approach may not be
optimal and requires further study. For example, in
cases where k=m, when k processors fail, the GL-
model already loses one edge, so blocking all
vectors on two functions by weakening them may be
excessive.

Model can also be weakened by changing the
structure of the graph. For example, by adding an
additional vertex and an edge, whose function will
take the value 0 on any vector with k consecutive
zeros. Consequently, the modified graph will also
lose connectivity on the specified vectors.

Graph can also be modified using the method
described in [34]. According to [34], let us denote
the condition for system failure when any k
consecutive components fail as S. Let s(X) be an
expression that depends on the values of the
elements of the system's state vector and satisfies
this condition. The expression s(X) takes the value 1
if the condition is met and O if it is not met. We
modify the MLE-model described above by adding
two edges with edge functions

f(X)=Tf,(X)=5(X).

These functions will take the value 1 on vectors
where the condition is not met, which means that
s(X) = 0, so the added edges will remain in the
graph, and the behavior of the modified model will
match the behavior of the basic MLE-model. On
vectors where the condition is met, and accordingly
s(X) = 1, both functions fi" and f,' will take the value
0, resulting in the graph losing two edges, thus
breaking the graph's connectivity. It is important to
note that adding exactly two additional edges is a
sufficient condition, but not a necessary one. If
needed, the graph can be modified by adding more
edges.

The resulting K'(m, n) model will fully
correspond to the behavior of a given (n, f, k) system
in the failure flow, and it can be easily weakened on
other vectors if new conditions appear in the future
under which the failure of some processors leads to
the failure of the entire system, or vice versa,
strengthened on vectors if the system is resistant to
failures on which the K'(m, n) model loses its
connectivity.

LINEAR CONSECUTIVE-K-OUT-OF-N
SYSTEM

Such a system consists of n linearly arranged
processors and fails if and only if at least k of its
consecutive processors fail. The first and last
processors in such a system are not connected to
each other, meaning the system is open-ended. To
construct the GL-model of such a system, we start
by building the basic MLE-model. Unlike (n, f, k)
systems, in consecutive-k-out-of-n systems, there is
no condition on the number of non-consecutive
failures that the system can withstand. As with the
previous type of systems, it is important to calculate
the maximum allowable number of failures without
considering the condition of system failure due to k
consecutively  connected  processor  failures.
Therefore, it is first appropriate to calculate the
maximum allowable number of failures m,.

THEOREM 2

i
m| =N—|—|.
k

PROVING

Let only every k-th processor remain
operational, and let the last k-th processor be at
position d, meaning the numbers of the processors
that remain operational will be: k, 2k, 3k..., dk,
where dk < n. Number d can be determined as the

. n .
largest integer that does not exceed g meaning

43

Since d is the number of the last sequence of k
processors, this number actually determines the
minimum allowable number of operational
processors in a system at which the system will
remain in operation. To determine the maximum
allowable number of failed processors, that is, the
number my, it is sufficient to subtract the obtained
number d from the total number of processors n:

m, =n—d:n—FJ.
k

Let there be a given linear consecutive-k-out-
of-n system, where n=10 and k=3.

m| :10—[%J=7
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Table 1 show the state vector of the system with
the maximum number of zeros, where the given
linear system will remain operational.

Table 1. The state vector of linear system
with the highest number of zeros

X1 | Xo | X3 | Xa | X5 | X6 | X7 | X8 | X9 | X10
00|12 10 (0|1 |0 (0|1 0

Source: compiled by the authors

As can be seen, the obtained state vector of the
system does not contain k consecutive zeros, and
therefore, the system will remain operational.

After determining the number m, further
calculations and the construction of the GL-model
for consecutive-k-out-of-n systems are identical to
the calculations and construction for (n, f, k)
systems.

CIRCULAR CONSECUTIVE-K-OUT-OF-N
SYSTEM

Such a system is almost identical to linear
consecutive-k-out-of-n systems, except that the first
and last processors are directly connected, meaning
the system is closed-loop. Accordingly, when
calculating the maximum allowable number of
failures and the number of all combinations of k
consecutive failures, it should be taken into account
that the failure of the last and first processors will be
considered consecutive.

As with the previous two types of systems, we
start constructing the GL-model by building the
basic MLE-model. Since the given type of system
does not have a condition regarding the number of
non-consecutive failed components that would cause
the entire system to fail, we begin by determining
the number mc.

THEOREM 3

m [ n]
C k :
PROVING

Let only every k-th processor remain
operational, and the last k-th processor is at position
d. Thus, the positions of the processors that remain
operational will be: k, 2k, 3k..., dk, where dk < n.
Since only every k-th processor remains operational,
the first k — 1 processors will be in a non-operational
state. Since the system is circular and the last
processor is connected to the first, the last processor
must also remain operational. Therefore, the number

d can be determined as the smallest integer that

e

Therefore, d will be the number that determines
the minimum allowable number of operational
processors in the system at which the system will
remain functional. To determine the maximum
allowable number of failed processors, which is the
number m, it is sufficient to subtract the obtained
number d from the total number of processors n:

n
m.=n—-d=n-—|—|.
‘ (J

Let there be a given circular consecutive-k-out-
of-n system, where n =10 and k = 3.

m, :10—(%1=6.

Table 2 shows the state vector of the system
with the maximum number of zeros, where the given
circular system will remain operational.

n .
exceeds e meaning

Table 2. The state vector of circular system
with the highest number of zeros

X1 | X2 | X3 | X4 | X5 | Xe | X7 | X8 | X9 | X10
0|0 (1|0 |O (21 |0 |0 |1 |1

Source: compiled by the authors

Since the state vector of the system does not
contain k consecutive zeros, the system remains
operational.

After determining the number m., the MLE-
model K(m¢, n) can be constructed.

Obtained GL-model will be weakened on
vectors containing k consecutive zeros, and it should
be taken into account that the system is circular, so
the last and first elements of the wvector are
considered consecutive. Since the sequence with k
zeros can start from any element of the vector, the
number of such vectors will be:

c(k,m) =n.
EXAMPLES

Example 1. As an example of a linear (n, f, k)
system, consider a system consisting of n processors,
each with 2k ports for connecting to other processors
and nodes (such as sensors, bus controllers, etc.).
The system is organized so that connections are
established between neighboring processors as well
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as between processors that are at a distance from 1
to k — 1. The first and last processors are connected
to external nodes. When calculating the reliability of
the system, we will not consider the external nodes,
as this would add additional conditions for system
failure. We will only consider the part that meets the
following condition: the system fails in the event of
any f processor failures or if the connection between
the two terminal nodes of the system is lost.

Let there be a given (n, f, k) system, where n =
10, f =5, k = 3 (Fig. 1).

]
jessssSsSSaN

Fig. 1. Example of a linear system for
n=10; k=3
Source: compiled by the authors

Let's construct the MLE-model of the (n, f, k)
system described above. We will determine the
maximum allowable number of failures m under
which the system remains operational. Accordingly,
the graph of the GL-model will not lose connectivity
on vectors with m or less zeros:

m=f-1=5-1=4.

Now let's build the basic MLE-model K(4, 10).
The number of functions will be:

p(4,10)=10-4+1=7.

Let's construct the graph of the MLE-model
K(4, 10) (Fig. 2). We will define the edge functions
of the GL-model according to [32].
fo =0 v X v X3) (% v X2 ) (XX Vv Xg ) v Xg ) v Xs;
f3 = (v X v X9) (% v X2 ) (XaXp v Xg) v XX ) A

A(XXoXg V X4 V X5 ) V Xg X7 XgXg X0

Fig. 2. The graph of the GL-model K(4, 10)

Source: compiled by the authors

In order for the basic GL-model to correspond
to the behavior of the given (n, f, k) system in a
failure flow, it is sufficient to identify all possible
vectors with k consecutive failures and weaken the
model on them. We will calculate the number of
such vectors using formula (1):

c=10-3+1=8.

All eight vectors with three consecutive zeros

are listed in Table 3.

Table 3. All vectors with three consecutive zeros

NO. | X1 | X2 | X3 | Xa | X5 | X6 | X7 | Xs | Xo | X10
1100|0212 |1 1|11
2 |1]j]o0|jO0|O0O|2 12|21 |1]|1
3 (1110|0022 |21 ]1]1
4 |1/11|0j0|0]1 2|11
511)11}1|11}0|0]0|2 1)1
6 |1|1|1 /1|1 /0|0|0|1]|1
7(11(1|1/1|1(0]0|0}12
g |1)j1}1|11}1)j1}1,0}0]0

Source: compiled by the authors

Let's weaken any two functions of the basic

f=(X v % ) (X Xo v X3 ) (XaXaXg Vv X4 V X5 ) (X4 V X5 ) v _
model on all the above-mentioned vectors. Thus,

v (%6 v %7 )(XeX7 v % ) (X6 X7 %6 v %o v %10 )(Xo v X10 )\when a vector with three consecutive zeros appears,
f5 = X XoXgXa X5 v (Xg V X7 V Xg) A the graph will be guaranteed to lose at least two

.edges. Let these be functions f; and f7. Let's draw the
A((%6 v X7 ) (X6 X7 v Xg ) v XgX10 ) (X6 X7 Xg v Xg V X0 ) g L

"graph of the modified model (Fig. 3).
fo=X v (X vXgv Xg)((x7 v xg) (X Xg Vv Xg ) v XlO);

f1'=(X VX vV Xg v Xg) (X V Xp V Xg ) A

A(X VX Vv Xy ) (Xa v Xy VX ) (X4 V X5V Xg ) A
A(Xs v X v X7 ) (X6 Vv X7 v Xg ) (X7 v Xg v Xg ) A

A(Xg v Xg V Xq0);
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f7'=(% VXV Xg VXg0) (X V Xo v X3) A
A% v Xa v Xy ) (Xa v Xy Vv X ) (X4 V X5V Xg ) A
A(Xs v X v X7 ) (X6 Vv X7 v Xg ) (X7 v Xg v Xg ) A

A(Xg V Xg V Xyg).

Fig. 3. The graph of the GL-model K'(4, 10)
with modified edges

Source: compiled by the authors

Another way to modify the model is described
in [34]. It is sufficient to change the structure of the
graph by adding two edges. Assign functions fs and
fato these edges (Fig. 4).

When a vector with three consecutive zeros
appears, the graph will lose the edges fs and f, and
the graph connectivity will be broken.

The structure of the graph can also be changed,
for example, by adding an additional vertex and an
edge. Assign a new edge function fs (Fig. 5).

A(Xg v X5V X6 ) (X5 v X v X7 ) (X6 V X7 v Xg ) A
A(X7 v Xg Vv Xg )(Xg V Xg V Xgg ).

In all cases, we obtain the non-basic model
K'(4, 10), which fully corresponds to the behavior of
the given (n, f, k) system in a failure flow. For
example, the model loses edge f. on the vector

loses connectivity, which corresponds to the
condition of system failure when 3 consecutive
processors fail.

f
Fig. 4. The graph of the GL-model K'(4, 10) with

two additional edges
Source: compiled by the authors

f L

Fig. 5. The graph of the GL-model K'(4, 10)

with an additional vertex and edge
Source: compiled by the authors

Example 2. For a linear consecutive-k-out-of-n
system, an example can be a system similar to the
one from the example for (n, f, k) systems. The only
difference will be the absence of the condition
regarding system failure when any f processors fail.

Let there be a given linear consecutive-k-out-
of-n system, where k = 2 and n = 11. We will start by
determining the maximum allowable number of

0011111100, meaning that the graph maintains failures mi under which the system remains

connectivity when 4 non-consecutive processors fail. ~ Operational.

At the same time, on the vectors 0001111111, 1

1000111111, 1100011111, 1110001111, 1111000111, m, =11—L—J=6.

1111100011, 1111110001, 1111111000, the model 2
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Accordingly, the graph of the GL-model will not
lose connectivity on vectors with m or less zeros.

Let's construct the basic MLE-model K (6, 11).
The number of functions will be:

p(6,11) =11-6+1=6.

We will define the edge functions for the MLE-
model K(6, 11) according to [32]:

=X VX VX3V XV X5V X

fo=(X VX v Xg v X v Xs)((X v X v X3 v X ) A
/\((x1 VX v g ) (% v %o ) (XX v X3 )V Xy ) v
Vg )V XG)V X7 XgXgX10X11

f3=(X v X v X3 v X0 ) (% v X v X3) (X v Xp ) A
ANXXa v Xg) v X )V XsX6) (X v X ) (XX v
VXgXy ) (X3 v Xg ) )V (X7 v Xg ) (X7 Xg v Xg ) A
A(X7Xg%g v X10%11 ) (X0 V X11);

fa=(0 v X v g )((% v X)) (XX v Xg ) V XgX5Xg) A
A(X XXz V (X4 v X5 ) (Xg X5 v Xg ) (X4 v X5V Xg ) v
V(X7 v Xg v X )((X7 v Xg ) (X7 Xg v Xg ) v XagXa1 ) A

A(X7XgXg V Xq0 V Xq1 )

fs = (Xl Y )(X1X2 V X3Xy )(X3 4 X4)(X1X2X3X4 V X5Xg ) /\10011111111,

A(xs v %6 )V (X7 v Xg v Xg v 40 ) (%7 v Xg v Xg ) A 11110011111,

A(X7 v X ) (XaXg v Xg )V X4 )V Xy );

Next, we will identify all the vectors that need
to be blocked by weakening. Their number can be
calculated using the formula from the example for
(n, f, K) systems. For the given system, their number
will be:

c=11-2+1=10.

All ten vectors with two consecutive zeros are
listed in Table 4.
Let’s modify functions f; and fs:

fL=(X VXV Xg VX VXV X ) (X0 V X0 ) (X0 v Xg ) A
AXg v Xg ) (X v X5 ) (X5 v X ) (X6 v X7 ) (X7 v Xg ) A
A(Xg v Xg)(Xg v Xq0 ) (Xg V X411 );

fo = (XX XgXaX5Xg V X7 V Xg V Xg V Xy V X41 ) A
A(X v % ) (%o v X3 ) (Xg v Xg ) (X4 v X5 ) A
A(Xs v X ) (X6 v X7 ) (X7 v Xg ) (Xg v Xg ) A
A% v X10) (X0 v X1 ).

Table 4. All vectors with two consecutive zeros

NO. [X1 [X2 [X3 [Xsa [Xs |Xs |X7 |Xs |Xo |X1o |X11
1 o (0 (1 |12 |2 |12 |1 |1 |1 |1 |1
2 110 (0 (2 |12 1 |12 1 |1 |1 |1
3 11 {0 (0 |2 (1 |12 1 |1 |1 |1
4 1)1 {1 (o (O (1 |2 |1 |1 |1 |1
5 11 j1 (2 |0 (O |2 |1 |1 |1 |1
6 1)1 j1 (2 |12 (0 |0 1 |1 |1 |1
7 11 j1 (2 |12 (1 |0 (O |1 |1 |1
8 1 1 (1 |1 (1 |12 |1 |0 |jO |1 |1
9 1 1 (1 |1 (1 {12 |1 |12 |0 |0 |1
10 |2 (1 2 |1 (1 |1 (1 |1 |1 |0 |O

Source: compiled by the authors

The graph of the resulting model will lose

connectivity on the vectors 00111111111,
11001111111, 11100111111,
11111001111, 11111100111,

11111110011, 11111111001, 11111111100, and on
other vectors with two consecutive zeros.
Meanwhile, the graph maintains connectivity on the
vector 01010101010.

Experimental evidence has shown that the
resulting GL-model matches the behavior of the
given linear consecutive-k-out-of-n system in a
failure flow.

Example 3. For a circular consecutive-k-out-of-
n system, consider a system that includes processors
connected by a common bus. Each processor is
connected to sensors of different types. Let each
type of sensor be denoted by a number. Let n = 9 and
k = 4 (Fig. 6).

by i o et e s s e ek

Fig. 6. Example of a circular system forn =9, k=4
Source: compiled by the authors
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As in the previous example, let's start by
determining the maximum allowable number of
failures under which the system remains operational

- the number m¢:
9
m.=9—-|—|=6.
‘ M

The next step is to construct the basic MLE-
model K(6, 9). Let's find the number of functions in
the model:

p(6,9)=9-6+1=4.

Let's define the edge functions for the MLE-
model K(6, 9) according to [32]:

fo=(X VX v Xg v Xy v Xs)((X v X v X3 v X ) A
/\((x1 VX v g ) (% v X ) (XX v X5 ) V Xy ) v
VX5 )V Xg ) V X7 XgXo;

f3=(X v X v X3 v X0 ) (0 v X v Xg) (X v Xp ) A
ANXXo v Xg) v X )V X5%6) (% v X ) (XX v
VXgXy ) (X3 v Xy )V (X5 v X6 ) ) v (X7 v Xg) A
A(X7%3 Vv Xg);

fa=(X VX v X3 )((X VX ) (X1Xp v X3 )V X4XsXg) A
A(X1XoXg v (X4 v X5 ) (XaXs v %)) (Xg v X5V Xg ) v
V(X v Xg v Xg).

Now let's identify the vectors on which the
model needs to be weakened to correspond to the
given system. Since the system is circular, the
sequence of k failures can start from any element.
Therefore, the number of all vectors with
consecutive-k failures will be n. All the vectors on
which the graph should lose connectivity are listed
in Table 5.

Table 5. All vectors with four consecutive zeros

NO. | X1 | X2 | X3 | Xa | X5 | X6 | X7 | Xg | Xo
1 |ojojofO |1 |1 |1 1|1
2 |1 ]0|0jO(O (1|1 |1 1
3 |1 |1|0|0(O0O|O0O |1 |1 1
4 (111|000 |0 |21 |12
5 |1 |1 (11 (0|0 |0 |01
6 |1 |11 (1|1 |/0|0]|0}|0O
7 |01 (111 11]01|01}|0O
8 |0|0O |12 |11 |1|1]01|0O
9 |0|j0OjO |2 |11 (1|10

Source: compiled by the authors

As in the previous examples, we will weaken
the model K(6, 9) on all vectors with k zeros. We
will modify functions f; and f:

f=(X VX VXV Xy VX5V X ) (X V Xp V X3V Xg ) A
A(Xo V Xg v Xy V X5 ) (Xg V X4 V X5V Xg ) A
A(Xg VX5V Xg V X7 ) (X5 V Xg V X7 V Xg ) A

( (
(

A(X v X7V Xg v Xg ) (X7 V Xg v Xg v Xq ) A

A(Xg V Xg VXV Xo ) (Xg V XV Xp v Xg);

/\((xlv Xy v X3 ) (X v X ) (XX v X3) v Xg ) v
VX5 )V X )V X7 XgXg ) (X4 V Xp v Xg v Xy ) A
A(Xo VX Vv Xy VX5 ) (Xg V X4 V X5V Xg ) A
A(X VX5V Xg V X7 ) (X5 V X6 v X7 v Xg ) A

(
A(Xg VX7V Xg Vv Xg ) (X7 V Xg V Xg V Xg ) A
(

AN X8\/X9\/X1VX2)(X9 VX1VX2VX3).

The graph of the resulting model will maintain
connectivity on the vector 000100011, while on
vectors containing four consecutive zeros, such as

000011111, 011111000, 00111100, 010000110,
connectivity will be lost.

CONCLUSIONS

The paper proposes methods for constructing
GL-models for (n, f, k) systems, linear consecutive-
k-out-of-n systems, and circular consecutive-k-out-
of-n systems. A distinctive characteristic of these
non-basic types of systems is the failure of the entire
system when k consecutively connected processors
fail, whereas, for the failure of a basic system, it is
sufficient for any m+1 processors to fail. A universal
method for calculating the number of vectors that
need to be blocked has been defined for all types of
systems. A method for calculating the allowable
number of failures for all types of systems has also
been determined. It is demonstrated that the methods
for constructing GL-models for (n, f, k) systems and
both types of consecutive-k-out-of-n systems are
similar, except for the calculation of the allowable
number of non-consecutive failures. For (n, f, k)
systems, the number f indicates the number of non-
consecutive processor failures that cause the system
to fail, so calculating the maximum allowable
number of non-consecutive failures under which the
system remains operational is straightforward. In
turn, for both types of consecutive-k-out-of-n
systems, calculating the maximum allowable
number of failures is more complex, as the only
specified failure condition is the failure of k
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consecutive components. Therefore, calculating the
maximum allowable number of failures reduces to
finding the minimum required number of
functioning processors needed for the system to
operate. It is enough to subtract this number from
the total number of processors to determine the
maximum allowable number of failures.

The model construction methods are based on
the use of MLE-models. The resulting MLE-model
is weakened on previously identified vectors
containing k consecutive zeros. The MLE-model can
be weakened by modifying the edge functions,
changing the graph structure, or combining these
two approaches. Examples of model construction for

(n, f, k), linear consecutive-k-out-of-n systems, and
circular  consecutive-k-out-of-n  systems  are
provided. It is experimentally demonstrated that the
obtained models correspond to the given systems.

The paper describes the construction of GL-
models for FTMS, where the system elements are
processors. However, the described methods can
also be applied to other types of systems whose
components may include memory, network devices,
and so on.

Further research may involve optimizing the
approach to modifying edge functions or
constructing GL-models for other types of non-basic
k-out-of-n systems.
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AHOTANIA

Crarrst ipucBsiueHa MeronaM modynosu GL-monereit (rpago-oriyni) BiIMOBOCTIMKHX 0araromnporecopHuX CHCTEM. 30Kpema
posristHyTi cuctemu Tuiy (n, f, k), minidiai mocmigosHi K-out-of-n Ta xpyrosi mocmigosHi k-out-0f-n, ocoGnuBicTiO SIKUX € BUXIi[ 3
nagy CHCTEMH TPU BiZMOBI AEsSKOi KiIBKOCTI MOCHIOBHUX mporecopiB. GL-momeni MOXyTh OyTH BHKOPHUCTaHi Ui OL[HKA
napamMeTpiB HamdiHHOCTI BiIMOBOCTIHKHX 0araronpoleCOPHUX CHUCTEM METOJOM MPOBEIACHHS CTATHCTHYHUX EKCIePHMEHTIB i3
MOJIEJISIMH iX MOBEMiHKK B moToli BimMoB. B ocHoBi GL-Momeneit, mo OynyroThes jexars 6a30Bi MofeNi 3 MiHIMAJbHUM YHCIOM
pebep, 110 BTpayaloThea. BusHaueHo, mo s modynoBu GL-Monerni cucTeM Takoro THIy JOCTaTHBO PO3paxyBaTH MaKCHMAallbHO
MOXJIUBY JIOIMYCTUMY KUIBKICTh HPOIECOPIB, IO BiJIMOBHJIM, IPH SIKill CUCTEMa 3aluIIaeThesl y podouomy craHi. bymyersca GL-
Mozienb 0a30BOi CHCTEMH, IO BUTPUMYE TaKy KUTBKICTh BiTMOB, 0€3 ypaxyBaHHS MOCIiZOBHOCTI IUX BixMoB. HacTymHuM Kpokom
BH3HAYAIOTHCS BCI MOXKJIMBI TIOCITIZIOBHI BiIMOBH, TP SIKUX CHCTEMa BUXOIUTH 3 Jaxy. dami, 6a3oBa Momens MOIU(DIKYEThCS TaKUM
YIHOM, 100 Bi0Opa3WTH Ha Hill BUXiJ 3 JIaay CHCTEMH MPH MOSBI MOCTiAOBUX BiAMOB. To0TO, mocimadutu 6a30By MOIENb HA BHIIE
BHU3HAYEHUX BEKTOpax. 3alpoloOHOBaHI METOAM MOOYIOBH MOZIENEH MOXXHA BHUKOPHCTOBYBAaTH SIK JUISl JIIHIMHHX Ta KPyroBHX
nociigoBHuX K-out-of-n cucrem, Tax i s (n, f, k) cucrem. Hesnauna BiMiHHICTE Oyjie TOJISATaTH B PO3PAXyHKY JEAKHX MaPAMETPIB.
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VY poborti omucaHi po3paxyHKH TAaKHX MapaMeTpiB, IK MAKCHMAJIFHO JOITYCTHMA KUJIBbKICTh Bi]MOB IIPH SIKiH CHCTEMa 3aJIMIIAETHCS Y
pobodoMy cTaHi, a TaKOK PO3PAXYHOK KiJBKOCTI BCIX KOMOIHAILiil MOCTIJOBHHMX BiAMOB HpH SIKMX CHCTEMA BUXOMUTH 3 JIAIy.
[IpoBeneHi ekCriepruMeHTH, IO TTiITBEPIKYIOTh BiJIIIOBIIHICTE MOJIEII ITOBEIHIII CHCTEMH B MOTOII BiZiIMOB. HaBeieHi mpukIajm, 1o
JIEMOHCTPYIOTH Tiporiec modymnosu GL-Monerneit st ninitiaux mociigosanx K-out-of-n, kpyrosux mocmimoBuux k-out-of-n ta (n, f, k)
CHCTEM 3aIlpOIIOHOBAHUMH METOIaMH.
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