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MULTILEVEL BEHAVIORAL TESTING OF DISTRIBUTED
INFORMATION SYSTEMS

Annotation. Operational features of modern distributed information systems significantly increase the requirements for the reliability of their
functioning and tighten the time limits for its restoration. High reliability of work is provided by various tools, in particular, offline and online testing,
but often limiting the real time of the operation of these systems. Well-known testing methods use hardware accelerators, decomposition and
parallelization, artificial intelligence technologies, but their capabilities do not remove the advisability of developing new models and methods, in
particular, high-level ones, based on a special analysis of system behavior. The article presents a multi-level method of online behavioral testing of
distributed information systems, based on hierarchical Petri nets, single-level model and method, and also hierarchical model of online behavioral
testing. The multi-level method uses evolutionary optimization and has the features of parallel multi-level organization of compatible check evolutions
of individual levels, which develop according to the principle of a “wave” algorithm in the background relative to the main functioning of the
distributed information systems themselves. To determine the complex testing criteria in the check evolutions of the multilevel method, a hierarchical
system of compatible functions of fitness and the choice of objects in the level evolutions of the hierarchical model is proposed. The functions offer
completeness estimates for positions, transitions and arcs of Petri nets, linear and nonlinear graph behavior structures, the action of functions is
extended to check primitives and fragments. The hierarchy of fitness and choice functions made it possible to introduce estimations of completeness of
testing used to optimize evolutionary search in a multi-level coverage of necessary checks. Hierarchical decomposition, evolutionary approach and
hierarchy of optimizing fitness and choice functions of a multi-level method made it possible to reduce time and increase the flexibility of organizing

online behavioral testing, taking into account the features of distributed information systems.
Keywords: Distributed Information Systems; Behavioral Testing; Hierarchical Petri net; Check Model; Evolution; Multilevel Check

Introduction. Currently, modern distributed
information systems (DIS) are characterized by
rapid complication, large-scale expansion and
penetration of the Internet, a sharp increase in the
responsibility of tasks. The main place in the
analysis and synthesis of DIS begin to occupy the
operational formation of distributed general and
special structures of tasks, resources and processes
in open and corporate environments. Complex
dynamic  communications,  coordination  and
cooperation in such systems require overcoming the
risks of access, uncertainty, functional disability,
failures and errors, incorrect and malicious actions.

Basic solutions to these problems include, on the
one hand, a set of security measures and information
protection systems (authorization / authentication,
digital signature, encryption, access / trust, shielding,
virtualization), on the other hand, formal online and
offline testing to ensure the necessary performance
level DIS. The increasingly frequent appearance in
DIS of multi-agent properties of autonomy, mobility,
intelligence, cooperativeness significantly
complicates these decisions and control.

Thus, we can conclude that it is necessary to
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develop operational and test check, as part of the
analysis, design and maintenance of DIS, using
many technologies, with a sharp increase in the
completeness and accuracy of the check itself,
reducing the cost of resources, in particular time.
The operational and test check of DIS, as a rule,
includes a complex of deterministic, probabilistic,
fuzzy, evolutionary methods, in particular, with the
analysis of structural, functional, informational,
interface properties and mechanisms of DIS. These
methods have their own values for the completeness of
testing results and resource costs, often NP-complex.
However, the noted features of the development of DIS
in combination with the diversity and short duration of
their dynamic cooperatives tighten the time conditions
for monitoring and diagnostics, often limiting them to
the real-time mode.

Traditional solutions to temporary problems use
hardware accelerators, decomposition and
parallelization of models and methods. But this does
not exclude the possibility of further development of
high-level formal models and methods of working
and test check, in particular, on the basis of testing of
reference behavioral properties, agreed at different
levels of system, structural and functional design and
confirmed during operation of the implementation of
design decisions, using effective intellectual check
coverage search methods.
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Therefore, it is of interest to study methods for
verifying the behavioral properties of distributed
hierarchical models, in particular, on the basis of
evolutionary search. The relevance of this study is due
to the need to improve existing testing methods, which
can be based on an evolutionary multi-level search for
check coverage. In particular, the mutual inter-level
coordination of fitness functions and the choice of
check evolutions adjacent in the hierarchical model is
of interest. As a result, greater completeness is
achieved when constructing a compatible composition
of adjacent evolutionary check populations and, as a
result, reducing the time of behavioral testing as it
approaches the real time of DIS functioning.

Literature review. The study of the concepts,
models and methods of analysis and synthesis of
modern DIS is devoted to an ever-increasing number
of works [1]. This is due to the rapidly expanding
scope of DIS applications, the expansion of their scale,
distribution and sharable, a sharp structural and
combinatorial complication of problems solved by
DIS, which are increasingly characterized by NP-
complexity [2], and a significant increase in the
criticality of their application [3]. As a result,
promising DIS are characterized by a complex
specialized composition of the properties and
mechanisms of many technologies and platforms, such
as the Web, multi-agent [4], cluster, GRID, cloud,
Internet of things [5-6], and intelligent [7-8]. So, the
growth of DIS intelligence using fuzzy, evolutionary,
and neural methods, their speed, bordering on the real
time of the functioning of objects in the domain, are
manifested to the greatest extent. The autonomy and
mobility of DIS components is usually inherent in
subject specialization. But the spatial and temporal
structure of interactions, both internal and external,
including with objects of the local and global network,
is becoming more and more quickly reconfigurable,
expanding, multi-level [9-10]. These DIS properties
acquire the character of common ones and indicate that
DIS also receive signs of dynamic systems, which
quickly form special structures of distributed and
shared tasks, resources and processes in deployment
infrastructure environments.

A higher level of dynamic, situational commu-
nications, coordination and cooperation in such systems
exacerbates the risks of access, uncertainty, functional
failure, failures and errors, incorrect and malicious
actions [11-13]. As a rule, these risks are reduced and, in
some cases, eliminated by a set of security measures and
information security systems, for example, through
authorization / authentication, digital signature,
encryption, attributes and access / trust rights, multi-
level shielding, subject-logical virtualization. Regardless
of this, a higher level of reliability of DIS functioning

can be additionally provided by means of their formal
working and test check [14-17].

All modern methods of deterministic, probabilistic,
fuzzy, evolutionary check of their structural, functional
and informational properties, mechanisms and their
inherent error classes are characterized by validity and
completeness of testing and resource costs in their class
[18-20]. At the same time, the trends of rapid growth of
uncertainty, intelligence, operational reconfigurability,
and the diversity of DIS interactions in situational
compositions, both in distribution and separation within
fuzzy boundaries, and in the tasks assigned to them,
persist and even accelerate [21]. This circumstance limits
the use of most known methods to analysis of medium-
complexity DIS [22]. Relevant analysis, synthesis and
maintenance of DIS are often relevant, often NP-complex
[23] with the combined use of different methods [24-27],
in particular, intellectual [28-33]. In particular, the
methods of early design systemic and structural-
functional testing [34-35], including formal multilevel
behavioral testing [36], special check [37-39], which
largely determine the correctness of projects and the
reliability of their subsequent implementations, are found
to be mandatory.

The relevance of the work is due to the need to
improve existing methods of multidimensional behavioral
evolutionary testing of DIS based on hierarchical Petri
nets, which have the features of inter-level interaction and
the influence of related check evolutions and inter-level
integration and optimization of fitness and choice
functions defined for these evolutions. Inter-level
integration and optimization of fitness functions and the
choice of level check evolutions used in behavioral testing
of DIS allows increasing the completeness of testing and
reducing the testing time as it approaches the real time of
RIS functioning.

The purpose of this article. The aim of this
research is to increase the completeness of testing
and reduce the time of behavioral testing of DIS
projects and their implementations by developing a
multi-level  evolutionary testing method by
improving inter-level integration and optimization of
fitness and choice function systems.

To achieve the research goal for the multi-level
evolutionary method of behavioral testing, based on
the hierarchical testing model [36], the completeness
and structure of the criteria for completeness for the
evolutionary testing of the elements of the hierarchical
Petri net (IPN) formed by parallel processes of label
movement during the functioning and testing of IPN
are defined as follows:

— elementary two-component completeness criteria
for positions/transitions, elementary arcs connecting
positions and transitions;
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— total completeness criteria for simple graph
structures — chains, trees, hammocks, networks,
cycles;
— total completeness criteria for graphs of single-
level Petri nets (PN)
— two-level multicomponent completeness criteria
for two-level hierarchies of IPN graphs;
— total completeness criteria for identifiers, check
primitives and fragments.

The properties of hierarchical model and
multilevel interactions

The multilevel method of behavioral online
testing of DIS is based on:
— single-level model of behavioral online testing
with the signature of level check operations of
identification, identification, determination, relations
of compatibility, incompatibility, uncertainty and

extended precedence for behavioral check
fragments;
— single-level method of behavioral of DIS
components;

—hierarchical model of behavioral online testing icS
[36] with an older check model, substitutable lower
check models, a signature of inter-level mappings,
quasi-order relations and compatibility, representing
inter-level synchronization of recognized check
fragments.

To solve these problems, on the basis, in-first,
of the autonomous single-level model cS=(W’", Pr,
Ci, Cp, Sges, Cc) with the signature of the level
check operations Sg.s={a, f, j} — respectively
identification, coincidence, determinization,
relationship Reles = {0, n, 7, ( } — respectively
compatibility, incompatibility, uncertainty, extended
precedence for behavioral check fragments Cf, in-
second, of single-level method of behavioral online
testing of the components of DIS, in-third, the
hierarchical model of behavioral online testing

icS=(CS, Uia ¢SF, Ui ¢S, STis),

[39] with highest check model cS, replacing lowest
substitutes check models Uiy ¢S¢, U S,
signature of inter-level mapping Sgis = {#*, /.
v, V7}, relations of quasi-order

Y=y Uam) LAY a ),
and compatibility

gzéqqelé)qqdéj)y

representing  inter-level  synchronization  of
recognized check fragments from Cf, ciq CfP, Ui
Cf,-t, a multi-level method of behavioral online
testing of DIS is proposed. The method
evolutionarily builds the check fragments for
behavior of highest Petri Net (PN) S(f), based on

reference behavioral identifiers Ci, check primitives
Cp and fragments Cf, complementing them with
compatible, synchronized (vertically translated)
checks of behavior fragments with lowest
identifiersig Cil, o Cijt, check primitives (g
Cp’, U Cpj' and fragments iy CfP, oy CF' for
lowest Petri subnets (PSN) from
(GaSHPY AL oS();), detailing  macro-positions
and macro-transitions from S(f).

The result of the test establishes the conformity
of the system highest PN and its component lowest
PSN — for reference models of the form S(f) and
(UaSHPY AU LSE);), that is, the full lowest
reference hierarchical PN (HPN)

S(F)" =SOM(Lhap) AL at)) v
L/(Uuels(f)ip)(/(uJeJS(f)jt),
of reference DIS or its components and for actual
models of the form S(f)" and
(GaSHPYAGLSHY), that is, the full lowest
checked HPN

SO =S \(Lap ) Aty
A(GUaSOF ) AU S,

of real DIS or its components.

Preprocessor stage

So, during preprocessor stage for the fragments
of the recorded behavior of W' of the basic
functioning of some highest PN S(f) and the
recorded behavior (u.E.WipA)u(u,EJW,-‘) of lowest
detailing PSN from (ui 4S(f)?) A v S(f);) based on
the hierarchical model of behavioral online testing
icS, the method performs a multilevel evolutionary
parallel search for sets of identifiers accordingly Ci
and  (uaCi?),  (uaCil), check  primitives
accordingly Cp and (&aCpPf), (GaCpi). As
identifiers and primitives are found, the method
forms the set of modified check fragments
accordingly Cf'=uigcfi” and (LoCEP), (G CEY).
Search for identifiers and primitives, as well as
fragment formation, include the application of
operations of identification ¢, coincidence g,
determinization » to behavior W'=Ciqw; and
(UuelwipA)’ (UJeJthA)-

For the full lowest reference HPN S(f)* these
sets are presented accordingly as:

Ci"=Cicf L Cif) U(UJeJCijt),
Cp=CpAL4aCPP) AL CPY),
Cf'=Cf AU aCFP YA oiCEY).
Significantly, subsets of identifiers
(A aCip) AU acCly)), primitives (“acp)v
AYacpy)), fragments ((achy)Asacty)), that
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characterize highest behaviors around macro-
positions and macro-transitions (( «pi) A t;j)) of
highest PN S(f), is not deducted from the respective
formed sets Ci*, Cp*, Cf*, full lowest HPN S(f)".

Inter-level relations of quasi-order y and
compatibility are checked and provided for found
identifiers from Ci and (¢ Ci), (uJEJCiJ-‘), check
primitives from Cp and (uaCpf), (GaCpy),
fragments from Cf and (<, Cf? ’)L/(uJEJij"), at the
same time as the perform of level operations
identification ¢, identity S, and determination .

Evolution stage

In hierarchy of interacting evolutionary systems

Ce*=(Ce(LiaCe(N)P) AL Ce(M))),

of a two-level construction of checks, the
evolutionary system of the highest level for the
system PN S(f) is represented by the five

Ce= (WA, Cp, CI, Sg, W),

[40], the sets of lowest level evolution systems for
components PSN(taSHP) A S0 are
represented by (uioCe(f)P) AL oCe(f)))) with fives
similar to the highest one, like

CeP = (WP, Cp?, CIP, Sgf, W),
Cej'= (W, Cpy, CI}\, Sg;', W).

The hierarchical model of the behavioral online
testing icS transmits hierarchies of interacting
evolutionary systems Ce" to the required translation
(detail down and generalizations up), using the
hierarchical mappings

SgiS= {Z—»p, Zp—), V—)t, 1}—)}’
and synchronizing relationship of quasi-order 1//+ and
compatibility &, At the basic level, the S(f)* is a
transfer for subject entities from the senior PN S(f ) and
the junior PSN' LiaS()P, LoSE); (their alphabets of
positions, transitions, chips, inputs and output
reactions, subject terms, events, actions, functions and
their relationships) as part of S(f)*. At the behavioral
check level as part of the hierarchical model of
behavioral online testing icS, the transmission is
performed for translation in hierarchical mapping of
check entities (identifiers Ci*, primitives Cp* and
fragments Cf" with their non-destructive.

Additionally, in the interaction between the
highest Ce and lowest evolutionsc,Ce(f)P,
quJCe(f)jt, both the intrinsic and the new, the inter-
level parametric functional dependencies ¢" and o
are adopted, respectively, for fitness functions and
choice functions, highest ¢, o and lowest (i oP,
Ua @i Uig oy, uJEJajt, having a similar appearance:

9" = () - (Zam")+ (G o)) H(Saesn’)+
+(Zaosni))»

o = o(5(f)) = (Za105")H(Z 105 H(Z a1 osP) +
+(Z2050))-

In the functions ¢, o and Ciap’, oo,
Ui oF, ujejajt the check parameters, external in
relation to check evolutions Ce and <. Ce(f)P,
UaCe(f), can be determined by parameters
independent of these evolutions itself.

Check properties determination

In the simplest case the checked properties Pr,
Uia Prif, g Pr,-t are defined in the formals model
of behavioral online testing cS, icS, as primitive
fragments of reference behavior - weighted, in
general, bipartite multiple-arcs, that look like (p, i, t)
or (t, i, p), where i is multiple, of relationship the
adjacent F, g FP, Uy F,»t and compliance S, Lig
SP, G S for conditions X, G XP, Ga X,
reactions Y, Ga Y, U V), interval In, g Inf,
Ua Inj', probabilities Pb, g PbP, <o Pby, that
mark positions P, i PP, Uea P,—t and transitions T,
Ua TP Ga T, incidental these arcs. When
checking for each arc (p, i, t) or (t, i, p) of reference
behavior, position p and transition t are defined as
supporting, identified. The reference checked
properties Pr, g Prf, G Pr,-t determine in
advance in relation to performance of online testing.

In a more general case, the verifiable properties
Pr, G Prf, o Pry of the check model may be
indivisible (set by external conditions), weighted
sequences — linear fragments (chains) Frl, i Frlf’,
G oFrl! of reference behavior, that look like

Frl:((plv il! tl)y(tly i21 pz),---, (pj.l, ij, tj),...),
or

Fri=((tw, iz, p1).(P2: T2, ), -oes (s, Ty Py o0,

in terms of sequences, consisting of multiple-arcs,
that look like (p, i, t) or (t, i, p) according to
corresponding of their internal adjacent F and
incidents of common positions p; or transitions tj. In
this case, when checking for each chain of reference
verifiable properties, the supporting position and
transition are its initial (start) p, or t; and the final
(finish) py or t, position and/or transition, where - k
the length of the chain.

In the most general case, the checked properties
Pr, Ua PrP, G Prit of the check model cS, icS
may be indivisible (set by external conditions),
weighted, non-linear fragments (trees, hammocks,
networks, cycles and their compositions) Frn,
UgFrn, u,EJFrnjt of reference behaviours in terms
of related bipartite position-transition sequences,
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according to the corresponding of their internal and
external (between different sequences) reference
adjacent F to them incidental  node
positions/transitions p;, t; (including, start and finish
P, to). When checking some node positi-
ons/transitions p;, t; (particular, start and finish py, t;)
of reference non-linear verifiable properties Frn,
UaFrmP,  GoFrn' must be support, that is,
previously recognized identified, using identifiers
Ci, Ueal Ciip, Yea Cijt.

In the check analysis, the verifiable properties
Pr, ta Prf, ug Prjt taking into account the
supporting positions/transitions p;, t, weighted
conditions, events, actions and functions, in
particular, the input conditions (in alphabet X) and
their structures, as well as output functions (in
alphabet Y) and their structures. That is, verifiable
properties should be understood as dynamic
behavior structures.

Weight characteristics of fitness and selection

Each position p; or transition t; has two sets of
incidental incoming arcs In=c44 in; and outgoing
arcs Out=c4, out;, possibly multiples Kin, Kou, as
well as the corresponding two sets of inputs and
outputs also taking into account the multiple of the
arcs. The position's or transition's own high
boundary weight can be measured by the sum of
numbers of incoming arcs 2In=2,(in;xk;,) and
numbers of outgoing arcs 20ut,=2;,(out;<Koy),
based on their multiple ki, Ko, Or orderly deuce of
numbers of incoming and outgoing arcs (2In,
20uty), that are also based on their multiplicity.

As noted, in the PN S(f) positions p; and
transitions t; are bound by arcs in structures - one-
step elementary arcs with incidental
positions/transition and multi-step chains, trees,
hammaocks, networks, loops and their combinations.
Positions p; and transitions t; in such structures are
nodes. Then some of the registered behavior of W or
Cf (in case registration, check with identification) is
activated substructures of executed processes in the
PN S(f). In these structures, there are still
unrecognized positions and transitions, clearly
identified at the current moment positions p; and
transitions t;. For identified positions p; and
transitions t;, their activated inputs and outputs,
incidents recognized arcs, chains, fragments are
marked.

In this regard, the current achieved weight of
coverage of some position p; or transition t; is their
numbers of activated incoming and outgoing arcs of
inixkini and outjxk,y, taking into account their
multiple Kini, Kouti, their sum

wt pFthi(_i NiXKini) FWEpi(0Uti X Koysi),
WE=Wt (in; %Ki ) FWig (0uti<Koye),

or an orderly deuce

Mpi:(WtPi(i nix kini)v thi(OUtix kouti))y
W= (Wi (in;xKini), Wtg(out; <Kou)),

if you need a separate analysis of inputs and exits.

Accordingly, for the elementary verifiable
properties Pra, L Pra’, Y Pra,—t for each of the
weighted arcs with the incidental double pair
“position-transition” (p;, t) or “transition-position”
(ti, pi) can enter the first characteristic — weight Wt
of check cover.

Thus, using the evolutionary functions of
fitness ¢ and the choice o the weight of the check
coating will be determined for a pair of weights -
weight of fitness and choice wt(p;, t;), wt(t, py),
corresponding to the pair “position-transition” (p;, t;)
or “transition-position” (t;, p;), which are incidentally
selected arc i, as the sum (scalar) of these weights

WE(pi, t)=Wtpi(Out;xKin) +Wig (i <Kini),
or
WE(ti, pi) =Wtsi(OUtiXKini) +Wipi (ini<kini),

or deuce (vector)

W (i, 1) = (Wi (OutiXKoys) Wi (inixKini)),
or

W (ti,pi) = (W (0utiXKouti), Wigi(inixKini)),
multiplied by the Ko=Kkini Of the arc i (the number of
moved labels, when the arc i is triggered).

Not the elementary verifiable properties Pr,
Ui PP, Uiy Pri (for each of the weighted linear or
non-linear fragments) have the weight of coverage
for the evolutionary functions of fitness ¢ and the
choice o, determined by the sum of weights of
fitness ¢ or choice ofunctions of all arcs, included
in the appropriate weighted linear Frl, «i Frl,
UaFrl or not linear Frn, U Frf, o Fm|
fragments. So for the chain:

Fri=((py, iy, t),(ts, iz, P2), ..o (O, 0y B)oee,y
(pn—lyin—lytn—l)a(tn—lyinypn)y)

the weight looks like:

Wt(FI‘I): (thl(outlx koutl)+th1(i nyx kinl))+
+(thl(outlxkouu)"'thg(i Ny X kin2 )+ ..t
+(WEPi(0Ut<Koy)+ +WE(inxkin)) + ... +
'|'(thn(OUtn>< koutn)"'thn—l(i Npa % kinn—l)) +

+ (thn—l(OUtn—l>< koutn—l)"' +thn(i Np> kinn))=
=51 (WP (Ut XKoug) +WE (i Ki))+

+(WE(0Ut; X Koui) FWiPi1 (INXKini1)).
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Thus, the weights wt”; and wt|; of internal in
sequence — linear fragment from Frl, wFrl?,
UaFrll  (not starting and not finishing for the
sequence) positions p; and t; transitions are counted
twice in mutually related arcs - respectively, (tj.1, ij-1,
Pi) (P, 15, ) and (pj, T, ), (b, Tj+a, Pja) - Separately for
the incoming (to them) arcs and outgoing (from
them) arcs into account their multiple. That is,

thi:\thi(i nyx kini)+thi (OUt| X kOUti)’
WE=W (i %Kini) F Wi (0Ut; X Koyei),

what was noted above.

The weight of each node position p; and
transition t; of some non-linear fragment from Frn,
UgFrn, u,EJFrnjt, common in incidentality for set
of mutually related line parts

fri;=((tw, 111, P11), (P12, 112, L2, ...,
(tyj1, i, P1y)s o),
fri;=((tz1, 121, P21), (P22, i22, 122, ...,
(G0, 12y P2)s o)y v
frlj:((tmla iml; pml)y(mey im2, tmz):---;
(tmj-la imj, pmj),...),

of this non-linear fragment is also considered to be
multiples m of these line parts, incidental to this
node position p; and transition t, and on the
multiplicity Kiyy, Kiz,..., Kip OF initial arcs iy, is,...,
imy Of these linear parts frly, frl,,..., frl; directly
incidental to node position p; and transition t;,.

This weight gain, taking into account inputs and
outputs, allows to accentuate precisely the arcs, line
claims and non line fragments, as elements of
behavioral (dynamic) verifiable properties. The best
indicator is a higher weight of check coverage.

The second characteristic of each of the
elementary and not elementary verifiable properties
may be its total length, conventionally measured by
the number of arcs, contained into it. For the second
characteristic, the best indicator is the shorter length
of the check property, which conditionally
represents the lower cost of testing.

The weight and length of the properties being
tested are at odds, but the latter changes, when the
properties being tested are recognized by the
supporting positions or transitions (start, finish,
internal) using identifiers in check primitives or
fragments. In this case, the completeness of the
primitive is the completeness of the verifiable
property, that entered it, and the length is the total
length of the verifiable property and identifiers
entered into the primitive, with multiple accounting
of their intersecting (in the behavior) parts.

A check snippet from a primitive may differ in
the inclusion of many primitives — verifiable

properties and their respective identifiers. Its fullness
and length are determined by the corresponding
amounts.

Thus, check primitives and fragments inherit
from the verifiable properties the characteristics of
the weight and length of the check coating,
considered for both individual primitives and
fragments, and for their certain aggregate.

The total weight of all the properties in the
specified and their total length give absolute
boundary characteristics (respectively top for weight
and bottom for length) to assess the quality of check.

The weight and length of the current set of
fragments recorded and formed at some point in the
check can be absolute current characteristics of the
weight and length respectively for the achieved
quality of check.

Current characteristics of weight and length can
be presented in relative form (including percentage)
as private from dividing absolute current
characteristics of weight and length by absolute
boundary characteristics — the top for weight and
lower for length.

Shortness is the third characteristic of a given
set of all (elementary and not elementary) properties.
Shortness is also a characteristic of the totality of the
check primitives (or fragments) used in some
coverage of the properties being checked.

Applying characteristics to check

Collectively, such used check primitives may
be, for example, initially selected to perform check,
such as ensuring its required completeness, or, for
example, achieved at some point in the current
executable check. The shortness determines the
number of properties in the first set and primitives in
the second set accordingly.

Both elementary and non-elementary (linear
and non-linear) verifiable properties can receive in a
certain way the weight and length of the individual
additional weight factor, which can be set by
external factors.

This ratio can relate: first, as indivisible to the
entire property being tested; second, as indivisible in
replicated form to property components - arcs,
positions, transitions; third, in a distilled form of
some additive decomposition to its components. The
third option is of interest in determining the mapping
of weight and length at end-to-end, ascending or
downward checks.

With downward check, the ratio for check
behavior of the detailing Petri subnet (multiple
check fragments) detailing some macro-position or
macro-transition may be the weight of fitness
functions or the choice of this macro-position or
macro-transition, represented in the form of additive
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decomposition in accordance with the check
passages through the macro-position or macro-
transition. Macro-position or  macro-transition
passages are understood as its activated three inputs-
outs, respectively, the decomposition of the weight
factor is presented for each three and within it for its
entry-exit function.

The parts of this decomposition of the check
pass weight factor are mapping in dish weights,
taking into account the mapping of Petri input of
hierarchical Petri network, in particular from the ins
and outs of the macro-position or macro-transition to
the respective ins and outs of its detailed Petri
subnet.

Thus, in the check fragment of the Petri subnet,
as in the passage of the macro-position or macro-
transition, also emphasizes the three — the input-
fragment-output.

With upward check of the external ratio of the
detailed macro-position or macro-transition of the
highest Petri network, there may be an additive
weight of functions fitness or selection, defined as
the amount of weight factors for the check fragments
of the detailed Petri subnet, taking into account the
past's inputs and outputs in the respective ins and
outs of the macro-position or macro-transition of the
lowest Petri network.

That is, the weight factors of the inputs and
outputs of the Petri subnet check fragments are
mapped in the corresponding weight factors of the
inputs and outputs of the activated macro-position or
macro-transition passes — three inputs-functions-
outputs — and is summarized in components in case
of repetition.

Depending on the accepted properties, three
definitions of check 1-primitives are possible: first,
as weighted arcs of the relationship between
positions and transitions of the input Petri network,
for which the start and/or finishing (border)
positions/transitions are confirmed using identifiers;
Second, as weighted linear fragments are also with
identifiers confirmed by start and/or finishing
positions/transitions; thirdly, as weighted non-linear
fragments are also with identifiers confirmed by
start, internal, finishing positions/transitions.

The simplest check O-primitives are the
positions / transition identifiers themselves, which
highlight confirmed positions/transitions, that can be
start, finishing, and internal (not-border) in
identifiers. In turn, the check primitives themselves
are the indivisible simplest check fragments of
behavior that are dedicated to testing.

The multilevel method of behavioral check

In the multilevel method, which has signs of a
“wave”, multi-process and evolutionary, the
following items are performed:

Stage 1. The initial highest checked PN S(f),
the mappings y*, °~ of its selected positions, the
mappings v, v~ of its selected transitions v, and
the set of initial lowest checked PSN from
(GaSOPY AU LS are accepted as the current
highest checked PN S(f)", current mapping y ™, 2~
of its selected positions, current mapping v, v~ of
its selected transitions and current sets of initial
junior checked PSN of (L aS(HP ) A SH").

Stage 2. For the current highest verifiable PN
S(f)” (some PSN from the HSN, accepted as the
senior one) starts and executes a multithreaded
process of the one-level behavioral evolutional
check method, that is presented at [40].

Step 2.1. For the current mappings y*, »*~
and v, V7  of selected positions (Ciapi),
transitions (Cj.t) of the highest checked PN S(f)"
and the set of corresponding lowest ones checked
PSN from (<SP A oS(f))") starts and runs i+j
multithreading  processes, where iel, j&l
corresponding to the lowest checked PSN of the
single-level behavioral evolutional check method
[40].

Step 2.2. With the start of execution of each of
the i+j processes in its composition, the
corresponding  special event  synchronization

relationships compatibility &= Uaé&)AGaé)
and quasi-order y'=yUau) AU ay) for time
intervals, associated with them alphabets of
conditions, actual events for iS, actions, actual
functions associated with the positions P, PP, P;,
transitions T, TP, T, and also corresponding to these
conditions and functions of input-output symbols X,
Xip, Xit, Y, Yip, Yit for S(f)+=
=SOM(Uap) AL at)) AU aSEF) AL S(0))),
representing with highest and lowest levels of
hierarchical synchronization conduct transition to
S()*.

Step 2.3. For the current set of registered check
fragments W” and corresponding current recognized
check fragments Cf the fourth parallel process
executes event-driven (as they are registered), parallel,
all possible at this moment, conversion threads of
operations from the signature Sg.={¢, £, 7
(identifications « of reference positions and transitions,
identity S of reference positions and transitions,
determining y after identity £) in several iterations,
deterministic for «, £ and in the general case,
probabilistic for y, until the moment, when their use
does not give new fragments awn from W" for Cf .

304

Information technologies and computer systems

ISSN 2663-0176 (Print)
ISSN 2663-7731 (Online)



Herald of Advanced Information Technology

2019; Vol.2 No.4: 298-309

Design of Computer Systems, Networks and their Components

Evolutionary pseudo-random targeted search in
most processes (or threads) allows to achieve good
results in most cases significantly faster, than the
upper estimate of NP-computational component for
PN S(f), complexity of deterministic method.

Evaluation of behavioral testing of DIS

Representation of the Petri network S(f), where
[PI=np, |T|=n, n= np+n, |X|=m, |Y|=I, in the
memory of the monitoring system using list
structures requires for the upper limit of the total
number of conditional fields:

Cis™=(ny(4n,+3L+4)+n,(3m+2))+
+(Zia Nei(4ng +3L; +4)+ny; (3m; +2))+
+(2}EJ ntj(4npj +3Lj +4)+npj(3mj +2))

The complexity of the check analysis of the PN
S(f), including preprocessor and main stages for each
of evolutions, is determined by upper bound:

Cais o =ny(4n,+3L+4)+n,(3m+2)+
+2nn,(Ne-1)+2(2Lmnyny)™-3)+(ne-1) (Nne) 1+
+(Zia ny(4ngi +3L; +4)+n,; (3m; +2)+
+2nNpi(Ng ~1)+2(2LimiNgiNg)™"-3)+(Ng-1) (Npini) 1) +
+(Zj ey NgNy(4ng;+3L+4) +ny (3m;+2) +
+2n4n5(Ng-1)+2(2Lmyngng)™-3)+(ng-1) (Nging) .-

In both formulas, there are three parts,
respectively, for PN and PSN. The comparison of
the testing programs based on automata-
deterministic and Petri-evolutionary methods for
dynamic DIS of onboard automated control systems
and terminal video surveillance confirmed a
decrease in the computational complexity of testing
and reducing the time of the check.

Conclusions. The paper presents the results of
the development of the method of behavioral testing
of distributed information systems based on a special
model of behavioral check of extended hierarchical
Petri nets and characterized by the features of the
evolutionary parallelism of the check analysis. A
model is based on determining the compliance of the
reference and verifiable extended Petri nets,
representing respectively the reference and verifiable
DIS. The use of the model made it possible to
determine the basic conditions for constructing a
check method applied both at the system level and at
the component level. The conditions are significant
in the organization of the parallel event-evolutionary
development of the population of recognition of the
behavior of the reference Petri net in the functioning
of the tested Petri net. Parallelism is applied to
parallel execution of and cross-over operations with
event-generated operands-individuals —
recognizable reference check primitives and
fragments. Parallelization associated with the time

decomposition of the task of the check analysis
allows polynomially reducing the exponential time
complexity of the overall behavioral testing. The
proposed estimates of the completeness of check
used in the functions of fitness and search can
reduce the time of a multi-level evolutionary search
for coverage of checks.

Hierarchical ~ decomposition and  the
evolutionary approach increase the flexibility of
organizing behavioral online testing by taking into
account the features of DIS. The greatest reduction
was achieved on the components of the DIS of
special behavior, in particular, with a partial
certainty of the functions of the models.
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BATATOPIBHEBUI HOBEI[IHKQBHﬂ KOHTPOJIb PO3INOAIJIEHUX
IHOOPMANIMHUX CUCTEM

Anomauia: Ocobaugocmi excniyamayii cy4acHux posnooiieHux iHghopmayitiHux cucmem 6 3HaUHitl Mipi RIOCUTIOIOMb UMO2U
00 docmogipHocmi ix GyHKYioOHy8aHHs | NOCUNIOOMb 4acosi medici il gionoenenHs. Bucoka eipocionicme pobomu 3abesnevyemucsi
Pi3HOMAHIMHUMU 3ac0Damu, 30Kpema, pobouum i mecmosum KOHMpPOIeM, ane 4acmo 0OMeNCYEMbCA PeanbHUM YACOM POOOMU Yux
cucmem. Bidomi memoou KOHMpOIO SUKOPUCMOBYIOMb ANAPAmHi RPUCKOPIOSAdl, OeKOMNOZUYIIO | PONAPANENIO8AHHS, MEXHON0TT
WMYYHO20 [HMeNeKmy, aie IX MOJCIUGOCMI He 3HIMAmb OOYLIbHICMb PO36UMKY HOBUX MoOenell | Memodis, 30Kpema,
BUCOKOPIBHEBUX, 3ACHOBAHUX HA CHeYianbHOMY aHANI3l NOSeOIHKU cucmem. Y cmammi npedcmagieHuil 6azamopieHesuti Memoo
N08€0IHK08020 pO6OHU020 KOHMPOAIO PO3NOOIIEHUX [HPOpMAYIUHUX cucmem, wo 0Oasyemvca Ha iepapxiunux mepedcax Ilempi,
00HOpiBHEBUX MOOeni | Memoodi, a MmaKoxc iepapxiunoi mooeni noeedinko8ozo pobouozo kowmponio. bacamopienesuii memoo
BUKOPUCTNOBYE e80IIOYILIHY ONMUMI3AYiI0 | MAe 0cobaueocmi napanenvhoi 6azamopienesoi opeanizayii cyMiCHUX KOHMPOIbHUX
egonIoyill OKpeMux pIieHie, sAKi po36UBaOMbCs 34 NPUHYUNOM «XEUNLOBO20Y ANCOPUMMY 6 (QOHOBOMY pedtcumi ujo00 OCHOBHO20
GyHKYiOHY8anHs camux posnodinenux IiHgopmayiiHux cucmem. J{is  GUBHAYEHHST KOMNWAEKCHUX Kpumepiie KOHMPOIIO
b6acamopieneso2o memoody 3anponoHO8AHA IEPAPXIUHA CUCMeMa CYMICHUX QYHKYil ¢imuec i 6ubopy 00'€kmié 6 KOHMPOJIbHUX
eBONOYISIX PIGHIE TepapXiunoi modeni. Y QYHKYIsAX NponoHyOmMuCs OYIHKU NOSHOMU I Q08XCUHU (4acy) nepesipku O no3uyil,
nepexooie i dye mepeoic Ilempi, ninitinux i HEMIHIUHUX 2papoeuUX CMPYKMYp HO8ediHKU, Oil0 QYHKYIU POUUPEHO HA KOHMPOJbHI
npumimueu i ppaemenmu. lepapxis ¢ynxyii gpimuec i 6ubopy 003601UNA 66eCU OYIHKU NOBHOMU | O0BHCUHU POOOUO20 KOHMPOIIO,
3acmocosani 018 onmumizayii eoNoYiliIHO20 NOWYKY 6 6azamopieHegomy HOKpummi HeoOXiOHuXx nepegipok. lepapxiuna
Oexomnosuyis, esomoyiiHull nioxio i iepapxis @yuxyit gimuec i eubopy bazamopienesoco memoody, wjo ONMUMIZVIOMb, Oalu
MOJHCIUBICMb  CKOPOMUMY  Yac 1 NIOBUWUMU SHYUKICMb Op2aHizayii noeediHk08020 poOOY020 KOHMPONIO 3 YPAXYBAHHAM
ocobusocmeti po3noodiieHUx IHHOPMayitiHux cucmen.

Knrwwuosi cnosa: posnooineni ingopmayitini cucmemu; noeoiHKo8Ull KOHMpPONb; i€papxiuna mepexca I[lempi; molenw
nepesipku; esonoyis; bazamopieHesutl KOHMpOib
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MHOI'OYPOBHEBBII NOBEJJEHUECKHI KOHTPOJIb PACIIPEJAEJEHHBIX
NHOOPMAIIMOHHBIX CUCTEM

Annomayua. Ocobennocmu IKCHAYAMAYUU COBPEMEHHBIX PACHPeOeNeHHbIX UHPOPMAYUOHHBIX CUCEM 6 3HAUUMENbHOU
cmeneny  ycunuearom mpebosanus, K OO0CMOBEPHOCMU UX (QYHKYUOHUPOBAHUS U YHCECHOUAION BPEMEHHble 2PAHUYbL  ee
soccmanosnenus. Bvicokas docmosepnocms pabomul obecheuu8aemcs pasHooOPasHeIMU cpeocmeamu, 8 YacmHoCmu, pabodum u
MecmosbIM KOHMPOLEM, HO YACIO 0ZPAHULUBAENMCS PeaNbHbIM 8peMereM padombsl dmux cucmem. Hzsecmuvie Memoovl KOHMPOs
UCNOTBL3YIOM ANNApamubvle YCKOpUment, 0eKoMnouyulo U pacnapaiienusanue, mexHoIo2uu UCKyCCmeeHHo20 UHMENNeKma, HO UX
B03MONCHOCIU HEe CHUMAIOM YelecooOpasHOCMy paA3gumMusi HOBbIX Mooenell U Memodos, 6 HACMHOCMU, 6biCOKOYPOBHEBbIX,
OCHOBAHHBIX HA CHEYUANIbHOM GHANU3e NOGeOeHUst cucmeM. B cmamve npedcmasien MHO2OYPOBHEBbIN Meno0 NOBEOEHUECKO20
pabouezo KOHMPOJA pacnpeOeseHHbIX UHPOPMAYUOHHBIX cucmeM, 6a3upyIowulics Ha uepapxudeckux cemsx Ilempu, 00OHOYPOBHe8bIX
MoOenu u memooe, A MAK’Ce UEPAPXULECKOU MOOeU NOBEOEHUECK020 paboueco KOHMpPOs. MHo20ypo6Hesbill Menmoo UCnonb3yem
IBONIOYUOHHYIO  OnmuMu3ayuio U obradaem O0COOEHHOCMAMU NAPATIETbHOU MHO20YPOGHESOU OP2AHUBAYUU  COBMECTHUMbIX
KOHMPONbHBIX I60JI0YULL OMOENbHBIX YPOSHEN, KOMOPbie PA38USAIOMCS NO NPUHYUNY «BOTHOBO20» AN2OPUMMA 8 POHOBOM pedcume
OMHOCUMENBHO OCHOBHO20 PYHKYUOHUPOBAHUS CAMUX PACNPEOeTeHHbIX UHPOPMAYUOHHBIX cucmeM. s onpedenenus KOMNIEeKCHbIX
Kpumepues KOHMPONA MHO20YPOBHEB020 MeMOOd NPeONONCEeHd UePAPXUYECKAs CUCMeMd COBMEeCIUMbIX (QYHKyull umnecc u
6b100pa 00BEKMO8 8 KOHMPOTLHBIX I8OTIOYUAX YPOBHEU UepapXuyeckot mooenu. B @yHkyusx npeonazaromesi OyeHKu nOIHOMbL U
ONUHBL (8peMeHU) NposepKu OAs No3uyull, nepexooos u oye cemeil Ilempu, TUHEUHBIX U HETUHEUHbIX 2pAdOBbIX CMPYKMYp
nosedenus, delicmeue QYHKYull pacuiupeHo Ha KOHMpOIbHble npuMumuensl u paemenmol. Hepapxus ¢ynxyuil pumuecc u evibopa
NO360MUNA B6ECIU OYEHKU NOJIHOMbL U ONUHBL paboue20 KOHMPOJA, NPUMEHEeHHble Ol ONMUMUSAYUU IE0TIOYUOHHO20 NOUCKA 6
MHO20YPOBHEBOM NOKDHIMUU HE0OX00UMbX nposepok. Hepapxuueckas O0eKoMNnouyus, 60JIOYUOHHBII NOOX00 U UepapXusl
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onmuMusUpyIloOwux GyHKyull pumuecc u 86160pa MHO20YPOBHEBO20 MEMO0a OaaU B03MONUCHOCHb COKPAMUMb 8PEMsl U NOBbICUMD
2UOKOCMb  Op2anu3ayuy NOBEOEHUEeCK020 paboye20 KOHMPOIsA C YY4emom O0CobeHHOCmell DAChpedeneHHbIX UHDOPMAYUOHHBIX

cucmen.
Kniouesvie cnosa: pacnpedenenmvie UHGOPpMAayuoHHble cucmemsl; nogedenyeckoe Mecmuposanue, Uepapxuyeckas cemo
Tlempu; modens npogepku; 960110YUsl; MHO20YPOBHEBbII KOHMPOlb
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