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MULTILEVEL BEHAVIORAL TESTING OF DISTRIBUTED 

INFORMATION SYSTEMS 

Annotation. Operational features of modern distributed information systems significantly increase the requirements for the reliability of their 
functioning and tighten the time limits for its restoration. High reliability of work is provided by various tools, in particular, offline and online testing, 
but often limiting the real time of the operation of these systems. Well-known testing methods use hardware accelerators, decomposition and 
parallelization, artificial intelligence technologies, but their capabilities do not remove the advisability of developing new models and methods, in 
particular, high-level ones, based on a special analysis of system behavior. The article presents a multi-level method of online behavioral testing of 
distributed information systems, based on hierarchical Petri nets, single-level model and method, and also hierarchical model of online behavioral 
testing. The multi-level method uses evolutionary optimization and has the features of parallel multi-level organization of compatible check evolutions 
of individual levels, which develop according to the principle of a “wave” algorithm in the background relative to the main functioning of the 
distributed information systems themselves. To determine the complex testing criteria in the check evolutions of the multilevel method, a hierarchical 
system of compatible functions of fitness and the choice of objects in the level evolutions of the hierarchical model is proposed. The functions offer 
completeness estimates for positions, transitions and arcs of Petri nets, linear and nonlinear graph behavior structures, the action of functions is 
extended to check primitives and fragments. The hierarchy of fitness and choice functions made it possible to introduce estimations of completeness of 
testing used to optimize evolutionary search in a multi-level coverage of necessary checks. Hierarchical decomposition, evolutionary approach and 
hierarchy of optimizing fitness and choice functions of a multi-level method made it possible to reduce time and increase the flexibility of organizing 
online behavioral testing, taking into account the features of distributed information systems.  

Keywords: Distributed Information Systems; Behavioral Testing; Hierarchical Petri net; Check Model; Evolution; Multilevel Check 

Introduction. Currently, modern distributed 
information systems (DIS) are characterized by 
rapid complication, large-scale expansion and 
penetration of the Internet, a sharp increase in the 
responsibility of tasks. The main place in the 
analysis and synthesis of DIS begin to occupy the 
operational formation of distributed general and 
special structures of tasks, resources and processes 
in open and corporate environments. Complex 
dynamic communications, coordination and 
cooperation in such systems require overcoming the 
risks of access, uncertainty, functional disability, 
failures and errors, incorrect and malicious actions. 

Basic solutions to these problems include, on the 
one hand, a set of security measures and information 
protection systems (authorization / authentication, 
digital signature, encryption, access / trust, shielding, 
virtualization), on the other hand, formal online and 
offline testing to ensure the necessary performance 
level DIS. The increasingly frequent appearance in 
DIS of multi-agent properties of autonomy, mobility, 
intelligence, cooperativeness significantly 
complicates these decisions and control. 

Thus, we can conclude that it is necessary to 
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develop operational and test check, as part of the 
analysis, design and maintenance of DIS, using 
many technologies, with a sharp increase in the 
completeness and accuracy of the check itself, 
reducing the cost of resources, in particular time. 
The operational and test check of DIS, as a rule, 
includes a complex of deterministic, probabilistic, 
fuzzy, evolutionary methods, in particular, with the 
analysis of structural, functional, informational, 
interface properties and mechanisms of DIS. These 
methods have their own values for the completeness of 
testing results and resource costs, often NP-complex. 
However, the noted features of the development of DIS 
in combination with the diversity and short duration of 
their dynamic cooperatives tighten the time conditions 
for monitoring and diagnostics, often limiting them to 
the real-time mode. 

Traditional solutions to temporary problems use 
hardware accelerators, decomposition and 
parallelization of models and methods. But this does 
not exclude the possibility of further development of 
high-level formal models and methods of working 
and test check, in particular, on the basis of testing of 
reference behavioral properties, agreed at different 
levels of system, structural and functional design and 
confirmed during operation of the implementation of 
design decisions, using effective intellectual check 
coverage search methods. 

This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/deed.uk)
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Therefore, it is of interest to study methods for 
verifying the behavioral properties of distributed 
hierarchical models, in particular, on the basis of 
evolutionary search. The relevance of this study is due 
to the need to improve existing testing methods, which 
can be based on an evolutionary multi-level search for 
check coverage. In particular, the mutual inter-level 
coordination of fitness functions and the choice of 
check evolutions adjacent in the hierarchical model is 
of interest. As a result, greater completeness is 
achieved when constructing a compatible composition 
of adjacent evolutionary check populations and, as a 
result, reducing the time of behavioral testing as it 
approaches the real time of DIS functioning. 

Literature review. The study of the concepts, 

models and methods of analysis and synthesis of 

modern DIS is devoted to an ever-increasing number 

of works [1]. This is due to the rapidly expanding 

scope of DIS applications, the expansion of their scale, 

distribution and sharable, a sharp structural and 

combinatorial complication of problems solved by 

DIS, which are increasingly characterized by NP-

complexity [2], and a significant increase in the 

criticality of their application [3]. As a result, 

promising DIS are characterized by a complex 

specialized composition of the properties and 

mechanisms of many technologies and platforms, such 

as the Web, multi-agent [4], cluster, GRID, cloud, 

Internet of things [5-6], and intelligent [7-8]. So, the 

growth of DIS intelligence using fuzzy, evolutionary, 

and neural methods, their speed, bordering on the real 

time of the functioning of objects in the domain, are 

manifested to the greatest extent. The autonomy and 

mobility of DIS components is usually inherent in 

subject specialization. But the spatial and temporal 

structure of interactions, both internal and external, 

including with objects of the local and global network, 

is becoming more and more quickly reconfigurable, 

expanding, multi-level [9-10]. These DIS properties 

acquire the character of common ones and indicate that 

DIS also receive signs of dynamic systems, which 

quickly form special structures of distributed and 

shared tasks, resources and processes in deployment 

infrastructure environments. 

A higher level of dynamic, situational commu-

nications, coordination and cooperation in such systems 

exacerbates the risks of access, uncertainty, functional 

failure, failures and errors, incorrect and malicious 

actions [11-13]. As a rule, these risks are reduced and, in 

some cases, eliminated by a set of security measures and 

information security systems, for example, through 

authorization / authentication, digital signature, 

encryption, attributes and access / trust rights, multi-

level shielding, subject-logical virtualization. Regardless 

of this, a higher level of reliability of DIS functioning 

can be additionally provided by means of their formal 

working and test check [14-17]. 

All modern methods of deterministic, probabilistic, 

fuzzy, evolutionary check of their structural, functional 

and informational properties, mechanisms and their 

inherent error classes are characterized by validity and 

completeness of testing and resource costs in their class 

[18-20]. At the same time, the trends of rapid growth of 

uncertainty, intelligence, operational reconfigurability, 

and the diversity of DIS interactions in situational 

compositions, both in distribution and separation within 

fuzzy boundaries, and in the tasks assigned to them, 

persist and even accelerate [21]. This circumstance limits 

the use of most known methods to analysis of medium-

complexity DIS [22]. Relevant analysis, synthesis and 

maintenance of DIS are often relevant, often NP-complex 

[23] with the combined use of different methods [24-27], 

in particular, intellectual [28-33]. In particular, the 

methods of early design systemic and structural-

functional testing [34-35], including formal multilevel 

behavioral testing [36], special check [37-39], which 

largely determine the correctness of projects and the 

reliability of their subsequent implementations, are found 

to be mandatory. 

The relevance of the work is due to the need to 

improve existing methods of multidimensional behavioral 

evolutionary testing of DIS based on hierarchical Petri 

nets, which have the features of inter-level interaction and 

the influence of related check evolutions and inter-level 

integration and optimization of fitness and choice 

functions defined for these evolutions. Inter-level 

integration and optimization of fitness functions and the 

choice of level check evolutions used in behavioral testing 

of DIS allows increasing the completeness of testing and 

reducing the testing time as it approaches the real time of 

RIS functioning. 
The purpose of this article. The aim of this 

research is to increase the completeness of testing 
and reduce the time of behavioral testing of DIS 
projects and their implementations by developing a 
multi-level evolutionary testing method by 
improving inter-level integration and optimization of 
fitness and choice function systems. 

To achieve the research goal for the multi-level 
evolutionary method of behavioral testing, based on 
the hierarchical testing model [36], the completeness 
and structure of the criteria for completeness for the 
evolutionary testing of the elements of the hierarchical 
Petri net (IPN) formed by parallel processes of label 
movement during the functioning and testing of IPN 
are defined as follows: 
– elementary two-component completeness criteria 
for positions/transitions, elementary arcs connecting 
positions and transitions; 
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– total completeness criteria for simple graph 
structures – chains, trees, hammocks, networks, 
cycles; 
– total completeness criteria for graphs of single-
level Petri nets (PN) 
– two-level multicomponent completeness criteria 
for two-level hierarchies of IPN graphs; 
– total completeness criteria for identifiers, check 
primitives and fragments. 

The properties of hierarchical model and 

multilevel interactions 

The multilevel method of behavioral online 

testing of DIS is based on: 

– single-level model of behavioral online testing 

with the signature of level check operations of 

identification, identification, determination, relations 

of compatibility, incompatibility, uncertainty and 

extended precedence for behavioral check 

fragments; 

– single-level method of behavioral of DIS 

components; 

–hierarchical model of behavioral online testing icS 

[36] with an older check model, substitutable lower 

check models, a signature of inter-level mappings, 

quasi-order relations and compatibility, representing 

inter-level synchronization of recognized check 

fragments. 

To solve these problems, on the basis, in-first, 

of the autonomous single-level model cS=(W
^
, Pr, 

Ci, Cp, SgcS, Сct) with the signature of the level 

check operations SgcS={, , } – respectively 

identification, coincidence, determinization, 

relationship RelCs = {, ,   } – respectively 

compatibility, incompatibility, uncertainty, extended 

precedence for behavioral check fragments Cf, in-

second, of single-level method of behavioral online 

testing of the components of DIS, in-third, the 

hierarchical model of behavioral online testing 

icS=(cS, iI сSi
c
, jJ сSj

t
, SgiS), 

[39] with highest check model cS, replacing lowest 

substitutes check models iI сSi
c
, jJ сSj

t
, 

signature of inter-level mapping SgiS = {p
, p

, 

t
, t

}, relations of quasi-order  

+
=(iIi)(jJj), 

and compatibility  

+
=(iIi)(jJj), 

representing inter-level synchronization of 

recognized check fragments from Cf, iI Cfi
p
, jJ 

Cfj
t
, a multi-level method of behavioral online 

testing of DIS is proposed. The method 

evolutionarily builds the check fragments for 

behavior of highest Petri Net (PN) S(f), based on 

reference behavioral identifiers Ci, check primitives 

Cp and fragments Cf, complementing them with 

compatible, synchronized (vertically translated) 

checks of behavior fragments with lowest 

identifiersiI Cii
p
, jJ Cij

t
, check primitives iI 

Cpi
p
, jJ Cpj

t
 and fragments iI Cfi

p
, jJ Cfj

t
 for 

lowest Petri subnets (PSN) from 

(iIS(f)i
p
)(jJS(f)j

t
), detailing macro-positions 

and macro-transitions from S(f). 

The result of the test establishes the conformity 

of the system highest PN and its component lowest 

PSN – for reference models of the form S(f) and 

(iIS(f)i
p
)(jJS(f)j

t
), that is, the full lowest 

reference hierarchical PN (HPN)  

S(f)
+
=S(f)\((iIpi)(jJtj)) 

(iIS(f)i
p
)(jJS(f)j

t
), 

of reference DIS or its components and for actual 

models of the form S(f)
^
 and 

(iIS(f)i
p^

)(jJS(f)j
t^
), that is, the full lowest 

checked HPN  

S(f)
+^

=S(f)
^
\((iIpi

^
)(jJtj

^
)) 

((iIS(f)i
p^

)(jJS(f)j
t^
)), 

of real DIS or its components. 

Preprocessor stage 

So, during preprocessor stage for the fragments 

of the recorded behavior of W
^
 of the basic 

functioning of some highest PN S(f) and the 

recorded behavior (iIWi
p^

)(jJWj
t
) of lowest 

detailing PSN from (iIS(f)i
p
)(jJS(f)j

t
) based on 

the hierarchical model of behavioral online testing 

icS, the method performs a multilevel evolutionary 

parallel search for sets of identifiers accordingly Ci 

and (iICii
p
), (jJCij

t
), check primitives 

accordingly Cp and (iICpi
p
), (jJCpj

t
). As 

identifiers and primitives are found, the method 

forms the set of modified check fragments 

accordingly Cf’=iIcfi’ and (iICfi
p
’), (jJCfj

t
’). 

Search for identifiers and primitives, as well as 

fragment formation, include the application of 

operations of identification , coincidence , 

determinization  to behavior W
^
=iIwi and 

(iIWi
p^

), (jJWj
t^
). 

For the full lowest reference HPN S(f)
+
 these 

sets are presented accordingly as: 

Ci
+
=Ci(iICii

p
)(jJCij

t
), 

Cp
+
=Cp(iICpi

p
)(jJCpj

t
), 

Cf
+
=Cf(iICfi

p
’)(jJCfj

t
’). 

Significantly, subsets of identifiers 

((iIcipi)(jJcitj)), primitives ((iIcppi)  

(jJcptj)), fragments ((iIcfpi)(jJcftj)), that 
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characterize highest behaviors around macro-

positions and macro-transitions ((iIpi)(jJtj)) of 

highest PN S(f), is not deducted from the respective 

formed sets Ci
+
, Cp

+
, Cf

+
, full lowest HPN S(f)

+
. 

Inter-level relations of quasi-order   and 

compatibility  are checked and provided for found 

identifiers from Ci and (iICii
p
), (jJCij

t
), check 

primitives from Cp and (iICpi
p
), (jJCpj

t
), 

fragments from Cf and (iICfi
p
’)(jJCfj

t
’), at the 

same time as the perform of level operations 

identification , identity , and determination . 
Evolution stage 

In hierarchy of interacting evolutionary systems  

Ce
+
=(Ce(iICe(f)i

p
)(jJCe(f)j

t
)),  

of a two-level construction of checks, the 

evolutionary system of the highest level for the 

system PN S(f) is represented by the five  

Ce = (W^, Cp, Cl, Sg, W
f
), 

[40], the sets of lowest level evolution systems for 

components PSN(iIS(f)i
p
)(jJS(f)j

t
) are 

represented by (iICe(f)i
p
)(jJCe(f)j

t
) with fives 

similar to the highest one, like  

Cei
p

 = (Wi
p
^, Cpi

p
, Cli

p
, Sgi

p
, Wi

pf
), 

Cej
t
 = (Wj

t^
, Cpj

t
, Clj

t
, Sgj

t
, Wj

tf
). 

The hierarchical model of the behavioral online 

testing icS transmits hierarchies of interacting 

evolutionary systems Ce
+
 to the required translation 

(detail down and generalizations up), using the 

hierarchical mappings  

SgiS= {p
, p

, t
, t

}, 

and synchronizing relationship of quasi-order +
 and 

compatibility +
. At the basic level, the S(f)

+
 is a 

transfer for subject entities from the senior PN S(f ) and 

the junior PSN iIS(f)i
p
, jJS(f)j

t
 (their alphabets of 

positions, transitions, chips, inputs and output 

reactions, subject terms, events, actions, functions and 

their relationships) as part of S(f)
+
. At the behavioral 

check level as part of the hierarchical model of 

behavioral online testing icS, the transmission is 

performed for translation in hierarchical mapping of 

check entities (identifiers Ci
+
, primitives Cp

+
 and 

fragments Cf
+
 with their non-destructive. 

Additionally, in the interaction between the 

highest Ce and lowest evolutionsiICe(f)i
p
, 

jJCe(f)j
t
, both the intrinsic and the new, the inter-

level parametric functional dependencies +
 and +

 

are adopted, respectively, for fitness functions and 

choice functions, highest ,  and lowest iIi
p
, 

jJj, iIi
p
, jJj

t
, having a similar appearance: 

+
 = S(f)((iIpi

p
)+(jJpj

t
))+((iIS(f)i

p
)+ 

+(jJS(f)j
t
)), 

+
 = S(f)((iIpi

p
)+(jJpj

t
))+((iIS(f)i

p
)+ 

+(jJS(f)j
t
)). 

In the functions , and iIi
p
, jJj

t
,  

iIi
p
, jJj

t
 the check parameters, external in 

relation to check evolutions Ce and iICe(f)i
p
, 

jJCe(f)j
t
, can be determined by parameters 

independent of these evolutions itself. 

Check properties determination 

In the simplest case the checked properties Pr, 

iI Pri
p
, jJ Prj

t
 are defined in the formals model 

of behavioral online testing cS, icS, as primitive 

fragments of reference behavior - weighted, in 

general, bipartite multiple-arcs, that look like (p, i, t) 

or (t, i, p), where i is multiple, of relationship the 

adjacent F, iI Fi
p
, jJ Fj

t
 and compliance S, iI 

Si
p
, jJ Sj

t
 for conditions X, iI Xi

p
, jJ Xj

t
, 

reactions Y, iI Yi
p
, jJ Yj

t
, interval In, iI Ini

p
, 

jJ Inj
t
, probabilities Pb, iI Pbi

p
, jJ Pbj

t
, that 

mark positions P, iI Pi
p
, jJ Pj

t
 and transitions T, 

iI Ti
p
, jJ Tj

t
, incidental these arcs. When 

checking for each arc (p, i, t) or (t, i, p) of reference 

behavior, position p and transition t are defined as 

supporting, identified. The reference checked 

properties Pr, iI Pri
p
, jJ Prj

t
 determine in 

advance in relation to performance of online testing. 

In a more general case, the verifiable properties 

Pr, iI Pri
p
, jJ Prj

t
 of the check model may be 

indivisible (set by external conditions), weighted 

sequences – linear fragments (chains) Frl, iIFrli
p
’, 

jJFrlj
t
’ of reference behavior, that look like  

Frl=((p1, i1, t1),(t1, i2, p2),…, (pj-1, ij, tj),…),  

or  

Frl=((t1, i1, p1),(p2, i2, t2),…, (tj-1, ij, pj),…),  

in terms of sequences, consisting of multiple-arcs, 

that look like (p, i, t) or (t, i, p) according to 

corresponding of their internal adjacent F and 

incidents of common positions pj or transitions tj. In 

this case, when checking for each chain of reference 

verifiable properties, the supporting position and 

transition are its initial (start) p1 or t1 and the final 

(finish) pk or tk position and/or transition, where - k 

the length of the chain. 

In the most general case, the checked properties 

Pr, iI Pri
p
, jJ Prj

t
 of the check model cS, icS 

may be indivisible  (set by external conditions), 

weighted, non-linear fragments (trees, hammocks, 

networks, cycles and their compositions) Frn, 

iIFrni
p
, jJFrnj

t
 of reference behaviours in terms 

of related bipartite position-transition sequences, 
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according to the corresponding of their internal and 

external (between different sequences) reference 

adjacent F to them incidental node 

positions/transitions pi, ti (including, start and finish 

p1, t1).  When checking some node positi-

ons/transitions pi, ti (particular, start and finish p1, t1) 

of reference non-linear verifiable properties Frn, 

iIFrni
p
, jJFrnj

t
 must be support, that is, 

previously recognized identified, using identifiers 

Ci, iI Cii
p
, jJ Cij

t
. 

In the check analysis, the verifiable properties 

Pr, iI Pri
p
, jJ Prj

t
 taking into account the 

supporting positions/transitions pi, ti, weighted 

conditions, events, actions and functions, in 

particular, the input conditions (in alphabet X) and 

their structures, as well as output functions (in 

alphabet Y) and their structures. That is, verifiable 

properties should be understood as dynamic 

behavior structures. 

Weight characteristics of fitness and selection  

Each position pi or transition ti has two sets of 

incidental incoming arcs In=iI ini and outgoing 

arcs Out=iI outi, possibly multiples kin, kout, as 

well as the corresponding two sets of inputs and 

outputs also taking into account the multiple of the 

arcs. The position's or transition's own high 

boundary weight can be measured by the sum of 

numbers of incoming arcs Ink=iI(ini×kini) and 

numbers of outgoing arcs Outk=iI(outi×kouti), 

based on their multiple kin, kout, or orderly deuce of 

numbers of incoming and outgoing arcs (Ink, 

Outk), that are also based on their multiplicity. 

As noted, in the PN S(f) positions pi and 

transitions ti are bound by arcs in structures - one-

step elementary arcs with incidental 

positions/transition and multi-step chains, trees, 

hammocks, networks, loops and their combinations. 

Positions pi and transitions ti in such structures are 

nodes. Then some of the registered behavior of W or 

Cf (in case registration, check with identification) is 

activated substructures of executed processes in the 

PN S(f). In these structures, there are still 

unrecognized positions and transitions, clearly 

identified at the current moment positions pi and 

transitions ti. For identified positions pi and 

transitions ti, their activated inputs and outputs, 

incidents recognized arcs, chains, fragments are 

marked. 

In this regard, the current achieved weight of 

coverage of some position pi or transition ti is their 

numbers of activated incoming and outgoing arcs of 

ini×kini and outi×kouti, taking into account their 

multiple kini, kouti, their sum  

wtpi=wtpi(ini×kini)+wtpi(outi×kouti), 

wtti=wtti(ini×kini)+wtti(outi×kouti), 

or an orderly deuce  

wtpi=(wtpi(ini×kini), wtpi(outi×kouti)), 

wtti=(wtti(ini×kini), wtti(outi×kouti)), 

if you need a separate analysis of inputs and exits. 

Accordingly, for the elementary verifiable 

properties Pra, iI Prai
p
, jJ Praj

t
 for each of the 

weighted arcs with the incidental double pair 

“position-transition” (pi, ti) or “transition-position” 

(ti, pi) can enter the first characteristic – weight Wt 

of check cover. 

Thus, using the evolutionary functions of 

fitness  and the choice  the weight of the check 

coating will be determined for a pair of weights - 

weight of fitness and choice wt(pi, ti), wt(ti, pi), 

corresponding to the pair “position-transition” (pi, ti) 

or “transition-position” (ti, pi), which are incidentally 

selected arc i, as the sum (scalar) of these weights 

wt(pi,ti)=wtpi(outi×kini)+wtti(ini×kini),  

or  

wt(ti,pi)=wtti(outi×kini)+wtpi(ini×kini),  

or deuce (vector)  

wt


(pi,ti)=(wtpi(outi×kouti),wtti(ini×kini)), 

or  

wt


(ti,pi)=(wtti(outi×kouti),wtpi(ini×kini)), 

multiplied by the kouti=kini of the arc i (the number of 

moved labels, when the arc i is triggered). 

Not the elementary verifiable properties Pr, 

iI Pri
p
, jJ Prj

t
 (for each of the weighted linear or 

non-linear fragments) have the weight of coverage 

for the evolutionary functions of fitness  and the 

choice , determined by the sum of weights of 

fitness  or choice functions of all arcs, included 

in the appropriate weighted linear Frl, iIFrli
p
, 

jJFrlj
t
  or not linear Frn, iIFrni

p
, jJFrnj

t
 

fragments. So for the chain: 

Frl=((p1, i1, t1),(t1, i2, p2),…, (pj-1, ij, tj),…, 

(pn-1,in-1,tn-1),(tn-1,in,pn),) 

the weight looks like: 

wt(Frl)=(wt
p

1(out1×kout1)+wt
t
1(in1×kin1))+ 

+(wt
t
1(out1×kout1)+wt

p
2(in2×kin2))+…+ 

+(wt
p
i(outi×kouti)+ +wt

t
i(ini×kini))+…+ 

+(wt
p

n(outn×koutn)+wt
t
n-1(inn-1×kinn-1))+ 

+(wt
t
n-1(outn-1×koutn-1)+ +wt

p
n(inn×kinn))= 

=i=1
n-1

(wt
p

i(outi×kouti)+wt
t
i(ini×kini))+ 

+(wt
t
i(outi×kouti)+wt

p
i+1(ini×kini+1)). 
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Thus, the weights wt
p
i and wt

t
i of internal in 

sequence – linear fragment from Frl, iIFrli
p
, 

jJFrlj
t
  (not starting and not finishing for the 

sequence) positions pj and tj transitions are counted 

twice in mutually related arcs - respectively, (tj-1, ij-1, 

pj) (pj, ij, tj) and (pj, ij, tj),(tj, ij+1, pj+1) - separately for 

the incoming (to them) arcs and outgoing (from 

them) arcs into account their multiple. That is,  

wtpi=wtpi(ini×kini)+wtpi(outi×kouti), 

wtti=wtti(ini×kini)+wtti(outi×kouti), 

what was noted above. 

The weight of each node position pj and 

transition tj of some non-linear fragment from Frn, 

iIFrni
p
, jJFrnj

t
, common in incidentality for set 

of mutually related line parts  

frl1=((t11, i11, p11),(p12, i12, t12),…,  

(t1j-1, i1j, p1j),…), 

frl2=((t21, i21, p21),(p22, i22, t22),…,  

(t2j-1, i2j, p2j),…),…,  

frlj=((tm1, im1, pm1),(pm2, im2, tm2),…,  

(tmj-1, imj, pmj),…), 

of this non-linear fragment is also considered to be 

multiples m of these line parts, incidental to this 

node position pj and transition tj, and on the 

multiplicity ki11, ki21,…, kim1 of initial arcs i11, i21,…, 

im1 of these linear parts frl1, frl2,…, frlj directly 

incidental to node position pj and transition tj,. 

This weight gain, taking into account inputs and 

outputs, allows to accentuate precisely the arcs, line 

claims and non line fragments, as elements of 

behavioral (dynamic) verifiable properties. The best 

indicator is a higher weight of check coverage. 

The second characteristic of each of the 

elementary and not elementary verifiable properties 

may be its total length, conventionally measured by 

the number of arcs, contained into it. For the second 

characteristic, the best indicator is the shorter length 

of the check property, which conditionally 

represents the lower cost of testing. 

The weight and length of the properties being 

tested are at odds, but the latter changes, when the 

properties being tested are recognized by the 

supporting positions or transitions (start, finish, 

internal) using identifiers in check primitives or 

fragments. In this case, the completeness of the 

primitive is the completeness of the verifiable 

property, that entered it, and the length is the total 

length of the verifiable property and identifiers 

entered into the primitive, with multiple accounting 

of their intersecting (in the behavior) parts. 

A check snippet from a primitive may differ in 

the inclusion of many primitives – verifiable 

properties and their respective identifiers. Its fullness 

and length are determined by the corresponding 

amounts. 

Thus, check primitives and fragments inherit 

from the verifiable properties the characteristics of 

the weight and length of the check coating, 

considered for both individual primitives and 

fragments, and for their certain aggregate. 

The total weight of all the properties in the 

specified and their total length give absolute 

boundary characteristics (respectively top for weight 

and bottom for length) to assess the quality of check. 

The weight and length of the current set of 

fragments recorded and formed at some point in the 

check can be absolute current characteristics of the 

weight and length respectively for the achieved 

quality of check.  

Current characteristics of weight and length can 

be presented in relative form (including percentage) 

as private from dividing absolute current 

characteristics of weight and length by absolute 

boundary characteristics – the top for weight and 

lower for length. 

Shortness is the third characteristic of a given 

set of all (elementary and not elementary) properties. 

Shortness is also a characteristic of the totality of the 

check primitives (or fragments) used in some 

coverage of the properties being checked. 

Applying characteristics to check 

Collectively, such used check primitives may 

be, for example, initially selected to perform check, 

such as ensuring its required completeness, or, for 

example, achieved at some point in the current 

executable check. The shortness determines the 

number of properties in the first set and primitives in 

the second set accordingly. 

Both elementary and non-elementary (linear 

and non-linear) verifiable properties can receive in a 

certain way the weight and length of the individual 

additional weight factor, which can be set by 

external factors. 

This ratio can relate: first, as indivisible to the 

entire property being tested; second, as indivisible in 

replicated form to property components - arcs, 

positions, transitions; third, in a distilled form of 

some additive decomposition to its components. The 

third option is of interest in determining the mapping 

of weight and length at end-to-end, ascending or 

downward checks. 

With downward check, the ratio for check 

behavior of the detailing Petri subnet (multiple 

check fragments) detailing some macro-position or 

macro-transition may be the weight of fitness 

functions or the choice of this macro-position or 

macro-transition, represented in the form of additive 
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decomposition in accordance with the check 

passages through the macro-position or macro-

transition. Macro-position or macro-transition 

passages are understood as its activated three inputs-

outs, respectively, the decomposition of the weight 

factor is presented for each three and within it for its 

entry-exit function. 

The parts of this decomposition of the check 

pass weight factor are mapping in dish weights, 

taking into account the mapping of Petri input of 

hierarchical Petri network, in particular from the ins 

and outs of the macro-position or macro-transition to 

the respective ins and outs of its detailed Petri 

subnet. 

Thus, in the check fragment of the Petri subnet, 

as in the passage of the macro-position or macro-

transition, also emphasizes the three – the input-

fragment-output. 

With upward check of the external ratio of the 

detailed macro-position or macro-transition of the 

highest Petri network, there may be an additive 

weight of functions fitness or selection, defined as 

the amount of weight factors for the check fragments 

of the detailed Petri subnet, taking into account the 

past's inputs and outputs in the respective ins and 

outs of the macro-position or macro-transition of the 

lowest Petri network. 

That is, the weight factors of the inputs and 

outputs of the Petri subnet check fragments are 

mapped in the corresponding weight factors of the 

inputs and outputs of the activated macro-position or 

macro-transition passes – three inputs-functions-

outputs – and is summarized in components in case 

of repetition. 

Depending on the accepted properties, three 

definitions of check 1-primitives are possible: first, 

as weighted arcs of the relationship between 

positions and transitions of the input Petri network, 

for which the start and/or finishing (border) 

positions/transitions are confirmed using identifiers; 

Second, as weighted linear fragments are also with 

identifiers confirmed by start and/or finishing 

positions/transitions; thirdly, as weighted non-linear 

fragments are also with identifiers confirmed by 

start, internal, finishing positions/transitions. 

The simplest check 0-primitives are the 

positions / transition identifiers themselves, which 

highlight confirmed positions/transitions, that can be 

start, finishing, and internal (not-border) in 

identifiers. In turn, the check primitives themselves 

are the indivisible simplest check fragments of 

behavior that are dedicated to testing. 

 

 

 

The multilevel method of behavioral check 

In the multilevel method, which has signs of a 

“wave”, multi-process and evolutionary, the 

following items are performed: 

Stage 1. The initial highest checked PN S(f), 

the mappings p
, p

 of its selected positions, the 

mappings t
, t

 of its selected transitions , and 

the set of initial lowest checked PSN from 

(iIS(f)i
p
)(jJS(f)j

t
) are accepted as the current 

highest checked PN S(f)
^’
, current mapping p

, p
 

of its selected positions, current mapping t
, t

 of 

its selected transitions and current sets of initial 

junior checked PSN of (iIS(f)i
p^’

)(jJS(f)j
t^’

). 

Stage 2. For the current highest verifiable PN 

S(f)
^’
 (some PSN from the HSN, accepted as the 

senior one) starts and executes a multithreaded 

process of the one-level behavioral evolutional 

check method, that is presented at [40]. 

Step 2.1. For the current mappings p
, p

 

and t
, t

  of selected positions (iIpi), 

transitions (jJtj) of the highest checked PN S(f)
^
 

and the set of corresponding lowest ones checked 

PSN from (iIS(f)i
p
)(jJS(f)j

t
) starts and runs i+j 

multithreading processes, where iI, jJ 

corresponding to the lowest checked PSN of the 

single-level behavioral evolutional check method 

[40]. 

Step 2.2. With the start of execution of each of 

the i+j processes in its composition, the 

corresponding special event synchronization 

relationships compatibility +
=(iIi)(jJj)  

and quasi-order +
=(iIi)(jJj) for time 

intervals, associated with them alphabets of 

conditions, actual events for iS, actions, actual 

functions associated with the positions P, Pi
p
, Pi

t
, 

transitions T, Ti
p
, Ti

t
, and also corresponding to these 

conditions and functions of input-output symbols X, 

Xi
p
, Xi

t
, Y, Yi

p
, Yi

t
 for S(f)

+
= 

=S(f)\((iIpi)(jJtj))(iIS(f)i
p
)(jJS(f)j

t
), 

representing with highest and lowest levels of 

hierarchical synchronization conduct transition to 

S(f)
+
. 

Step 2.3. For the current set of registered check 

fragments W^ and corresponding current recognized 

check fragments Cf
^
 the fourth parallel process 

executes event-driven (as they are registered), parallel, 

all possible at this moment, conversion threads of 

operations from the signature Sg1={, , } 

(identifications  of reference positions and transitions, 

identity  of reference positions and transitions, 

determining  after identity ) in several iterations, 

deterministic for ,   and in the general case, 

probabilistic for , until the moment, when their use 

does not give new fragments awn from W
^
 for Cf

^
. 
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Evolutionary pseudo-random targeted search in 

most processes (or threads) allows to achieve good 

results in most cases significantly faster, than the 

upper estimate of NP-computational component for 

PN S(f), complexity of deterministic method. 

Evaluation of behavioral testing of DIS 

Representation of the Petri network S(f), where 

|P|=np, |T|=nt, n= np+nt, |X|=m, |Y|=l, in the 

memory of the monitoring system using list 

structures requires for the upper limit of the total 

number of conditional fields: 

ciS
max

=(nt(4np+3L+4)+np(3m+2))+ 

+(iI nt i(4npi +3Li +4)+npi (3mi +2))+ 

+(jJ ntj(4npj +3Lj +4)+npj(3mj +2)). 

The complexity of the check analysis of the PN 

S(f), including preprocessor and main stages for each 

of evolutions, is determined by upper bound: 

cciS
max

=nt(4np+3L+4)+np(3m+2)+ 

+2ntnp(nt-1)+2(2Lmnpnt)
nt
-3)+(nt-1)(npnt)!+ 

+(iI nt(4npi +3Li +4)+npi (3mi +2)+ 

+2ntinpi(nti -1)+2(2Liminpinti)
niti

-3)+(nti-1)(npinti)!)+ 

+(jJ ntjntj(4npj+3Lj+4)+npj(3mj+2)+ 

+2ntjnpj(ntj-1)+2(2Ljmjnpjntj)
njt

 
j
-3)+(ntj-1)(npjntj)!). 

In both formulas, there are three parts, 

respectively, for PN and PSN. The comparison of 

the testing programs based on automata-

deterministic and Petri-evolutionary methods for 

dynamic DIS of onboard automated control systems 

and terminal video surveillance confirmed a 

decrease in the computational complexity of testing 

and reducing the time of the check. 

Conclusions. The paper presents the results of 

the development of the method of behavioral testing 

of distributed information systems based on a special 

model of behavioral check of extended hierarchical 

Petri nets and characterized by the features of the 

evolutionary parallelism of the check analysis. A 

model is based on determining the compliance of the 

reference and verifiable extended Petri nets, 

representing respectively the reference and verifiable 

DIS. The use of the model made it possible to 

determine the basic conditions for constructing a 

check method applied both at the system level and at 

the component level. The conditions are significant 

in the organization of the parallel event-evolutionary 

development of the population of recognition of the 

behavior of the reference Petri net in the functioning 

of the tested Petri net. Parallelism is applied to 

parallel execution of and cross-over operations with 

event-generated operands-individuals — 

recognizable reference check primitives and 

fragments. Parallelization associated with the time 

decomposition of the task of the check analysis 

allows polynomially reducing the exponential time 

complexity of the overall behavioral testing. The 

proposed estimates of the completeness of check 

used in the functions of fitness and search can 

reduce the time of a multi-level evolutionary search 

for coverage of checks. 

Hierarchical decomposition and the 

evolutionary approach increase the flexibility of 

organizing behavioral online testing by taking into 

account the features of DIS. The greatest reduction 

was achieved on the components of the DIS of 

special behavior, in particular, with a partial 

certainty of the functions of the models. 
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УДК 004.738:004.94 

БАГАТОРІВНЕВИЙ ПОВЕДІНКОВИЙ КОНТРОЛЬ РОЗПОДІЛЕНИХ 

ІНФОРМАЦІЙНИХ СИСТЕМ 

 
Анотація: Особливості експлуатації сучасних розподілених інформаційних систем в значній мірі підсилюють вимоги 

до достовірності їх функціонування і посилюють часові межі її відновлення. Висока вірогідність роботи забезпечується 

різноманітними засобами, зокрема, робочим і тестовим контролем, але часто обмежується реальним часом роботи цих 

систем. Відомі методи контролю використовують апаратні прискорювачі, декомпозицію і розпаралелювання, технології 

штучного інтелекту, але їх можливості не знімають доцільність розвитку нових моделей і методів, зокрема, 

високорівневих, заснованих на спеціальному аналізі поведінки систем. У статті представлений багаторівневий метод 

поведінкового робочого контролю розподілених інформаційних систем, що базується на ієрархічних мережах Петрі, 

однорівневих моделі і методі, а також ієрархічної моделі поведінкового робочого контролю. Багаторівневий метод 

використовує еволюційну оптимізацію і має особливості паралельної багаторівневої організації сумісних контрольних 

еволюцій окремих рівнів, які розвиваються за принципом «хвильового» алгоритму в фоновому режимі щодо основного 

функціонування самих розподілених інформаційних систем. Для визначення комплексних критеріїв контролю 

багаторівневого методу запропонована ієрархічна система сумісних функцій фітнес і вибору об'єктів в контрольних 

еволюціях рівнів ієрархічної моделі. У функціях пропонуються оцінки повноти і довжини (часу) перевірки для позицій, 

переходів і дуг мереж Петрі, лінійних і нелінійних графових структур поведінки, дію функцій розширено на контрольні 

примітиви і фрагменти. Ієрархія функцій фітнес і вибору дозволила ввести оцінки повноти і довжини робочого контролю, 

застосовані для оптимізації еволюційного пошуку в багаторівневому покритті необхідних перевірок. Ієрархічна 

декомпозиція, еволюційний підхід і ієрархія функцій фітнес і вибору багаторівневого методу, що оптимізують, дали 

можливість скоротити час і підвищити гнучкість організації поведінкового робочого контролю з урахуванням 

особливостей розподілених інформаційних систем. 

Ключові слова: розподілені інформаційні системи; поведінковий контроль; ієрархічна мережа Петрі; модель 

перевірки; еволюція; багаторівневий контроль 
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МНОГОУРОВНЕВЫЙ ПОВЕДЕНЧЕСКИЙ КОНТРОЛЬ РАСПРЕДЕЛЕННЫХ 

ИНФОРМАЦИОННЫХ СИСТЕМ 

 

Аннотация. Особенности эксплуатации современных распределенных информационных систем в значительной 

степени усиливают требования к достоверности их функционирования и ужесточают временные границы ее 

восстановления. Высокая достоверность работы обеспечивается разнообразными средствами, в частности, рабочим и 

тестовым контролем, но часто ограничивается реальным временем работы этих систем. Известные методы контроля 

используют аппаратные ускорители, декомпозицию и распараллеливание, технологии искусственного интеллекта, но их 

возможности не снимают целесообразность развития новых моделей и методов, в частности, высокоуровневых, 

основанных на специальном анализе поведения систем. В статье представлен многоуровневый метод поведенческого 

рабочего контроля распределенных информационных систем, базирующийся на иерархических сетях Петри, одноуровневых 

модели и методе, а также иерархической модели поведенческого рабочего контроля. Многоуровневый метод использует 

эволюционную оптимизацию и обладает особенностями параллельной многоуровневой организации совместимых 

контрольных эволюций отдельных уровней, которые развиваются по принципу «волнового» алгоритма в фоновом режиме 

относительно основного функционирования самих распределенных информационных систем. Для определения комплексных 

критериев контроля многоуровневого метода предложена иерархическая система совместимых функций фитнесс и 

выбора объектов в контрольных эволюциях уровней иерархической модели. В функциях предлагаются оценки полноты и 

длины (времени) проверки для позиций, переходов и дуг сетей Петри, линейных и нелинейных графовых структур 

поведения, действие функций расширено на контрольные примитивы и фрагменты. Иерархия функций фитнесс и выбора 

позволила ввести оценки полноты и длины рабочего контроля, примененные для оптимизации эволюционного поиска в 

многоуровневом покрытии необходимых проверок. Иерархическая декомпозиция, эволюционный подход и иерархия 
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оптимизирующих функций фитнесс и выбора многоуровневого метода дали возможность сократить время и повысить 

гибкость организации поведенческого рабочего контроля с учетом особенностей распределенных информационных 

систем. 

Ключевые слова: распределенные информационные системы; поведенческое тестирование; иерархическая сеть 

Петри; модель проверки; эволюция; многоуровневый контроль 
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