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ABSTRACT

The article addresses the issue of organizing self-testing in multiprocessor systems. It examines cases where the state of certain
processors (functional or faulty) remains ambiguous after executing a specific set of mutual processor tests. Determining the state of
such processors requires additional capabilities, such as extra connections between processors. Ambiguity most often arises when the
number of processors testing a given processor is less than the allowable number of faults. The study focuses on multiprocessor
systems whose diagnostic graphs can be represented as circulant graphs, particularly graphs with two incoming and two outgoing
edges. This relates to solving the problem of minimizing the number of mutual tests among system processors (each processor is tested
by only two others). However, this approach can lead to ambiguity in determining the state of individual processors, especially when
the allowable (and actual) number of faults in the system exceeds two. Theorems are formulated and proven to define the specific
characteristics of the system for organizing mutual testing, under which the described phenomenon becomes feasible, however, in one
way or another, the indices of processors with undefined states become known. The advantages of connection architectures described
by circulant graphs are highlighted, particularly the fact that the number of processors in such architectures can be arbitrary — an
attribute not always present in other cases (e.g., architectures with connection switches of the rectangular or hypercube type). Fault-
tolerant multiprocessor systems with an allowable number of faults T = 2, 3, and 4 are examined in detail. It is shown that in the case of
T =2, no ambiguities arise; however, for T =4, up to three ambiguities may occur (for T = 3 — up to two) depending on certain jumps
in the circulant graph and specific combinations of functional and non-functional processors in the system. Examples of circulant
graphs are provided where such ambiguities do not arise.
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INTRODUCTION AND LITERATURE during operation [11, 12], [13]. Minimizing the time

REVIEW

Multiprocessor systems (MS) use increases each
year, for example, in control systems for complex
objects such as aircraft, in systems for collecting and
processing medical or banking information, and so
on [1, 2], [3,4], [5]. Modern control systems for
complex objects sometimes incorporate hundreds of
processors. For instance, the aircraft control systems
developed by Boeing comprise 200 or more
processors. The issue of organizing their self-testing
is becoming increasingly important [6, 7], [8, 9],
[10]. Since the failure of any processor can
significantly affect the system's function, mutual

© Romankevich V., Morozov K., Romankevich O.,
Zacharioudakis L., 2024

required for system self-testing is one of the most
critical tasks, impacting both the reliability and
performance of MS [14].

In most self-testing tasks for MS, the
permissible number of failures T (particularly for
fault-tolerant systems [15, 16], [17, 18], [19, 20],
[21,22], [23]) is predetermined. To ensure
comprehensive testing, this number must derive from
the number of m processors testing a given processor,
with the general condition m>T. This directly
affects the number of elementary checks N, which,
without optimization, equals N=mn for n
processors.

The execution of self-testing processes requires
certain system resources. Thus, it is clear that
reducing the number of test checks is an important
task in practice. For systems with a complete graph
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testing of processors is continuously performed
topology, where any processor can test any other,
the problem has been already solved, and the
number of checks does not exceed n+ 2t, where
t<n/2 is the actual number of faulty processors.
However, such a topology of interprocessor
connections is not always feasible.

Any minimization of the number of mutual tests
during MS testing is inevitably associated with using
only a subset of the system's interprocessor
connections [24]. In particular, the minimization
problem is considered for the extreme case where
each processor is tested through the minimum
possible 2 channels. The method's idea is to select
only those connections that allow the topology to be
represented as a circulant graph with 2 incoming and
2 outgoing edges.

Since the permissible number of failures T > 2,
ambiguities can arise, i.e., situations where the state
(functional or faulty) of a processor cannot be
determined (this undetermined state shall be denoted
as R). Practically, resolving the ambiguity for such a
processor requires one additional check from a third,
previously uninvolved processor, which necessitates
the presence of a third interprocessor connection in
the system. This is always feasible, as the method
enables identifying the state of all processors and the
R processor's index.

It is known that there are topologies where such
ambiguities are limited to at most one (for T = 3) or
two (for T=4), as confirmed by examples.
Specifically, for T =3, diagnostic graphs with
circulant graph skips S1=2 and Sz=3 are studied
(where Si denotes the skips of the circulant graph),
while for T=4, St =3 and Sz =4 are used. Thus, for
T <4, the method results in no more than 2n + 2
checks.

Circulant graphs have been extensively studied
[25], and their advantages in MS have been
highlighted, in particular, in the work [26]. The
challenge is to explore self-testing organization for
such MS to determine whether other skip values Si
could lead to different number of ambiguities. This
information is critical for system developers. This
work addresses this question. Below, as in many
works related to MS testing, it is assumed that
interprocessor connections are functional.

1. SYSTEMS WITH 4 FAILURES

The Preparata-Metze-Chien (PMC) model
[27, 28], [29, 30] is used as the fault model, as it is
the most accepted in practice and wide-spread. In the
PMC model, a functional processor provides a

correct result (0 — functional, 1 — faulty) when testing
another processor. On the other hand, if the testing
processor is faulty, the result may be arbitrary, i.e.
unrelated to the tested processor's state, and is
denoted as x on the diagnostic graph. Additionally,
complete testing is only possible when n > 2T.

It should be noted that in such diagnostic graphs
(with two incoming and two outgoing edges),
ambiguities can only occur when the number of
identified faulty processors — whose states are
resolved through the execution of all possible tests
and analysis of the results — is less than T.
Additionally, a processor must be tested either by
two faulty processors or by one faulty processor and
one in state R (although in this latter case, the
ambiguity may be avoided).

Theorem 1. For T=4, there exist
multiprocessor systems (MS) with diagnostic graphs
of the considered type, where, under certain
arrangements of functional and faulty processors,
three ambiguities may remain after performing all
possible tests. For this, the condition 3S1 = 3S2 mod n
is sufficient.

The proof is based on the following idea: for
three ambiguities to exist, it is sufficient that three
faulty processors form three pairs, each pair testing
the same processor Ri, Rz, or Rs. A fourth faulty
processor (if present in the system under
investigation) is among Ri (i=1,2,3). Thus,
determining the exact state of all these processors is
indeed impossible without additional tests involving
other processors.

To illustrate such an «impossibility» let us
consider a simple example of a diagnostic graph with
nine vertices and skips S1 = 1 and Sz =4 (Fig. 1).

Here, F represents a faulty processor, G a
functional one, and the arrows indicate test results.
Processor numbers correspond to graph vertices. To
the left of the graph, the 0-chain is depicted, and all
1-results are listed. To the right, the states of all
processors are determined based on the analysis
performed using the algorithm from, grounded in the
following Proposition, which follows directly from
the PMC model and method.

Let there be a set of processors ai connected to
processor Ai by zero-result edges. Let the weight Pi
of processor Ai is the cardinality of the set ai
(including Ai itself). Let bi be the number of disjoint
processor pairs (with one-result edges) that are not
in ai. Then Ai is functional if Pi+ bi>T —t holds,
where t is the number of faulty processors identified
so far (the analysis is conducted sequentially over
time).
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This  proposition allows for identifying
functional processors. Faulty processors are
determined via testing by functional ones.

For example, in Fig. 1, the diagram of the O-
chain allows us to determine that the weight of
processor 9 is 3. Additionally, there are two pairs of
processors with one-result checks: (6, 1) and (3, 4),
which are not part of the set {5, 8, 9}. According to
the stated proposition, we can conclude that
processor 9 is functional. This processor tests
processors 1 and 4, both of which produce unit
results, indicating their malfunction according to the
PMC model. Next, analyzing the O-chain diagram,
we determine the weight of processor 3, which
equals 2. According to the rule, processor 3 is
operational because t =2 and there is a pair (6, 7).
Processor 3 tests processor 7 with a one-result,
indicating that 7 is faulty, and t = 3. Since the weight
of processor 6 is also 2 according to the same O-
chain diagram, we can conclude, based on the
proposition, that it is functional. Further analysis
does not reveal any new information, meaning the
status of processors 2, 5, and 8 remains undefined.

It is of interest to define the conditions

(essentially the values of Si and n) under which these
3 ambiguities occur in the general case. According
to the above «idea», assuming Si<S2<n for
expressed:

simplicity, the following can be

F; + S = Ry mod n;
F; + S5, =R, mod n;
F3; 4+ S5, = R; mod n;
F;+ 5, = R, modn;
F; +S, = R, mod n;
F; + S5, = Rz mod n.

By performing simple transformations, the
condition for the occurrence of three ambiguities can be
obtained:

35, = 35, mod n.

In this case, the arrangement of functional and
faulty processors must correspond to the «idea»
described above. The theorem is proven.

Based on the obtained relationship, a table
(Table 1) can be compiled for certain values of S and n
for T = 4, where three ambiguities may arise. Using this
table, a developer can easily calculate values that match
the parameters of their multiprocessor system. When
compiling the table, certain recommendations were
taken into account, namely, Sz must not be a multiple of
S1 (otherwise, the graph may split into disconnected
subgraphs). This condition applies to cases where
S1> 1.

The obtained results (including Table 1) indicate
that, for example, the values of S1=2 and Sz2 = 3 do not
lead to the appearance of three ambiguities for any
value of n. In this case, the total number of checks may
increase by one but does not exceed 2n + 3.
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Fig. 1. Example of a diagnostic graph for the case T =4

Source: compiled by the authors
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Table 1. Table of MS parameter values for T =4

Table 2. Table of MS parameter values for T =3

S1 | S2 n S1 | S2 n S1 | S2 n St | S2 n St | S n S1 | S n
1 4 9 2 5 9 3|7 12 1 5 8 - - - 3 7 8
1 5112 | 2 7 |15 | 3 |8 15 1 6 | 10 | 2 7 |10 | 3 8 | 10
1 6 | 15| 2 9 (21| 3 |10 21 1 7 |12 | 2 9 | 14| 3 | 10 | 14
1 7 (18,9 2 |11 | 27 | 3 |11|24,12 1 8 |14 2 |11 |18 | 3 | 11 | 16

Source: compiled by the authors
2. SYSTEMS WITH 3 FAILURES

The previously stated «idea» transforms as
follows for the case T =3: two out of three faulty
processors test the same pair of processors, while the
third faulty processor is either among the tested ones
(and remains undetected) or absent. This essentially
validates the following theorem.

Theorem 2. For T=3, there exist MS with
diagnostic graphs of the considered type, where, under
specific arrangements of functional and faulty
processors, two ambiguities may remain after
performing all possible tests. For this, the condition
251 = 2S2 mod n is sufficient.

An example in Fig. 2 illustrates this possibility.

Similarly to the case T =4, we can write:

Hl +Sl =H2 +Szm0dn;
HZ +Sl =H1+Szm0dn.

This leads to the condition:
25; = 25, mod n.

Some values of S and n for T =3, where two
ambiguities may occur, are listed in Table 2.

Source: compiled by the authors

It should be noted that in the graph (Fig. 2), there
are two vertices (5th and 10th), corresponding to
processors that are tested by one faulty processor and
one R-type processor, and their states are determined.
At the same time, it may seem that if the third faulty
processor is hidden among the R-type processors, its
state also cannot be determined, resulting in the
appearance of a third R. However, this is not the case;
moreover, it may turn out that ambiguities disappear.

Let us illustrate this with an example: if processor
Fs is assigned index 5, then the test 8 — 5 will yield a
new 1 (recall that by this point, two faulty processors —
1 and 6 — have already been identified). Consequently,
processor 3 is functional: its weight equals 1, and
among the two others, not connected to it in any way
(processors 5 and 8), at least one is faulty. For the case
T =4, it can be said that a fourth ambiguity will not
arise in similar situations.

The algorithm for performing mutual checks
during self-testing consists of the following steps:

o perform all possible test checks and construct a
diagnostic graph;

e build a 0-chain;

w2 4y L 4=G
G 10 /\ 0 2G 1=F
L N/ of[ 3 0 6=F
5 9=G
x 7=G
G9 T3 R, 2=G
) 10=G
5=G
0 389
i a2, -
(91]‘) GS X 0 4G
4,1) R, X
(4=6) yo 0 X
< "5G
0.9 T A

Fig. 2. Example of a diagnostic graph for the case T = 3

Source: compiled by the authors
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o list all pairs of vertices with 1-checks;

e using the aforementioned Proposition,
determine the states of processors for which it is
possible;

o treat the remaining processors as having
indeterminate states, for which additional checks using
other communication channels are required.

It can be noted that, broadly speaking, a third
ambiguity can arise only at vertices marked as xx. In
practice, during testing, the x value is also clarified, but
the overall result of the analysis does not change.

It should be noted that the obtained result can be
generalized for arbitrary values of T.

Theorem 3. For any T, there exist MS and their
diagnostic graphs of the considered type, where after
performing all possible tests, T—1 ambiguities may
remain.

Indeed, T—1 wertices corresponding to T-1
faulty processors (one of the faulty processors remains
undetected) can be arranged within the graph in such a
way that they form T — 1 pairs. Each pair corresponds
to a pair of processors testing the same processor,
whose state cannot be determined without using
additional capabilities.

Let us briefly discuss the efficiency of the
proposed approach. Several methods are known for
organizing self-testing and determining the state of
processors in multiprocessor systems. These methods
take into account the specifics of fault models
(Preparata-Metze-Chein, Barzi-Grandoni, intermittent
faults, etc.) on the one hand, and on the other, the
features of the interconnection architectures between
processors (matrix architecture, hypercube, circulants,
etc.). The most complex architecture is, undoubtedly,
one with arbitrarily chosen interconnections, which is
most often encountered in control systems for complex
objects (computing systems are usually homogeneous).

In practice, developers most often use the well-
known majority method (it can be said to belong to von
Neumann). In this approach, each processor is tested by

an odd number of other processors, and the majority of
the decisions determines the correctness of the tested
processor. If the system is tolerant to a single fault, each
processor must be tested by three others. In the general
case, when the system is tolerant to T faults, at least
2T + 1 connections are required to test each processor,
and the total number of checks, N=n(2T +1). For
T =4, as in the example above, N =9n. At the same
time, the proposed method results in 2n+ 3 checks,
which is significantly fewer.

Considering the fact that self-testing is performed
continuously in control systems, reducing the time
required for self-testing improves the system's
performance. This is in addition to enhancing reliability
by minimizing the duration of incorrect system
operation upon the occurrence of each new failure.

CONCLUSIONS

This study investigates the peculiarities of
minimizing the number of mutual processor checks in a
multiprocessor system, where the diagnostic graph is a
subset of the system's connection topology, specifically
a circulant graph with two incoming and two outgoing
edges per vertice. Various combinations of skip values
in this graph are analyzed, showing that under certain
arrangements of faulty and functional processors, the
number of processors with undetermined states may
exceed previously anticipated levels. Conditions for
such situations are provided.

It is noted that system developers, aware of these
scenarios, should allocate the necessary connections in
the system to perform the required additional tests. In
general, no more than 2n + T — 1 tests are needed (for
T =2, no ambiguities arise, requiring at most 2n tests).

As a remark, the authors do not consider
degenerate cases of circulants that developers would
not select for testing. These include circulants with
skips i and n — i, cases where one skip equals half of n,
and others. Hence, the theorems use the term “exist”.
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AHOTANIA

CrarTs npucBsideHa npooieMi opraisalii caMoTecTyBaHHs 0araTolpoLEeCOPHUX CHCTEM. AHAII3YIOThCS BUIAIKU, KOJIHM CTaH
JEAKHX TPOLecopiB (CIpPaBHUH YW HECHPABHMI) 3aMINA€THCS HEBU3HAYCHMM IIICJIS BMKOHAHHS II€BHOI MHOXXHHH B3a€EMHHX
TECTyBaHb IpOLECcOpiB. [y BCTAaHOBJICHHS CTaHy TAaKUX IPOLECOPIB MOTPiOHE BUKOPHCTAHHS JNEAKHMX JOAATKOBUX MOXKIHMBOCTEH,
HAaIPUKIaZ J0AATKOBUX 3B’SI3KIB MDK Iporiecopamu. HeBn3HaueHicTh BUHHKAE 4YacTillle 3a BCE Y TAKMX BUIAJKaX, KOJIH KUIbKICTh
MPOLIECOPIB, SIKI TECTYIOTh JAHHWH IPOLECOp, € MEHIIOK 3a JOMYCTUMY KiJbKiCTh BiIMOB. JlOCHTIDKYIOTBCS 0araTONpoOLECOpHi
CHCTEMH, JIarHOCTHYHI Ipay SKHX MOXKHA MPEJICTABUTH IpadaMu-IUPKyISIHTaMH, 30KkpeMa rpadaMu 3 1BOMa BXiIHUMH Ta JJBOMa
BUXigHUMHK nyramu. Lle moB’s3aHO 3 BHpILICHHSM 3ajadi MiHiMi3allii KiJbKOCTI B3a€MOIEPEBIPOK MPOLECOPIB CUCTEMH (IiHCHO,
KOKHHH IIPOLIECOp TECTYEThCS BCHOIO JIMIIE IBOMA iHIIMMHU). [IpoTe Npy 11bOMY MO)KE BUHUKHYTH NeBHAa HEBU3HAYEHICTh Y MPOLEC
BCTAHOBJICHHSI CTaHY OKPEMHUX MPOLIECOPIB, i Ile MOXKe OYTH came TO[i, KOJIH KUIBKICTh JOMYCTUMHX (2 TAKOX HASIBHUX) BIJIMOB Y
cucteMi nepeuiiye 2. OopMyITIOIOTHCS Ta TOBOIITHCS TEOPEMH, SIKI BU3HAUAIOTh KOHKPETHI XapaKTePUCTUKH CUCTEMH OpraHizail
B32€EMOTECTYBaHb, KOJIM OIIMCAHE SBUILE CTAE MOXJIMBHM, aJle TAK YM iHAKIEe HOMEPH NPOLECOPIB, CTaH SKUX HE BU3HAYEHO, CTalOTh
BiJOMHUMH. Bin3Ha4aloThes epeBaru apxiTekTyp 3B’sI3KiB, KOTPi MOXKYTh OyTH omucaHi rpadaMu-IUPKYISTHTAMHU, 30KpeMa Te, L0
KUJIBKICTh MPOLIECOPIB B HUX MOXKE OyTH JIOBUIBHOIO, 1[0 HE 3aBXAM Ma€ MiCLe B IHIIUX BHIAAKax (HAPUKIAA B apXiTEKTypax 3
KOMYTaTOpaMH 3B’s3KiB TUITYy MPSIMOKYTHUK a0o rinepky0). JleranbHO po3risigatoThcsl BiIMOBOCTIHKI 0araTONpOLIECOPHI CUCTEMU 3
JormycTuMuM 4uciioM BigmoB T = 2, 3 Ta 4. [lokasyerbcst, 110 y BUNanky 7 = 2 HEBHU3HAYCHOCTI HE BUHHUKAIOTh, ane npu 1 =4 ix
MOXK€ BHUHUKHYTH 10 TphoX (y Bumaaky 7' =3 — 10 JBOX) IpH JESKUX CTpUOKax y rpadi-LUpKYISHTI Ta JESIKUX KOMOiHaIisx
PO3MIILICHHS CIIPAaBHUX Ta HECHPABHUX IPOLECOpiB y cucremi. HaBomsaThes mpukiiaan rpadiB-UUPKYISHTIB, KOIU MOAi0HEe HEe Mae
MicI.
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